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	History of changes to this document

	Location of change
	Description of change
	When




	Throughout
	General review, re-brand and formatting 

	09/2020

	Entire document replaced

	Updated to reflect additional guidance in SYSC relating to conflicts of interest.   
	04/2010




	Guidance notes for using this document

This policy is designed to work in conjunction with other documents for which we provide templates such as:
· Anti-bribery & Corruption Policy
· Gifts, Inducements & Hospitality Policy 
· Whistleblowing Procedure
· Anti-Money Laundering,
· Financial Crime 
· Peps and Financial Sanctions 

This policy must be amended and adapted by firms as appropriate to their circumstances/arrangements or it will not withstand regulatory scrutiny, nor will it provide a useful process for your business and staff.  

The issue of fraud should be reviewed at board/partner/senior management level (as appropriate) in order to identify and manage any actual or potential fraud within the business on an ongoing basis.  This policy should reflect both the firm’s approach to fraud as well as the actual procedures which the firm has in place; it should be regularly reviewed to ensure it continues to address any, and all, actual or potential fraud of which the firm is aware.

Our guidance is that staff are given training in the firm’s approach to identifying and handling fraud at induction and on an annual basis or more frequently as required. Such training should include help for staff in recognising and reporting fraud and should include examples which are relevant to their role.  In addition, we recommend that a copy of this policy is given to/made available to staff and that the firm’s annual staff declaration should include confirmation that the policy has been read.

Where a conflict may exist, which is sensitive or confidential (e.g., the acquisition of another business), the firm may decide not to include it in this policy.  In which case such a conflict should be included elsewhere, such as in the board/partner/senior manager meeting minutes, as appropriate.

When personalising this document, you should:

· Delete or adapt (as appropriate) blue text and text in square brackets
· Delete this guidance note (including the ‘History of changes to this document’ above)
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Related documents
[bookmark: conjunction]This policy is designed to work and be read in conjunction with the following documents:
· Overarching Financial Crime Policy 
· Anti-Bribery and Corruption Policy
· Gifts, Inducements & Hospitality Policy
· Whistleblowing Policy
· Fraud Policy
· Financial Sanctions and PEP’s Policy


	1. Introduction 


This policy outlines our approach to preventing our firm or our customers being targets of fraud. In developing this policy, we have considered our legislative and regulatory obligations relating to fraud, as well as trusted industry best practice to prevent it.  We have taken into account the Fraud Act 2006, the Senior Management Arrangements, Systems and Controls (SYSC) sourcebook from the Financial Conduct Authority (FCA) handbook and the FCA Financial Crime Guide.
We recognise that our firm has a duty to prevent any of its customers falling victim to fraud through the firm’s services. Subsequently, we pledge to allocate sufficient resources to our internal controls, monitoring system, human resources and staff training to prevent fraud.
	2. Scope and Objectives


Scope 
[bookmark: _Hlk520803493]This policy has been adopted by the firm’s [Board of Directors/Senior Partners/etc.] and applies to everyone involved in our business. 
For the avoidance of doubt, this includes all officers of the firm [i.e., Directors/Non-Executive Directors/Partners/Members/Shareholders/etc.] as well as all employees (i.e., permanent, contract and temporary staff). 
[This policy also applies to all our majority owned business operations which we or our subsidiaries and associates operate.  Where we have a minority ownership interest, we will encourage the adoption of this or a similar policy amongst our business partners including (for example) contractors, suppliers and joint venture partners.  In all our dealings with subsidiary business operations we will take appropriate action if we have reason to suspect that corrupt practices are undertaken.] 
All employees and associated persons are required to familiarise themselves and comply with this policy including any future updates which may be issued from time to time.
Any breach of this policy is likely to constitute a disciplinary and contractual matter for the individual concerned and may cause serious damage to the reputation and standing of the firm. We may also face liability for unlawful actions taken by our employees or associated persons.  
All elements of this and associated policies are focused on the requirements of UK legislation and regulation.
Objectives
The objectives of this policy are to: 
· Outline our approach to preventing fraud, both from external and internal perpetrators. 
· Emphasis our commitment to allocating sufficient resources to preventing fraud. 
· Explaining how we meet our anti-fraud requirements specified by the regulatory bodies. 
· Clearly outline the responsibilities of our senior management and responsible officer for fraud and other key individuals in relation to our anti-fraud strategy. 
· Explain the most up-to-date fraud risks that we are vulnerable to and how we intend to counteract these risks. 
· Elaborate how we will investigate and rectify instances of fraud when they occur. 
· Confirm that we will take steps to monitor compliance with this policy throughout the firm. 
	3. Responsible Officer and Senior Management Oversight


We have appointed [Insert Senior Manager name/role] as the Responsible Officer for implementing, maintaining and monitoring compliance with this policy. [Insert Senior Manager name/role] is judged to be adequately skilled to hold the role by the [Board/ firm’s senior management- amend as applicable] 
[Insert Senior Manager name/role] is responsible for: 
· Implementing procedures and processes to prevent fraud from occurring. 
· Cooperating and liaising with the law enforcement authorities with regards to fraud investigations involving the firm. 
· Maintaining the fraud policy and updating it in line with legislative, regulatory and best practice advancement. 
· Maintaining a fraud risk register and continually assessing the fraud risks for which the firm is vulnerable. 
· Ensuring that all employees are provided with appropriate levels of anti-fraud training.
· Monitoring compliance with the policy throughout the firm. 
· Making external reports to the Police or law enforcement authorities regarding instances of fraud at the firm. 
Senior Management 
The [Board / Senior Management] fully endorses this fraud policy. As recommended in Part 2 of the FCA’s financial crime guide for firms, [the Board / senior management] will be proactive in taking responsibility for the firm’s fraud prevention strategy. The [Board / senior management] is responsible for: 
· Identifying and assessing the fraud risks to which we are vulnerable. 
· Monitoring the adequacy of existing fraud prevention controls within the firm. 
· Allocating sufficient resources towards the firm’s fraud prevention strategy so that we comply with all current requirements. 
· Ensure that the firm’s Directors meet their statutory responsibilities towards fraud, as per the Companies Act 2006.
· Being involved in the creation of anti-fraud policies and procedures. 
	4. Definition of Fraud


Our business defines a fraudulent act as:
‘Any act, omission or abuse of position intended to obtain an advantage, avoid an obligation, falsify information or cause loss to our firm’.
All businesses may be affected by fraud, whether its source is internal or external.   
Internal fraud
Surprisingly, fraud is often committed by internal sources, such as staff, Directors / Partners or owners/other investors. 
Internal fraud can take many forms, such as false accounting, misrepresentation of our firm’s financial information, embezzlement, simple property theft or even fraudulent claims by staff-on-staff insurance schemes. 
External fraud
In the insurance and consumer credit market, the potential for customers to commit fraud is well known, for example through: 
· Deliberate underinsurance
· Application fraud (making a false declaration in order to obtain a financial product e.g., vehicle insurance, credit borrowing)
· Exaggerating or falsifying claims 
Further information on UK legislation and fraud offences is contained in Appendix 1.
Occasionally firms also encounter fraud committed by their Business Partners, Suppliers, Agents, etc. Simple non-payment of invoices is not classed as fraud, and this will be handled through our credit procedures.


	5. Fraud Prevention


This firm does not tolerate fraud in any form. 
Under this policy, our Firm’s employees and representatives are prohibited from engaging in any behaviour, or enabling others to engage in behaviour, that could result in the firm or its customers being defrauded. The firm’s employees entrusted with high responsibility positions, especially those with access to customer information, must at all times act with the highest integrity and not take any fraudulent act which may damage the livelihoods of customers or bring the firm into disrepute. Employees and representatives should, at all times, abide by the firm’s anti-fraud procedures and take all steps to prevent fraud where permissible that are in their line of duty. 
In the eyes of our Firm, fraudulent behaviour through wilful intent to defraud or negligence in preventing fraud is unacceptable and the individual(s) responsible would be subject to strict disciplinary measures. 
Adherence to this and our other Financial Crime policies and procedures will enhance the fraud prevention measures this firm takes to protect ourselves and our customers from loss – e.g., financial fraud.
This firm is committed to ensuring: -
· Effective HR policies are in place including reference to the recruitment and screening of new staff, an effective appraisal system and exit interviews.
· Fraud Risk will be assessed as part of the firm’s business risk management process
· Fraud risk training will be conducted at induction of a new member of staff and thereafter at least [annually or other period as applicable]
· Regular risk assessment and assurance will be completed on key controls to ensure their effective mitigation of the fraud risk
· Fraud contingency plans will be developed to ensure appropriate and timely action is taken if fraud is suspected or uncovered.
	6. Managing Fraud Risk


The firm will manage fraud risk by:
· investigating all incidences of actual, attempted or suspected fraud, and all instances of major control breakdown;
· encouraging staff to be vigilant and raising fraud awareness at all levels
· ensuring key controls are complied with including sales and underwriting procedures, accounting and system transactional procedures, due diligence on third parties and separation of duties.
· providing staff with effective confidential reporting mechanisms and encouraging their use
· acting against individuals and organisations perpetrating fraud against the firm and seeking restitution of any asset fraudulently obtained and the recovery of costs
· co-operating with the police and other appropriate authorities in the investigation and prosecution of those suspected of fraud
	7. Reporting a Suspicion 


All staff (including Appointed Representatives) should be aware of what may constitute an act of fraud and are required to report any suspicions to their line manager who will, in turn, report them to [insert senior manager name].
Alternatively, if you do not feel it is appropriate to report your suspicions to a line manager you can report this directly to [insert senior manager name].
Once a suspicion has been reported the staff member will have fulfilled his/her legal obligations.  Where a member of staff fails to make a report without a reasonable excuse, appropriate action will be taken. 
Do not alert the client/member of staff to the fact you have knowledge or are suspicious of fraudulent activity nor disclose to anyone else that you have made a report.
Please be assured that a full and complete investigation will be made into any suspicious reports and confidentiality will be maintained at all times.
	8. [bookmark: _Hlk19282766]Record Keeping


Records of AML Suspicious Activity Reports, fraud and other financial crime breach reporting will be kept in a log and for a minimum of 6 years.
These records will contain all details of the incident so that we are able to provide evidence should we be required to by the relevant regulatory authorities.
	9. Policy Review


This document will be reviewed and revised (if necessary);
i. In response to any changes to our operational guidance or framework;
ii. In response to any changes to applicable regulations including but not limited to the FCA
iii. In response to any formal or informal FCA or trade association guidance
iv. Annually as a minimum.
Annual Review and ad-hoc changes of the policy will be signed off by the [Board/Senior Management] prior to implementation.  
	10. Obligations for Compliance 


We all have a personal responsibility for working to the standards expected within this Fraud Policy. If you for any reason do not understand what is expected of you or feel that you are not able to comply with any part of the policy, please speak to your line manager. 
If at any time you feel that you are being asked to do anything that compromises your ability to meet the standards outlined in this policy or if you know or suspect that anyone is acting in breach of this policy, you must report this. You can raise this with your line manager if you feel that this appropriate, alternatively you can discuss this with [insert name or role of appropriate employee(s)].  You are also able to use the company’s Whistleblowing policy to report any concerns confidentially. 
Failure to comply with the Fraud Policy may result in disciplinary action. 


	Appendix 1


UK Legislation 
This policy is based on the following legislation, regulation and guidance: 
· Fraud Act 2006. 
· FCA Financial Crime: A Guide for Firms. 
[bookmark: _Toc499719099]Offences 
The above legislation outlines the UK’s fraud offences. The key offences under the applicable legislation are as follows: 
· [bookmark: _Hlk499713961]Fraud by False Representation (Subject to maximum 10-year jail term and/or fine) 
· It is an offence to dishonestly make a false representation or intend to make a false representation to make a gain for oneself or cause a loss to another or expose another to a risk of loss. 
· Fraud by Failing to Disclose Information (Subject to a maximum 10-year jail term and/or a fine)
· It is an offence to dishonestly fail to disclose to another person information which he/she is under a legal duty to disclose and intend, by failing to disclose information, to make a gain for oneself or another or to cause loss to another or expose another to a risk of loss.
· Fraud by Abuse of Position (Subject to maximum 10-year jail term and/or fine)
· It is an offence to dishonestly abuse a position where one is expected to safeguard the financial interests of another person and to intend, by means of abusing the position, to make a gain for oneself or another, or to cause loss to another or expose another to the risk of loss. 
[bookmark: _Toc499719100]Anti-Fraud Bodies 
The following entities in the UK have been invested with powers by the UK government to investigate and prevent fraud. These are the relevant bodies which our Firm are required to keep appropriately informed of any major instances of fraud that have been perpetrated against us. 
[bookmark: _Toc499719101]National Crime Agency 
The National Crime Agency (NCA) is a national law enforcement agency that helps to coordinate the fight against fraud in the UK. 

The NCA has a wide remit involving tackling serious and organised crime, strengthening the UK’s borders, fighting fraud and cybercrime, and protecting children and young people from sexual abuse and exploitation. 

[bookmark: _Toc499719102]The NCA is responsible for strategic development and threat analysis relating to fraud, a role previously allocated to the National Fraud Authority, which closed on 31 March 2014.
Serious Fraud Office 
The Serious Fraud Office (SFO) is an independent government department, operating under the superintendence of the Attorney General.  Its purpose is to protect society by investigating and, if appropriate, prosecuting those who commit serious or complex fraud, bribery and corruption and pursuing them and others for the proceeds of their crime.  It’s jurisdiction covers England, Wales and Northern Ireland.  Fraud cases in Scotland are dealt with Police Scotland.

Once a case has been referred to the SFO, it goes through several key stages. These are:
· Intelligence: receiving raw information, record, analyse, develop and evaluate.
· Assessment: assessing referrals, measure against any existing relevant intelligence, assess against acceptance criteria.
· Case team: once accepted, the case is allocated to a specialist team (including police) led by a case manager.
· Investigate and prosecute following an investigation, the team assesses the need for prosecution.
· Civil recovery: additional means of dealing with certain cases where SFO can prosecute, using its asset recovery powers.
· Trial: should the SFO decide to prosecute, this will go to a court trial.
· Wrap up: review following court’s decision to reflect on any lessons learned that could improve future investigations.






CORE 31 - Fraud Policy Template – V2.0	Page 16 of 18
