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1. Introduction 
1.1
This Policy sets out the framework by which [Insert Company Name] (‘we,’ ‘us,’ ‘our’ ‘company’)  identifies, assesses, monitors and manages the risk of dealing with:

· Individuals or entities who are designated persons on the UK HM Treasury sanction list; and 
· Politically Exposed Persons (PEPs).
1.2
In support of Financial Conduct Authority (FCA) requirements, in particular those described in Principle 3 and SYSC 6.1.1, this Policy forms part of our overall strategy in ‘countering the risk that the firm might be used to further financial crime’. 
1.3
In addition to meeting our legal and regulatory obligations we recognise that our prevention of money laundering, terrorist financing and corrupt practices benefits our business through building trust with our customers and the markets in which we trade, as well as improving confidence in the insurance sector as a whole.
1.4
We recognise that we have a duty to avoid foreseeable harm and subsequently, we pledge to allocate sufficient resources to our internal controls, monitoring systems, human resources, and staff training to prevent our company being used to further financial crime. 
2. Scope and Objectives
2.1
This Policy has been adopted by our [Board of Directors/Senior Partners] and applies to everyone involved in our business and to all business activities undertaken by the company.  
2.2
For the avoidance of doubt, this includes all officers of the company [i.e., Directors/Non-Executive Directors/Partners/Shareholders]  and all employees including permanent, contract and temporary staff of the company. This Policy also applies to all our majority owned business operations which we or our subsidiaries operate, and to any third-party acting on behalf of the company including appointed representatives and outsource service providers. 
2.3
Where we deal with third-party business partners including contractors, suppliers, and joint venture partners or where we have a minority ownership interest in a third-party firm, we will encourage the adoption of this or a similar policy . 
2.4
All employees and associated persons are required to familiarise themselves and comply with this Policy including any future updates which may be issued from time to time. 
2.5
Any breach of this Policy is likely to constitute a disciplinary or contractual matter for the individual concerned and may cause serious damage to the reputation and standing of the company. We may also face liability for unlawful actions taken by our employees or associated persons. 
2.6
All elements of this Policy and associated policies in paragraph 2.9 of this Policy, focus on the requirements of UK legislation and regulation.
2.7
The objectives of this Policy are to: 
· Emphasise our commitment to allocating sufficient resources to Financial Sanctions and PEP Screening.

· Explain how we meet our Financial Sanctions and PEP screening requirements specified by our regulatory bodies and applicable government guidance. 
· Clearly outline the responsibilities of our senior management and our Senior Management Function with the prescribed responsibility for the company’s financial crime policies and procedures.
· Ensure all employees understand when and how to carry out financial sanctions and PEP screening and when to conduct further verification checks and escalate such cases where necessary in accordance with our Anti Money Laundering Policy. 

· Elaborate how we will verify potential sanctions matches and report confirmed matches when they occur.  
· Confirm the steps we will take to monitor compliance with this Policy throughout the organisation. 

2.8 This Policy is designed to work and be read in conjunction with the following documents: 
· Overarching Financial Crime Policy  

· Anti-Money Laundering Policy 
· Fraud Prevention Policy

· Anti-Bribery and Corruption Policy

· Company Code of Conduct  
· Whistleblowing Policy 

· Sales and Administration Procedures  
· Data Security Policy 

· [insert any other policy which the firm has referenced within this document]
2.9 This Policy covers General Insurance (GI) and Premium finance transactions for consumers and commercial customers residing in, and/or conducting activities in the UK. (Note: see covering guidance notes where non-UK business is undertaken)
2.10 All customers will be informed of our obligation to conduct reasonable due diligence and sanctions checks and to report any sanctions matches to the relevant authorities along with the implications of being identified as a match including voidance of any insurance policy by the product provider and/or no-receipt of funds or services due under the terms of the policy. 

(Note: firms may wish to publicise their approach to financial sanctions screening, as a deterrent to any sanctions targets that may wish to conduct business with the firm and to ensure that business partners are also informed regarding the firm’s policy and procedures. This may be done via the customer Terms of Business or via the firms’ website). 
3. Responsible Officer and Senior Management Oversight 
3.1 We have appointed [Insert Senior Manager name/role] as the Senior Management Function responsible for implementing, maintaining, and monitoring compliance with this Policy.  This individual is judged to be adequately skilled to hold the role by the [Board/Senior Partners].
3.2 [Insert Senior Manager name/role] has the responsibility for investigating potential sanctions matches and for reporting verified sanctions matches to the relevant authorities. This includes escalation of any investigation to the [Board/Senior Partners] which may result in a report being made to the Office of Financial Sanctions Implementation (OFSI). Information on relevant authorities and reporting is outlined in Section 14 of this Policy.
3.3 In addition to investigating and reporting any suspicious transactions, [Insert Senior Manager name/role] is responsible for:
· Establishing measures, procedures, and processes across all company operations to mitigate the risk of Sanctions Breaches and to prevent association with corrupt practices (including money laundering), that could result from interactions with Politically Exposed Persons.
· Maintaining this Policy, ensuring that it is updated where necessary in line with legislative, regulatory, and best practice advancement.
· Ensuring that the company’s Senior Management are kept appropriately informed of all matters relating to the suitability of its Financial Sanctions and PEP Screening systems and controls and of any on-going investigations as appropriate. 
· Reporting at least annually to the company’s governing body on the operation and effectiveness of the company’s Financial Sanctions and PEP Screening systems and controls.

· Employee awareness and training of their obligations under this Policy. 
· Ensuring that appropriate monitoring activity is undertaken to provide assurance of compliance with this Policy throughout the company. 
· Cooperating and liaising with regulators and law enforcement authorities with regards to sanctions and money laundering investigations involving the company.  

3.4 [Insert Senior Manager name/role] will maintain a subscription to HM Treasury’s update service (click here).  This subscription facility will be used to inform our risk management strategy and to identify changes to the sanctions regime which may particularly impact on our business operations. 
4. Regulatory and legal framework
4.1
While general insurance brokers are not in scope of the Money Laundering Regulations (2017) and FCA’s AML rules, we have a regulatory requirement under the FCA Systems and Controls Sourcebook (SYSC) to maintain proportionate systems and controls to enable us to identify, assess, monitor and manage the risk of being involved in money laundering or fraudulent transactions, and we are subject to the Proceeds of Crime Act 2002
4.2
We are committed to complying with all applicable UK legal and regulatory obligations relating to financial sanctions compliance, anti-money laundering, counter terrorist financing and managing the increased risks associated with dealing with PEPs.
4.3
This Policy is informed by, and designed to support compliance with the following legislation, regulations and guidance:

· The Proceeds of Crime Act 2002 (POCA)

· The Terrorism Act 2000

· The Sanctions and Anti-Money Laundering Act 2018 (SAMLA)

· Financial Conduct Authority (FCA) rules and guidance including the Financial Crime Guide 

· Joint Money Laundering Steering Group (JMLSG) guidance)

· Office of Financial Sanctions Implementation (OFSI) guidance and UK sanctions regimes

5. Definition of Financial Sanctions
5.1
In the UK, the Financial Sanctions Unit of HM Treasury coordinates and administers Financial Sanctions.  UK legislation prohibits a firm from providing services to an individual or entity listed on the UK Sanctions List as a target of financial sanctions. It also imposes notification requirements on firms that have any dealings with these individuals and/or entities. 

5.2
In law, sanctions regime requirements are ‘absolute’ and therefore our company cannot, and should not, seek to avoid its obligation to comply with relevant legislation.  For example, even if we agree with another organisation, such as a product provider, that they will screen customers against the Treasury’s List, our company remains fully liable for any failure on its part to meet legislative requirements.
5.3
In simple terms, UK legislation states that our company must comply with the UK financial sanctions regime by complying with financial sanctions prohibitions and reporting requirements administered by the Office of Financial Sanctions Implementation (OFSI), and we must inform the OFSI as soon as possible if we identify a relationship with a named ‘target’ on the UK Sanctions List.
5.4 We must not make funds or other resources available to named targets without an appropriate licence from HM Treasury.
6. Definition of PEPs
6.1
PEPs are individuals who have, or have had, a high political profile, or hold/have held, public office or are entrusted with a prominent public function including:
· Heads of state or government 
· Ministers and deputy or assistant ministers
· Members of parliament or similar legislative bodies
· Members of supreme courts or constitutional courts
· Ambassadors and senior military officers
· Directors or board members of state-owned enterprises
· Senior officials of international organisations 

6.2
PEPs can pose a higher money laundering risk to firms as their position may make them vulnerable to corruption. This risk also extends where we suspect we are dealing with members of a PEPs immediate family (spouse or civil partner, children and their spouses/civil partners and parents) or  to known close associates of a PEP (an individual known to have a joint beneficial ownership of a legal entity or arrangement, close business relations, a sole beneficiary from an entity established for the benefit or a PEP).
6.3
It is important that we take steps to identify where we may be dealing with a customer who is a PEP or a close family member or known associate of a PEP (including where a beneficial owner/controller of a commercial customer may be a PEP) and apply Enhanced Due Diligence (EDD) under our anti money laundering obligations. 
6.4
PEP status itself does not, of course, incriminate individuals or entities. It does, however, put the customer, or the beneficial owner, into a higher risk category. The level of risk associated with any PEP, family member or close associate (and the extent of EDD measures to be applied) must be considered on a case by-case basis.
6.5
The PEP screening standards that we follow are outlined in Section 8 of this Policy. 
7. Our Risk Based Approach

7.1
Although legislation creates the ‘sanctions regime’, it does not detail for firms, at an operational level, the measures they must implement to ensure compliance with the regime.  For example, legislation does not specify a need to screen customers against the UK Sanctions List, however using the List in this way is an efficient method of checking whether or not sanctions apply.  The following Policy therefore summarises our risk-based approach in seeking to fulfil our legal and regulatory obligations.
7.2
We manage our Financial Sanctions and PEP Screening Policy as part of our overall risk management strategy.  In accordance with FCA FG17/6 and JMLSG Guidance Part II (Section 7A.5 General Insurers) we have assessed our risk of breaching legislative requirements as low due to factors such as the following:

· Unlike many financial products that aim to generate profit for the customer, General Insurance (GI) products are intended to provide indemnity rather than reward.  Their purpose is to restore claimants to a financial position similar to the one they held before a loss occurred, notwithstanding that features such as a policy excess need to be taken into account.
· Once again, unlike other financial products such as bank accounts or collective investments, GI products are not structured to facilitate ongoing monetary transactions with customers, nor are they intended to possess any tradable market value.
· Most products have a modest financial value (e.g. hundreds rather than thousands of pounds) and typically only one product is required, reducing the scope for ‘accumulation’ risks. (Note: An ‘accumulation risk’ might arise where the firm has multiple policies arranged with or through the same source (for example a commercial customer or via a third-party business source).

· Our insurance products are provided by much larger authorised financial institutions, which have confirmed their rigorous control over any funds or resources provided to, or for the benefit of, customers. 
· We only transact business with and through UK based customers and organisations.
(Note: If the firm also deals with EEA based customers and organisations, they will need to ensure that sanctions screening extends to the EU sanctions list, and this policy should be amended to reflect this. If the firm deals in other territories, they should seek specialist guidance on sanctions regimes applicable to the relevant jurisdiction.) 
· FCA Guidance (FG17/6) states that “firms should only treat those in the UK who hold truly prominent positions as PEPs and not to apply the definition to local government, more junior members of the senior civil service or anyone other than the most senior military officials. As such it is unlikely in practice that a large number of UK customers should be treated as PEPs”.
7.3 We recognise that no regime of systems and controls is infallible, particularly where people may commit criminal acts in order to circumvent agreed measures. We therefore apply a proportionate and ‘risk-based’ approach in seeking to ensure that funds and resources are not provided to the targets of financial sanctions and that appropriate verification of PEP arrangements is undertaken to identify where there may be a higher risk of corrupt practices including money laundering activity. 
7.4 We have zero-tolerance for operating in violation of financial sanctions legislation and understand that dealing with or making funds available to a designated person on the sanctions list and failing to report confirmed matches of designated persons is an offence. Exposure to a designated person can arise at any point, we therefore adopt a comprehensive approach to sanctions screening which forms a vital part of our standard Customer Due Diligence (CDD) process ensuring that every client is screened against the sanctions list at various touchpoints throughout the client lifecycle in accordance with Section 9 of this Policy. 
7.5 As our exposure to dealing with PEPs is considered to be rare, we rely on information obtained in our standard CDD process to identify where we may be dealing with a PEP (either foreign and domestic), this includes completion of a fact find and obtaining a completed proposal form/statement of fact which includes the following information about the policyholder and any other named beneficiaries under the insurance contract:
· Name/address/dob
· Occupation and nature of employment 
· Nationality and UK residential status
· Financial Sanction Check (including beneficial owners/controllers of corporate customers of >25%)
· Companies House Check (including beneficial owners/controllers of corporate customers of >25%)
· Credit Check 
· [Insert any other onboarding checks which are completed as standard for all customers] 
7.6 Where we suspect that we may be dealing with a PEP, we carry out additional screening in accordance with Section 8 of this Policy.
8. PEP Screening Standards
8.1
Where we identify that we may be dealing with a PEP (or a close family member of known associate of a PEP) we will carry out appropriate screening of the suspected PEP against public domain information and Reliable Public Registers which include:

· Companies House register of companies and persons of significant control (PSC) 
· Register maintained by the Electoral Commission. 
· Parliament and Government Website 
· Insert any other screening checks that are completed] (Note: If the firm uses electronic screening, they should state this here along with what checks are included.)
8.2 
PEP screening will occur during onboarding, before forming a business relationship, and thereafter at each renewal. Checks may be undertaken more frequently if we identify potential higher-risk customers, unusual transactional patterns or where there is a significant change in a customer's circumstances.
8.3
Where screening confirms that we are dealing with a PEP (or a close family member of known associate of a PEP) the transaction will be subject to Enhanced Due Diligence (EDD) as outlined in our Anti-Money Laundering Policy and the transaction must be referred to [Insert Senior Manager name/role] before proceeding.

8.4
[Insert Senior Manager name/role] will determine if any further verification or investigation is required to appropriately assess the risk posed by the relationship and whether it is appropriate to continue with the transaction by considering factors such as:
· Whether the PEP is domestic or foreign

· The nature of the customer relationship

· Product type

· Payment methods 

· Geographic exposure 

· Ownership and control structures

· Adverse media reports

· Financial sanctions exposure 
· Any unusual or suspicious activity 
8.5
Employees must record on the customer file where they have undertaken PEP screening and the nature of the checks undertaken. Where it has been determined after screening that a potential match is a false positive, this must be documented along with the rationale for this on the customer file. If at any time you are unsure of whether a match is positive you must refer this to [insert Senior Manafers name/role] before proceeding. 
9. 
Sanctions Screening Standards 
9.1 Screening against HM Treasury’s UK Sanctions List must be consistent with methods and standards recommended by competent bodies, such as HM Treasury, the Financial Conduct Authority (FCA) and the Joint Money Laundering Steering Group (JMLSG). 
9.2 As a minimum we ensure that checks are undertaken for all customers as part of our standard Customer Due Diligence (CDD) procedures when onboarding a new customer and at each policy renewal thereafter and more frequently where deemed necessary, particularly in the event that a customer payment details change, changes in control of commercial organisations or where we are required to make funds available to the customer. (Note if firms operate periodic or continual checks via automated systems, they should amend this paragraph accordingly to suit their specific controls.)
9.3 We recognise that the UK Sanctions List is updated frequently and that we may be at risk of making funds available to a designated person on the sanctions list when we pay refunds or forward claims settlements. Therefore, a sanctions search will be completed before any such transaction is processed. 
9.4 Screening must include any named beneficiaries under the agreement (e.g. beneficiaries, co-insureds). 
9.5 Where a product/service is provided to a commercial customer checks will extend to the directors/partners of the commercial organisation and if the commercial customer is owned or controlled by another organisation, consideration will also be given to applying the same screening approach to that organisation, and so on. Typically, we check owners and controllers of >25% unless there are any suspicious indicators that prompt us to complete checks until no further owners or controllers exist within the commercial customer’s structural chain. 
9.6 Unless otherwise authorised by a designated member of staff, We will only make or receive electronic or paper-based settlements via Payment Service Providers (PSPs) that are authorised or registered with the FCA based on records maintained in the Financial Services Register (e.g. UK banks, building societies and credit card providers) and typically only where such account is registered to the policyholder.
9.7 We consider it reasonable to rely upon the diligence of such PSPs in handling transactions in accordance with HM Treasury’s requirements, including (where relevant) the Treasury’s Individual Licensing requirements. In taking this approach, and in accordance with JMLSG Guidance Part I (Paragraph 5.3.102), We do not consider it necessary to routinely screen payments made from the same bank account during the policy term once initial checks have been passed, for example where payments are made on account or via instalments via direct debit or continuous payment authority. 
9.8 However, where payments are requested to be made from a different account belonging to the policyholder or via a third-party account, such transactions will be subject to a further sanctions checks in accordance with paragraph 9.2.
9.9 Recognising that sanctions targets often rely on third party funding, screening will include additional checks on the source of any third-party funding (e.g. spouses or employers) and any third-party beneficiaries of proposed premium refunds or claim settlements.  
9.10 Whilst generally it is company policy not to handle physical cash, we will accept modest cash settlements in accordance with authority levels stipulated in our cash handling standards as set out in our Anti Money Laundering Policy.
(Note: We recommend that firms have a documented approach to handling cash with defined limits, we have included a section on this in our Anti-Money Laundering Policy Template (see document download CORE30).)
9.11 Prior to depositing any funds (including those of providers and customers) in accounts owned or controlled by our company, we will ensure that the deposit taker is an FCA approved bank (e.g. a UK high street bank or building society).  At appropriate intervals, we will re-confirm that its chosen deposit taker(s) remain FCA approved.

9.12 In circumstances where insurance products are arranged with customers that have previously been insured, we should not presume to rely upon previous screening.  Therefore, unless otherwise agreed in writing by a [Insert Senior Manager name/role], you should apply the same screening standards as those used for previously uninsured customers, this is because:

· Customers may not truthfully disclose whether or not providers have previously refused or declined cover,

· The UK Sanctions List and PEP registers are updated regularly, and the customer may not have appeared on the List when they previously arranged cover,

· Firms involved in the previous delivery of insurance products may not have screened customers to our acceptable standard.
10. Responsibility for screening customers 
10.1 We will only rely on sanctions screening having been carried out by product providers that have supplied a written statement and/or evidence that their screening activities and working practices meet or exceed the standards described elsewhere in this Policy; most notably the screening standards outlined in Section 9.  
10.2 Where we place reliance on product providers under paragraph 11.1, we will, at appropriate intervals of [insert time frame], subsequently re-confirm that our providers’ screening activities and working practices continue to meet required standards. 
10.3 In our capacity as agent of multiple product providers, we will exercise a ‘risk-based approach’ in determining our reliance upon provider(s) diligently and competently fulfilling their responsibilities in applying the Treasury’s sanctions regime.  Therefore, to ensure the efficient and cost-effective delivery of services to customers, where we are satisfied that our chosen provider(s) conduct appropriate screening checks under paragraph 11.1 of this Policy, typically we will not delay the arrangement of services by conducting its own additional screening activities.
10.4 However, we will undertake our own screening activities where a provider:

· Has not confirmed its working practices in writing under paragraph 11.1 of this Policy or has expressly requested that sanction checks are undertaken by us under any contractual arrangement that the company has with them. 

· Is unable to conduct screening activities immediately following placement of the risk (e.g. where information is provided under a bordereaux arrangement),

· Does not receive sufficient information to enable it to conduct appropriate screening,

· Does not receive information in an electronic format.
10.5 Where our company does no more than introduce a customer to another firm (e.g. for the purpose of advising on or arranging insurance) we will not undertake any PEPs or sanctions screening, unless we are remunerated directly by the customer (or a person acting for them) for financial services provided by our company to the customer (e.g. for making the introduction).

11. Outsourcing and Third-Party Service Providers 
11.1 Sanction screening will be undertaken before we enter into any agent/supplier relationship with an individual or organisation (including the directors/partners of any commercial organisation and any owners and controllers of the entity of >25%), for the purpose of:
· Receiving relevant introductions or business,
· Making introductions and/or placing business,
· Outsourcing business functions,
· Delivering an outsourced support service.
· Appointing an Appointed Representative (AR)
11.2 Subsequent re-screening of any third-party relationship will take place:
· At least Quarterly, and 
· For relationships with organisations - Immediately upon learning of any changes to ownership, directors, partners, etc.

11.3 Unless expressly authorised by [insert Senior Manager name/role], where customers are introduced to our company or their business is placed through us by other business sources including other authorised firms, introducers, or other exempt persons, our screening standards will be no less comprehensive than those used for business placed directly by customers.  Therefore, any screening undertaken by business sources will be regarded as an additional safeguard but will not be used as a basis for replacing screening undertaken by our company and/or our chosen product providers. 
11.4 The company may occasionally appoint third parties such as ARs, delegated authority agents or outsource service providers, which require those parties to undertake sanctions screening activities on which the company will rely. Such appointments are subject to appropriate evaluation of the third party’s ability to comply with applicable sanctions requirements in accordance with the standards set out in this Policy. 
11.5 We understand that any reliance on the arrangements outlined in paragraph 10.4 does not relieve the company of its responsibility to comply with sanctions laws and regulations and all such arrangements will be subject to ongoing monitoring of compliance with this Policy. 
11.6 Any appointment made under paragraph 10.4 will be subject to contractual arrangements between the parties which include provisions for:

· Obligations to comply with applicable sanctions laws

· Prohibitions on dealings involving designated persons on the sanctions list 

· Requirements to maintain adequate sanctions controls 

· Obligations to notify the company promptly of sanctions-related issues, investigations or breaches 

· Audit and inspection rights, including the rights for the company to request information and supporting documentation

· Record keeping obligations

· Restrictions on subcontracting without prior approval

· Termination rights for sanctions-related concerns or violations. 
11.7 [Where the firm relies on automated technology to conduct its screening activities, it should detail here the contingency arrangements in place to cater for IT outages/system failures.] 

12. Making Notifications
13.1 Where we rely upon product providers or other third parties to undertake checks in accordance with Sections 10 and 11 of this Policy, such parties are required to notify is immediately in writing upon identifying any financial sanctions target that is associated directly or indirectly with business placed by the us.  Upon receiving such a notification, we will undertake any appropriate action required by the relevant provider.  
13.2
We will also check our records to establish whether or not other products have been arranged for the identified target and take suitable remedial action.  Such action may include:

· Informing other providers and/or business sources that also have a relationship with the sanctions target,

· Flagging internal records to indicate the target status of the customer,  

· Restricting further activities in accordance with HM Treasury requirements.  
13.3 Where our own screening activities identify a customer as financial sanctions target and/or we are alerted to the possibility of a target match by other firms, we will inform all other affected parties (e.g. product providers, outsourced service providers, business sources) in writing as soon as reasonably practicable.
13.4
Where we identify a direct or indirect relationship with a target match, we will immediately inform the Office of Financial Sanctions Implementation (OFSI); ensuring that the notification is evidenced by a written record.
13.5
If any material breach of sanctions legislation is identified, we will also inform the FCA immediately in accordance with FCA Principle 11.  
13. Treasury General Licences and Temporary Provisions 

12.1 In applying this Procedure, we seek close co-operation with our chosen product providers and any other third parties involved in delivering our company’s business activities.  The combined effect of efforts made by all firms will be considered, to ensure that no gaps in our individual processes create opportunities for sanctions targets to exploit weaknesses. 
12.2 We shall not issue, renew, maintain, service, administer, or make payments under any insurance policy involving a designated person or sanctioned entity except where such activity is expressly permitted under a valid Treasury ‘General Licence’ or ‘Specific Licence’. 
12.3 A Treasury ‘General Licence ‘includes:

· Provision of insurance

· Temporary provisions under insurance policies 
The combined effect of these General Licences enables insurers to issue certain GI policies to sanctions targets, providing that HM Treasury is notified about the transaction within 10 days of the transaction. Importantly, we must not return monies to sanctions targets, or otherwise provide them with payments or other resources, without first obtaining a specific ‘Individual Licence’ from the Treasury.  
12.4 The ‘Temporary provisions’ Licence states that insurance providers may, on a ‘temporary and immediate basis’, in respect of a valid insurance claim, make certain goods available to a sanctions target and/or make payments to service providers acting on their behalf.  (Note: If the firm acts in the capacity of ‘agent of the insurance provider’ in settling claims, in addition to fulfilling the provider’s delegated authority requirements, the firm will also need to ensure it operates within the scope of the Treasury’s General Licences.)      

12.5 We will only undertake transactions with customers and/or other third parties under a ‘General Licence’ where it is necessary and where we are satisfied that appropriate measures exist to ensure compliance with the financial sanction’s regime. Any positive sanctions match must be reported to [insert Senior Manager name/role] who is responsible for ensuring that any subsequent transaction/activity is permitted under any general licence (or specific licence held) and for ensuring that arrangements are in place to inform HM Treasury immediately where transactions with a financial sanctions target are identified. 
14. Dealing with sanctions targets
14.1 Where screening identifies a ‘sanctions target match’, we will:

· immediately freeze any funds held in respect of that target, before they can be removed from UK jurisdiction (freezing means blocking access rather than confiscating or transferring funds away from a designated person),
· inform HM Treasury and other relevant parties as detailed in Section 6,
· Update our records to clearly state that any further transactions must be authorised in advance by a senior named individual within the company.
14.2 Occasionally our company may be contractually bound to release funds to a sanctions target or to provide services on their behalf (e.g. settling claims under delegated authority arrangements or retuning monies following cancellation or a reduction in cover).  In such circumstances, we will not release funds or provide services to the target without first satisfying ourselves that we are permitted to do so under the terms of an ‘Individual Licence’ issued by HM Treasury.  Particular care will be exercised where refunds of premium or fees are required before a product has been arranged, or the provider is likely to have fulfilled any screening checks.  Any such cases should be referred to [Insert Senior Manager name/role]. 
14.3 Similarly, if we hold other non-financial assets on behalf of any sanctions target (e.g. property held as security, salvage, etc), we will not release such assets to the target or other third parties without first satisfying itself that it is licensed to do so by HM Treasury.
14.4 On receiving instructions from a provider to issue a refund, claims settlement or other service/benefit to a sanctions target, we will act strictly in accordance with the provider’s instructions (e.g. returning any insurance certificate to the provider prior to releasing funds). 
14.6
Before fulfilling any requested settlement, we will first ensure that its own actions are covered by the scope of any General or Individual Treasury Licence.  Where this appears not to be the case, we will seek guidance from the Office of Financial Sanctions Implementation (OFSI) before fulfilling any requested transactions.

14.7
In good time before a policy is due for renewal, we will contact the product provider to establish their requirements and will act in accordance with their specific instructions.  Where a provider does not wish to renew an existing arrangement, we will ensure that we fully inform all potential alternative providers of the circumstances, where we agree to seek alternative providers.  
15. Employee Awareness 
15.1 All affected staff, including staff working within ARs, Introducers, Outsourced service providers, etc, will:

· Be briefed on and receive a copy of this Policy, 

· Receive specific training on how they must apply our agreed Policy and procedures.
15.2 All staff are required to complete mandatory training relating to our Financial Sanctions and PEP screening processes both during their induction period (when initially joining the business) and at least annually thereafter this includes the requirement to identify and report suspicious activity transactions.
15.3 Those employees responsible for setting or monitoring AML controls may be required to undertake additional training which is specific and relevant to the nature of their individual role. Such training will be determined by line managers in accordance with the company’s Training and Competence Scheme and incorporated into individual training and development plans as appropriate. 

15.4 We openly encourage staff feedback and have clear escalation processes in place for staff to raise concerns, including under Section 13 of this Policy and via our Whistleblowing Policy. 
15.5 We clearly set out our expectation of staff in relation to the behaviours expected of them in our Company Code of Conduct which outlines the individual conduct rules (and Senior Management Conduct Rules where appliable) under the COCON FCA Handbook, this includes setting out that dishonest or fraudulent behaviour is not acceptable including any deliberate attempt to conceal or destroy evidence of such behaviour and that this will not be tolerated and may result in disciplinary action. 
15.6 We provide a supporting environment for staff by allowing appropriate time for Financial Sanction and PEP screening measures to be properly observed in our processes and procedures, including when dealing with customer transactions. 
16. Monitoring and Approval

16.1 Our [compliance officer/team/function] undertake appropriate, periodic testing and monitoring of the AML measures outlined in this Policy in accordance with our Annual Compliance Plan which is designed to determine whether the activities and controls referred to in this Policy are completed as expected. 
16.2 Where we make use of technology to automate sanctions and suspicious transaction monitoring checks, we ensure that the technology is tested prior to implementation to satisfy ourselves that any parameters/alerts operate as anticipated including when and how we respond to alerts when manual intervention is triggered and how results then feed back into the customer risk profile. 
16.3 Ongoing testing and calibration of automated checks will be carried out at periods of no more than [insert period] to ensure that the checks on which we rely remain accurate and effective. We will also ensure that any use of artificial intelligence (including machine learning algorithms designed to holistically assess customer behaviour) is subject to clear parameters which avoid any potential for unfair bias or discrimination.
16.4 We ensure that our quality monitoring platforms take account of financial sanctions controls within our sales and administration processes. Failures, or omissions on the part of individuals who are involved in carrying out customer transactions will be addressed as part of this process.
16.5 We review Financial Sanctions related management information at least [insert period] this includes as a minimum:

· The status of remedial/mitigating actions relating to financial sanctions systems and controls.

· Compliance monitoring/audit reports and new risk assessments undertaken during the reporting period.

· Horizon scanning reports including legal and regulatory developments in the area of financial sanctions.
· Transactional data (i.e. potential match alerts, status of any investigations)
· Quality monitoring results.

· Training and competence reports.

· Results of testing and calibration for automated checks.

· Breach and incident investigation reporting including matches reported to the OFSI.
· Third Party Monitoring Reports
· [Insert any other specific MI which the company reviews in relation to financial sanctions controls]
16.6 From time to time, and as deemed necessary by our [Board/Senior Partners], detailed audit assurance reports may be commissioned in relation to AML and other financial crime related matters, such reports will be completed by [insert roles/individuals within the company/third parties] who have the necessary skills and expertise to assess whether controls are adequate in relation to the fraud risks our company is exposed to and whether those controls are operating effectively.
16.7 The [Board/Senior Partners] will assess and approve the adequacy of this Policy and the company’s financial crime risk assessment at least annually; approval and any associated actions deemed necessary by the [Board/Senior Partners] will be formally recorded within the minutes of the Board/Partner meeting. 
17. Record Keeping

17.1 We will maintain appropriate evidence of screening results and/or processes in a durable medium for no less than five years.  
17.2 Records will contain all relevant information used in deciding whether or not a match exists, as well as the rationale used in deciding whether or not a name match is a target match, and also evidence of any subsequent action taken.
17.3 A copy of our financial crime risk assessment and any associated Board Minutes referencing this assessment will be retained for a period of 6 years from the date that the assessment was approved by the [Board/Senior Partners].
17.4 All records will be stored securely whether in physical or electronic form, and protected against unauthorised access, alteration or destruction in accordance with our Data Security Policy. 
17.5 We ensure that our record keeping systems enable us to respond fully and promptly to enquiries from law enforcement agencies and regulators and all records will be made available promptly to competent authorities upon lawful request.

18. Obligations for Compliance   
18.1 Everyone has a personal responsibility to comply with this Policy. If you do not understand what is expected or believe you cannot comply with any part of this Policy, you must speak to your line manager.
18.2 If you feel you are being asked to do anything that compromises your ability to meet this Policy, or if you know or suspect anyone is acting in breach of it, you must report this confidentially to your line manager or to [insert name/role], or via the company Whistleblowing Policy.
18.3
All senior personnel within the company will, at all times, support this Policy and will not seek to influence any member of staff to behave in a manner which has the potential to allow the occurrence of money laundering. 
18.4
Failure to comply with this Policy may result in disciplinary action.
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