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	History of changes to this document

	Version No.
	Location of change
	Description of change
	When

	3.0
	Section 1.1 and 1.4
	Updated to include breach investigation guidance in relation to non-financial misconduct.
	03/2026

	2.1
	Section 3.3
	Amended reporting requirements for ‘All other Employees’ to remove the need to submit a nil REP008 notification when a breach has not occurred in the reporting period
	09/2025

	2.0
	Throughout
	General review and update to include application to AR staff (contracts and Approved Persons), guidance on assessing rule breaches and personal culpability. 
	04/2025

	1.0
	Throughout 
	General update and inclusion of reference to COCON breaches (new Section 2.2)
	10/2021




	Guidance notes for using this document

This policy must be amended and adapted by firms as appropriate to their circumstances. The policy covers both actual breaches and issues i.e. less serious failures which fall below company standard rather than a breach of rules. It is entirely up to the firm as to whether they adopt this approach, however our recommendation is that analysis of  issues can often help to prevent or mitigate more serious breaches.

Breaches should be reviewed and reported on at Board/Partner/Senior Management level (as appropriate) in order to ensure effective governance of the business. It is for the firm to decide what level of information is relevant for reporting purposes at which level, depending on their governance structure. The firms governing body should however review and approve this policy at least annually and any serious breaches including any breach requiring external notification should be done with full knowledge and consent of the firms governing body. 

This policy should reflect both the firm’s approach to breaches as well as the actual procedures which the firm has in place; it should be regularly reviewed to ensure it remains fit for purpose. Our guidance is that staff are given training in the firm’s approach to identifying and handling breaches. In addition, we recommend that a copy of this policy is given to/made available to staff.

Data protection/security breaches/incidents
The Data Protection Act 2018 (the Act) requires some firms to have a Data Protection Officer (DPO). In addition, because of the more stringent and wider ranging requirements of the Act, many firms have elected to appoint an individual with responsibility for data protection even where the firm is not required to have a DPO.

We recommend that, because of the serious consequences of a data protection/security breach, firms give responsibility for oversight and rectification of any data breaches or issues to the individual responsible for data protection within the business, whether this is the DPO or other individual tasked with responsibility for meeting the requirements of the Act.

When personalising this document, you should:
· Delete or adapt (as appropriate) blue text and any text in square brackets
· Delete this guidance note (including the ‘History of changes to this document’ below)
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Application and Scope
This Breaches and Issues Policy applies to all employees, contractors, subcontractors, consultants, appointed representatives, outsourcers, and any other business partners (collectively referred to as 'staff') which transact business on the firm's behalf, regardless of their seniority or role.
It is the procedure we rely on to ensure that all incidents are investigated, resolved, and responded to effectively and promptly. It is to enable us to identify and record any breaches (whether material or not) of regulatory rules, principles, guidance, and policies under which we operate. It contributes towards our business efficiency, effectiveness, service provision and client retention as well as enabling us to fulfil our regulatory obligations.
Principle 11 of the FCA Principles for Businesses requires us to co-operate with the regulator. Furthermore, FCA rules (SUP 15) require us to notify a significant breach of a rule (which includes a Principle, or a Statement of Principle) or a significant breach of any requirement imposed by the Consumer Credit Act and its regulations or orders.
1. Breaches and issues 
1.1 What is a breach?
The definition of a breach is ‘an act of breaking or failing to observe a law, agreement, or code of conduct.’ Examples of activities which could be classed as a breach may include but are not limited to:
· Any breach of a regulatory or legal requirement (e.g., a breach of FCA rules or principles such as conduct of business rules {ICOBS} or Code of Conduct  {COCON}, a breach of the principles and requirements of the Data Protection Act 2018, commitment of an offence under the Bribery Act 2010 etc.)
· Any significant incident or loss of IT systems	
· Any breach of our procedures
· Any breach of client confidentiality
· Any incident of employee fraud (whether successful or attempted)
· Any breach of company policies and procedure
A data protection/security breach means a breach of information security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data.
Examples of specific breaches may include:
· A failure to provide customer with documentation within the required timescales 
· Omission of required regulatory disclosures in telephone calls
· A Conduct Rules breach including non-financial misconduct such as bullying and harassment
· A failure of systems and controls such as an IT failure 
· A failure to recognise and respond to a Subject Access Request within the mandated timescale
The significance of a breach is determined having regard to potential financial losses to customers or to the firm or to other market participants, the frequency of the breach, implications for the firm's systems and controls and if there were delays in identifying or rectifying the breach.
Material breaches
Material breaches are significant breaches of the firm’s rules, FCA rules or other applicable policy, guidance, procedures, operating procedures, or legislation (such as a breach of Data Protection). This might include systemic compliance failings of colleagues, fraud, or misconduct. Our requirement is to report such breaches to the FCA in line with keeping the regulator appropriately informed (Principle 11).
For non-financial misconduct this relates to serious instances (or repeated instances) of behavior that has the purpose or effect of violating colleagues’ dignity, or which creates an intimidating, hostile, degrading, humiliating or offensive environment for, or is violent to colleagues.
Non-material breaches
Non-material breaches are one-off breaches of the FCA rules that are not material breaches. An example may be where an adviser has failed to send a Demands and Needs Statement to a client. Again, if these turn out to be a string of failings – where a team has repetitively or systemically failed to send Demands and Needs Statements - then this will become a material breach. It is not possible to be prescriptive about this; a one-off breach where fraud or misconduct has occurred or is suspected can be a material breach and is required to be reported to the FCA under Principle 11.
1.2 What is an issue?
An issue is a failure of internal standards and controls which, although is a matter of concern, does not lead to a breach of regulatory or legislative rules and requirements.
An example of an issue may be:
· A failure to provide customer with documentation within our service levels but where the documentation is provided within the required regulatory and legislative timescales
· A failure to comply with company service levels 
· A failure to comply with wider company policies.
For the purposes of this policy, an issue also includes a ‘near miss.’  A near miss is an incident where normal controls did not work as anticipated, but the matter did not escalate, and wider impact was avoided. The reporting of a near miss allows mitigation actions to be taken to avoid further instances.
1.3 Assessing the impact of breaches and issues
Knowing the risks and impact of rule breaches and issues will help the firm determine whether there could be serious consequences for the firm, its customers, or the markets in which they operate. 
Key factors that should be considered when assessing the Risk and Impact of breaches and issues are as follows:

· How many people were affected? - A higher number may not mean a higher risk but assessing this helps overall risk assessment.

· Which rule(s) breached? - Is there one rule which has breached or are there multiple rules that have breached.

· Does the breach/issue affect employees, customers, or the wider market? - Different people and markets will face varying levels of risk as a result of the breach.

· What types of operation were involved? - This will help to ascertain if there are risks to reputation, safety, and/or financial loss of affected individuals. 

· Any additional measures in place to minimise the impact of the breach/issue? 

· What caused the breach/issue? - Determining how the breach occurred will help identify immediate steps to take to contain the impact of the breach and restore public confidence in a product or service. 

· When and how often did the breach/issue occur? - Examining this will help the firm better understand the nature of the breach (e.g., malicious, or accidental). 
1.4	Determining whether there is personal culpability 
The FCA Sourcebook COCON confirms that without prejudice to section 66A of the Financial Services and Markets Act (FSMA), a person will be in breach of any of the rules in COCON where they are personally culpable. 
Personal culpability arises where:
(1) A person's conduct was deliberate; or
(2) The person's standard of conduct was below that, which would be reasonable in all the circumstances.
In determining whether or not the particular conduct of a person complies with the rules in COCON (laid out in our Company Code of Conduct), the factors that the FCA would expect us to consider include:
(1) Whether that conduct relates to activities that are subject to other provisions of the FCA Handbook,
(2) Whether that conduct is consistent with the requirements and standards of the regulatory system relevant to the person's firm (or to the activities carried out for the Principal firm in relation to an Appointed Representative).
Non-Financial Misconduct
In determining whether any Non-Financial Misconduct constitutes a conduct rule breach, firms must make an assessment which takes into account all the circumstances of the case, including the seriousness, effect, and purpose of the misconduct. Factors which may indicate whether the misconduct is serious may, for example, include:
· whether the conduct is repeated or part of a pattern;
· the duration of the conduct;
· the size of the impact on the subject of the conduct (the rule applies to effects which are serious and marked, and not to those which are, though real, of lesser consequence);
· the seniority of the person whose conduct is in question;
· the difference in seniority between the person whose conduct is in question and the subject of the conduct and whether the person whose conduct is in question has control or influence over the other’s career;
· mitigating and aggravating factors even if they take place subsequently;
· whether the person whose conduct is in question has been warned or disciplined for similar conduct by the firm, a previous employer, the police, or a regulator;
· whether the person whose conduct is in question has previously undertaken not to do the act or engage in the behaviour in question; and
· whether the conduct is criminal (particularly if it is of the kind described in new guidance under FIT 1.3.22G (Offences)) or would justify dismissal.
A conduct rule breach whose purpose is to violate dignity or to cause any of the other effects referred to in COCON 1.1.7FR, but that does not actually have that effect, can still be a breach. For example, a person may breach COCON if they send a hostile and intimidatory communication that is intercepted by the employing firm before it is received by the person to whom it is sent. NFM can also still be a breach of COCON if it is targeted at someone else or it is not targeted at anyone. This means, for example, that a person’s conduct can breach COCON by reason of its effect on a witness to that conduct.
Whether it consists of a single incident, several incidents, or a course of conduct, physical acts cover a wide range of behaviour. They are not limited to words, communications, and gestures; for example, they can include physical violence.
Other factors that should be considered in relation to an individual’s defence of a conduct related breach are:
· whether or not an individual intended to have an effect on the subject of the misconduct of the kind described in COCON 1.1.7FR(4), whether they were reasonably aware that they were doing so and whether they were reckless about the effect of their conduct; and 
· if there was an appropriate reason for the conduct and its intended effect were proportionate to the intended aim of the conduct for that reason.
Senior Manager Conduct Rules
In determining whether or not the conduct of a senior conduct rules staff member complies with Senior Manager conduct rules 1 to 4 in COCON (or statements of Principal for Approved Persons of an Appointed Representative (APER)), factors the FCA would expect us to consider:
(1) whether they exercised reasonable care when considering the information available to them;
(2) whether they reached a reasonable conclusion upon which to act;
(3) the nature, scale, and complexity of the firm's business;
(4) their role and responsibility as determined by reference to the relevant statement of responsibility; and
(5) the knowledge they had, or should have had, of regulatory concerns, if any, relating to their role and responsibilities.
In relation to senior management accountability in addressing matters of non-financial misconduct, a Senior Manager is likely to breach senior manager conduct rules if they:

· fail to take reasonable steps to protect staff against misconduct of that kind, including failing to:
· intervene to stop such behaviour where appropriate if the manager knows or should reasonably have known of it;
· appropriately operate the firm’s policies, systems, and controls to detect and prevent such behaviour; and
· (if the manager has sufficient authority to do this) set up and maintain such policies, systems, and controls.
· failing to take seriously or to deal appropriately with complaints of misconduct of the type referred to in COCON 4.1.8-AG; and
· failing to take reasonable steps to provide a safe environment for people to raise concerns about such treatment.
Where responsibility for fair treatment of staff has been allocated to a particular senior manager, this does not absolve other managers of their regulatory responsibilities.
It is reasonable, however, to consider whether there were any limits or constraints that impacted on the senior managers’ ability to act including whether they had the authority to act in the particular case. 
1.5 Our approach for handling breaches and issues 
Reporting breaches and issues
All issues and breaches should be reported and escalated quickly to ensure fast and effective resolution to prevent or reduce customer detriment.
The firm is required to notify the regulator when a material breach occurs or in the event that the FCA conduct rules have been breached and the firm has taken disciplinary action against the individual concerned. There are also specific notification requirements to the ICO where a data protection breach has occurred.
We have three different processes for handling breaches and issues depending on whether or not the matter relates to data protection/security, Conduct Rules breaches or any other breaches/issues. These different processes are set out in this policy as follows:
	Section 2
	covers breaches and issues relating to all matters other than matters relating to the Conduct Rules and data protection/security.

	Section 3
	covers breaches and issues relating only to the Conduct Rules.

	Section 4
	covers breaches and issues relating only to data protection/security matters.



1.6 Record keeping 
[Insert name of individual] will maintain the Breach Register which incorporates all breaches and issues and associated documentation, which will include details of the actions taken in respect of each matter reported. The Register will be held securely at all times.
[Insert name of individual] will:
· Log all incidents and include them on the Breach Register (and the Risk and Conflicts of Interest Registers if applicable)
· Consider whether the matter is to be reported to the FCA, ICO or other regulatory or law enforcement authorities.
· Report incidents to Senior Management and, where relevant, to regulators and law enforcement authorities.
· Ensure that incidents are processed and resolved satisfactorily including on-going liaison with regulators and law enforcement authorities.
If there is any doubt as to whether or not an incident needs reporting, refer to [insert name of individual] or your [state job title i.e., compliance manager].
[bookmark: _Hlk510627728][bookmark: Section2]2. All matters other than those relating to the Conduct Rules and data protection/security
2.1	Responsibilities 
All staff, individuals working in partnership with, or under contract with the firm, are encouraged to identify and report circumstances which might suggest that a breach of rules, principles or guidance might occur or has occurred. Any member of staff identifying or suspecting a breach must bring the matter immediately to the attention of their line manager and/or [insert name and position of individual].
Overall responsibility 
Overall responsibility for managing breaches and issues rests with Senior Management. [insert name and position of individual] maintains operational oversight and will ensure that details are recorded on our Breaches log/register and acted upon as quickly as possible.
The firm requires that any breach or issue should be logged on the Breaches Register without exception. 
Responsibility for resolution 
The resolution of breaches and issues is owned by [the Team Leader or Manager]. It is considered part of their role and responsibility to manage, mitigate and close such incidents. 
However, [insert name of individual], has oversight and reporting responsibility to Senior Management.
2.2 Notification of a breach or issue
[bookmark: _Hlk86654683]We are obliged to make a notification to the FCA immediately we become aware, or have information which reasonably suggests, that any material breach has occurred, may have occurred, or may occur in the foreseeable future. Our policy is to report as soon as we can, even if not all the facts and consequences are yet ascertained; a long delay between identification and notification must be avoided.
It is important to remember that not all breaches will  be deemed a reportable breach but nevertheless the impact of breaches and issues for both our customers and our business can be mitigated if:
· They are reported and escalated quickly
· Effective root cause analysis is carried out and timely action taken to manage incidents and improve process and controls
· Potential ‘hot spots’ across the business areas are identified
· Lessons are learnt from incidents to prevent them from occurring in other areas
Where a member of staff identifies a breach or issue, they should report it immediately to [insert name of individual] and inform their [Team Leader/Manager]. The notification should include as much information as possible including the:
· Nature of the breach/issue
· When it occurred
· Who identified it
· Whether it has been resolved
· Number of customers impacted
· Whether any remedial action has been taken and the nature of that action
[The Team Leader/Manager] will inform [insert name and position of person with oversight responsibility], as required and will update and maintain the breach register in accordance with Section 1.6. Where appropriate, the incident will also be fed into the risk and conflicts of interest registers.
The business in conjunction with [the Team Leader/Manager] will carry out remedial action and provide ongoing updates to [insert name and position of person with oversight responsibility].
[bookmark: _Hlk510628556]The significance of the breach or issue will be rated by [insert name and position of person with oversight responsibility] and, where the breach is deemed to be of appropriate significance this will be reported to Senior Management [and the firms governing body where appropriate in accordance with Section 10 of this policy]. 
[Insert name and position of person with oversight responsibility] will be responsible for providing  updates to Senior Management [and the firms governing body as appropriate]  so that they may track resolution of the matter. 
Depending on the significance of the breach/issue [insert name of individual or Senior Management] will be responsible for deciding if the breach/issue can be closed [and where appropriate for seeking approval/agreement that the breach/issue can be closed where this has been reported to the firms governing body].
[bookmark: Section3]3. All matters relating to the Conduct Rules
3.1	Responsibilities
All staff, individuals working in partnership with or under contract with the firm, are encouraged to identify and report circumstances which might suggest that a breach of Conduct Rules might occur or has occurred. Any member of staff identifying or suspecting a breach must bring the matter immediately to the attention of their line manager and/or [insert name and position of individual].
The conduct rules are those matters which concern the behaviour that we expect to be demonstrated by all staff in meeting the FCA’s Principals for Business and Conduct Rules (COCON) which are set out in our Company Code of Conduct. This includes matters of serious non-financial misconduct which is defined as behaviour that has the purpose or effect of violating colleagues’ dignity, or which creates an intimidating, hostile, degrading, humiliating, or offensive environment for, or is violent to colleagues.
Those individuals holding Senior Management Functions or Controlled Functions are subject to additional conduct rules/statements of principal depending on their role, you will have been made aware of these requirements if they apply to your role. 
A firm must notify the FCA if it takes disciplinary action against certain people working for an SMCR firm which is a firm that is directly authorised by the FCA (for breaches relating to the employee of an Appointed Representative or other business partners see Section 5 of this policy). 
The notification must be made if the reason for the disciplinary action is a reason specified in rules made by the FCA (as set out in FCA Sourcebook SUP15.11. Disciplinary action is defined as:
· issuing a formal written warning,
· suspending or dismissing the individual, or
· a reduction or recovery of remuneration.
Breaches can arise from  an action, inaction/failure to act or other circumstances that amounts to a breach. 
The requirements in relation to notification of breaches of COCON do not remove or change our current obligations in relation to reporting concerns about an individual’s actions, inactions, behaviour or any issues under existing rules and principles and neither is it intended to result in us increasing disciplinary action that may be taken against individuals. We should not over-report and only do so where the circumstances and the conclusions of any investigation and resulting actions are clear.
Overall responsibility 
Overall responsibility for managing Conduct Rules breaches and issues rests with the Senior Management of [insert Firm Name].
[insert name and position of individual] is responsible for oversight of the firm’s compliance with the Conduct Rules and maintains operational oversight by ensuring that details are recorded on our Breaches log/register in accordance with Section 1.6 of this policy and acted upon as quickly as possible.
The firm requires that any breach or issue should be logged on the Breaches Register without exception. 
Responsibility for resolution 
The resolution of Conduct Rules breaches and issues is owned by [the Team Leader or Manager]. It is considered part of their role and responsibilities to manage, mitigate and close such incidents. 
However, [insert name of individual] has oversight and reporting responsibility to Senior Management.
3.2 	Breach Investigation and Response
A firm should act as soon as it is aware of an FCA conduct rule breach. Most breaches will be recorded on the firm’s breach register as soon as they are identified in accordance with Section 1.6 of this policy, however in some cases due to the sensitivity and severity of such breaches, reports of conduct breaches may be made in the first instance direct to [insert name of individual] who will first take steps to confirm that the breach has occurred.
The firm’s management should proceed with assessing the severity and personal culpability of the breach in accordance with Section 1 of this policy and in order to contain the impact of the conduct rule breach. Depending on the likelihood of the severity of risk the firm will consider the following measures to contain the impact of the Breach, where applicable: 

· Remove the individual concerned from the operational role for which the conduct rule breach occurred. 
· Establish whether steps can be taken to limit any damage caused by the breach. 
· Prevent further impact by preventing the individual from taking up an operational role within the firm, until such a point when the firm is satisfied and can evidence that the individual concerned is Fit and Proper to continue operation within their role.

Further guidance on determining the severity of breaches and personal culpability can be found in Sections 1.3 and 1.4 of this policy.
3.3	 FCA Notification of a breach or issue
Senior Manager Conduct Rule Breach Notifications
If the firm becomes aware of information which would reasonably be material to the assessment of the fitness and propriety of an FCA-approved Senior Manager, the Approved Person of an AR, or of a candidate to be one, it must inform the FCA through one of the following methods:
a) On Form D; or
b) If it is more practical to do so and with the prior agreement of the FCA, by email or fax.
This notification must be completed as soon as practicable and, in any case, within seven business days.
The duty to notify the FCA extends to any circumstances that would normally be declared when giving the information required for a Senior Manager FCA Approval application or matters considered regarding a Senior Managers Fitness and Propriety.
In circumstances where an individual is appealing, or plans to appeal, the breach should still be reported but include the information about the appeal in the notification. Once an outcome has been reached, we must update the FCA.
All other Employees 
Breaches for employees (other than senior managers) must be reported annually via the RegData system. We will report in [insert month], for the reporting [insert reporting period date range]. 
Each notification must cover the 12-month period ending on the last day of the reporting period and be submitted to the FCA within two months of the end of the reporting period. We are not required to submit a report if no breaches have occurred during the reporting period. 
If the end of the submission period falls on a day which is not a business day, the notification is to be received by the regulator no later than the first business day after the end of that submission period.
Each notification must be submitted online through the FCA’s website using the version of Form H (named REP008 – Notification of Disciplinary Action) made available on the electronic system.
In circumstances where an individual is appealing, or plans to appeal, the breach should still be reported but include the information about the appeal in the notification. Once an outcome has been reached, we must update the FCA.
Changes after a Notification has been made
If, after the notification has been made, the firm becomes aware of facts or matters which cause it to change its view that the individual has breached COCON, or those facts cause the firm to determine that the individual has breached a provision of COCON other than the provision to which the notification related, [Firm Name] should inform the FCA of those facts and matters and our revised conclusion in line with our obligation to comply with FCA Business Principle 11, FCA Sourcebook SUP15.6.4R and, if applicable, FCA Sourcebook SUP10C or SUP15.11.13R(4).
[bookmark: Section4]4. Matters relating only to data protection/security
4.1	Responsibilities 
Overall responsibility 
Overall responsibility for managing breaches and issues relating to data protection/security rests with Senior Management, however, the Data Protection Officer/Representative maintains operational oversight. 
Every individual working for, in partnership with, or under contract to [insert name of firm] is responsible for reporting breaches and issues. 
[bookmark: _Hlk510632672]The firm requires that any breach or issue should be logged on the data protection/security tab on the Breaches Register in accordance with Section 1.6 of this policy, without exception. The Data Protection Officer/Representative is responsible for recording such breaches or issues.
Responsibility for resolution 
The resolution of breaches and issues relating to data protection/security is the responsibility of  the Data Protection Officer/Representative who also has responsibility for reporting to Senior Management.
The impact of breaches and issues for both our customers and our business can be mitigated if:
· They are reported and escalated quickly
· Effective root cause analysis is carried out and timely action taken to manage incidents and improve process and controls
· Potential ‘hot spots’ across the business areas are identified
· Lessons are learnt from incidents to prevent them from occurring in other areas
4.2 Notification of a breach or issue - internal
All data protection/security breaches must be reported to the Data Protection Officer/Representative immediately. Reporting should be done by telephone or face to face, to ensure it is received in the shortest possible timescale.
The notification should include as much information as possible including:
· The nature and circumstances of the breach.
· How and when the firm became aware.
· The category of data.
· The significance of the incident (this is determined by the category of data that has been lost).
· Potential impact on the Company and data subjects.
· Initial actions including timescales. 
· Next steps, including whether data subjects and the relevant supervisory authority need to be informed, including timescales.
· Follow-up actions.
[bookmark: _Hlk510630302]The Data Protection Officer/Representative will update, and keep up to date, the relevant tab on the breach register and will notify [insert name and position of individual with overall operational oversight of breaches and issues]. Where appropriate, the Data Protection Officer/Representative will also feed the incident into the risk and conflicts of interest registers.
The individual(s) with oversight of the relevant business area, in conjunction with the Data Protection Officer/Representative, will carry out remedial action. The Data Protection Officer/Representative will provide ongoing updates to Senior Management. 
The significance of the breach or issue will be rated by the Data Protection Officer/Representative and where the beach is deemed to be of appropriate significance this will be reported to Senior Management and where appropriate the firms governing body in accordance with Section 10 of this policy. 
[Insert name and position of person with oversight responsibility] will be responsible for providing  updates to Senior Management and the firms governing body as appropriate  so that they may track resolution of the matter. 
Depending on the significance of the breach/issue the Data Protection Officer/Representative/Senior Management will be responsible for deciding if the breach can be closed and where appropriate for seeking approval/agreement that the breach can be closed where this has been reported to the firms governing body
4.3 Notification of a breach or issue – external
[bookmark: _Hlk510633050]All reportable data protection/security breaches must be reported to the ICO within 72 hours (NOTE – hours, not working hours) of the breach being identified. The Data Protection Officer/Representative is responsible for advising Senior Management if a breach is reportable and for reporting to the ICO.
If the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, we must also inform those individuals without undue delay. The Data Protection Officer/Representative is responsible for advising Senior Management if individuals need to be informed and will be responsible for ensuring that appropriate communications are sent to the individuals affected as quickly as possible.
We are required by law to keep a record of all data protection/security breaches regardless of whether these are ultimately classed as reportable to the ICO or not. We need to be able to evidence our decision making when deciding whether or not to report a breach to the ICO. The data protection/security tab on the breach register will record the relevant information as follows:
· The event.
· How and when the firm became aware.
· The category of data involved.
· Event materiality (i.e., the seriousness of the event, this is determined by the category of data that has been lost).
· Potential impact on the Company and data subjects.
· Initial actions.
· Next steps, including whether data subjects and the relevant supervisory authority need to be informed.
· Follow-up actions.
Where the Data Protection Officer/Representative establishes that we need to notify the ICO of the breach, he/she will also need to collect and provide the following information to the ICO:
· A description of the nature of the personal data breach including, where possible: 
· the categories and approximate number of individuals concerned; and
· the categories and approximate number of personal data records concerned.
· The name and contact details of the Data Protection Officer/Representative from whom more information can be obtained.
· A description of the likely consequences of the personal data breach; and
· A description of the measures taken, or proposed to be taken, to deal with the personal data breach, including, where appropriate, the measures taken to mitigate any possible adverse effects.
4.4 Record keeping 
The Data Protection Officer/Representative will maintain the data protection/security tab on the Breach Register and associated documentation which will include details of the actions taken in respect of each matter reported. The Register will be held securely at all times.
The Data Protection Officer/Representative will:
· Log all incidents relating to data protection/security and include them on the Breach Register(and the Risk and Conflicts of Interest Registers if applicable).
· Report incidents to the [Insert name of individual] and Senior Management for robust oversight.
· Ensure that incidents are processed and resolved satisfactorily.
4.5 Significant and material breaches
Under FCA Principles of Business 11 – Relationships with our Regulator, a breach will be reported to the FCA where there is a significant and material breach of an FCA Rule or Principle and:
· There is a significant consumer detriment including client confidentiality issues
· The breach relates to the capital resources of the firm
· There is a systemic failure of processes or systems including data security issues
If a staff member is concerned that a breach may be a significant breach, they should contact [insert name of individual] by phone. If he/she is unavailable, then the matter should be referred to [insert name of senior manager] or any of the other senior manager within the business. 
Where a significant or material breach has been identified, and it is considered appropriate to report this to the FCA, Senior Management must sign off prior to FCA notification. Senior Management will review the details of the breach, and if they endorse the view that notification to the FCA is required, [insert the senior managers name responsible for liaising with the FCA] will contact and deal with the FCA in all matters regarding the Breach.
If a significant or material breach relates to data protection/security the Data Protection Officer/Representative will be responsible for advising [insert name of individual] and Senior Management immediately. However, responsibility for reporting a significant/material breach involving data protection/security matters to the FCA will remain the responsibility of [insert name of individual].

5. Appointed Representatives and Other Business Partners
Where a breach including any breach of the Company’s code of conduct or Statements of Principal for Approved Persons relates to any employee of an Appointed Representative, contractor, outsource service provider or any other person acting on behalf of the firm. Such breaches must be notified to [insert Firm Name] under the terms of the Contracts in place between the parties. 
All such breaches will be investigated in accordance with the procedures outlined in Section 1 of this policy and any decision to report a breach as an FCA notifiable event in accordance with Section 2 of this policy will be made by [insert senior manager name or Senior Management] after having made full disclosure of this to the relevant contracting party (where permitted by law)  and with the approval of the governing body of [insert firm name].  Breaches of the statements of principle for Approved Persons will be notified to the regulator in accordance with Section 3.3 of this policy. 
Any subsequent remedial action required to address or mitigate the breach will be discussed and agreed with the relevant Parties in line with agreed contracts. Failure by any Appointed Representative or Other Business Partner to take appropriate action when requested may result in termination of the contract. 
Notwithstanding the above, any Appointed Representatives and Other Business Partners  must comply with their own obligations for reporting breaches by virtue of any regulatory licences or permissions held by them i.e. a firm must comply with its own obligations under its data protection licence and in accordance with any laws applicable to the firm such as legislative requirements to report suspected financial crime.
6. Press and publicity
[Insert name of individual] will deal with the press and public in all matters regarding Breaches. If any person discloses any related information to the media without the express authority of [Insert name of individual] this will be treated as a breach of this policy and may lead to disciplinary action. 
7. Law Enforcement
Where the matter involves potential legal activity, [Insert name of individual] has responsibility for requesting the involvement of the Police or other law enforcement agency as appropriate and for arranging liaison with staff during their investigations.
8. Professional Indemnity Insurance 
In some cases, a breach may result in an error or omission which may require notification to our Professional Indemnity Insurer (PII), [insert name of individual or Senior Management] will be responsible for determining whether any PII notification should be made.
9. Management Information (MI) and root cause analysis
Staff are encouraged to report any and all incidents and breaches. 
As well as allowing the firm to address the specific problem identified, reporting all items allows the management of the business to monitor any trends and to explore root causes so that if a breach or incident is a result of a systemic issue such as, for example, an ineffective process or inadequate training, this underlying issue may also be addressed.
The Senior Management team reviews MI around breaches and issues on a [state frequency] basis, in order to identify trends, mitigate risks and manage the business. 
The MI reported includes data relating to numbers of open and closed issues, trends, root cause and departments/processes impacted. 

10. Notification of breaches to the firms Governing Body  
The firms Senior Management are responsible for ensuring that the firms governing body receive appropriate information on breaches and issues which includes the annual review and approval of this policy. 
For the avoidance of doubt, any breach which is considered to be a material breach requiring notification to the FCA, ICO, other external authorities or regulators or an error and omission requiring notification to our PII, must be disclosed to the firms governing body without delay and the firms governing body will be responsible for approving any notification before submission. 
[insert name and position with oversight responsibility] will be responsible for provision of information to the firms governing body in relation to this policy and for making any subsequent external notifications.
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