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	Guidance notes for using this document
This document can be used as an overarching policy on how the firm intends to minimise its exposure, and that of its clients, to financial crime.  It should be tailored to reflect the firm’s own circumstances and can be adapted to include less or more information as the firm considers appropriate.  
This policy is designed to work in conjunction with other documents for which we provide templates such as:
	· Anti-bribery & Corruption Policy 
· Whistleblowing Procedure 
· Anti-Money Laundering, 
· Fraud Prevention
	· Peps and Financial Sanctions 
· Gifts, Inducements & Hospitality Policy 
· Conflicts of Interest 
· Company Code of Conduct


This policy must be amended and adapted by firms as appropriate to their circumstances / arrangements or it will not withstand regulatory scrutiny, nor will it provide a useful process for your business and staff.  
The issue of financial crime should be reviewed at board/partner/senior management level (as appropriate) in order to identify and manage any actual or potential financial crime within the business on an ongoing basis.  This policy should reflect both the firm’s approach to financial crime as well as the actual procedures which the firm has in place; it should be regularly reviewed to ensure it continues to address any, and all, actual or potential financial crime of which the firm is aware.
Our guidance is that staff are given training in the firm’s approach to identifying and handling financial crime at induction and on an annual basis or more frequently as required. Such training should include help for staff in recognising and reporting financial crime and should include examples which are relevant to their role.  In addition, we recommend that a copy of this policy is given / made available to staff and that the firm’s annual staff declaration should include confirmation that the policy has been read.
Where a conflict may exist, which is sensitive or confidential (e.g., the acquisition of another business), the firm may decide not to include it in this policy.  In which case such a conflict should be included elsewhere, such as in the board/partner/senior manager meeting minutes, as appropriate.
When personalising this document:

· Text in Blue should be personalised as appropriate (including headers/footers), 
· Text in Green Italics is for guidance only and should be deleted before use, along with this covering guidance note (including the ‘History of changes to this document’ above)
· Delete this guidance note (including the ‘History of changes to this document’ above
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1. Introduction	
1.1	As a General Insurance Intermediary, we are required to give due consideration to our responsibilities in relations to Financial Crime.  This policy covers the primary pieces of legislation:
· Proceeds of Crime Act (POCA) 2002 (as amended)
· Counter Terrorism Act 2008 
· Financial sanctions Legislation
· Fraud Act 2006
· Bribery Act 2010
· Criminal Finance Act 2017
1.2	SYSC 3.2.6R and SYSC 6.1.1R of the FCA handbook require that a  firm must take reasonable care to establish and maintain effective systems and controls for compliance with applicable requirements and standards under the regulatory system and for countering the risk that the firm might be used to further financial crime.
1.3	The following FCA principles for business are also relevant when considering a firms obligations to put in place appropriate systems and controls in relation countering financial crime risks as follows:
	1 – Integrity
	A firm must conduct its business with integrity.

	2 - Skill, care and diligence
	A firm must conduct its business with due skill, care and diligence.

	3 - Management Control
	A firm must take reasonable care to organise and control its affairs responsibly and effectively, with adequate risk management systems.

	11 - Relations with regulators
	A firm must deal with its regulators in an open and cooperative way, and must disclose to the FCA appropriately anything relating to the firm of which that regulator would reasonably expect notice.


1.4	This policy also takes into account the:
· FCA Handbook – including their Financial Crime Guide (FCG)
· HM Treasury and Sanctions Notices and new releases
· The Financial Sanctions Register
· Joint Money Laundering Steering Guidance (JMSLG)
· HMRC – Tackling Tax Evasion
· Ministry of Justice – The Bribery Act 2010 guidance
1.5	If anyone covered by the scope of this policy has any queries, these should be raised with [Insert name of senior manager responsible for this policy].
2. Purpose and Scope
2.1	The purpose of these Policy Standards is to give an outline of the legal and regulatory framework within which we operate and an overview of the principles that we maintain when adopting reasonable financial crime prevention measures across the business enabling us to:
· Interpret requirements to be applied across the Firm;
· Show the high-level practices adopted by the Firm and the standards expected from all our staff;
· Design and implement specific systems and controls, necessary to mitigate the risks of each type of financial crime to which we are exposed. 

2.2 Financial crime involves any act of fraud or dishonesty, bribery, corruption, market abuse (e.g., insider dealing), handling the proceeds of crime, money laundering and financing terrorism. We are exposed to different risk factors for each financial crime and the control environment for each of these is detailed in separate Policies for each core area. 

2.3 The purpose of this document, however, is to set out the structure and responsibilities in relation to financial crime oversight and the high-level principles of how we go about ensuring that we are not exposed to financial crime in any of its forms.

2.4 As a business we have developed specific policies and procedures listed below.  Every member of staff will receive initial and ongoing training on all such policies.  

· Anti Money Laundering 
· Fraud Prevention
· Anti Bribery and Corruption
· Financial Sanctions (and PEP’s)
· Data Security
· Whistleblowing 
· Gifts, Inducements and Hospitality
· Conflicts of Interest Policy
· Company Code of Conduct 
2.5 These Policy Standards have been adopted by our [Board of Directors/Senior Partners] and apply to everyone involved in our business and to all business activities undertaken by the company.  
2.6 For the avoidance of doubt, this includes all officers of the company [i.e., Directors/Non-Executive Directors/Partners/Shareholders]  and all employees including permanent, contract and temporary staff of the company. This Policy also applies to all our majority owned business operations which we or our subsidiaries operate, and to any third-party acting on behalf of the company including appointed representatives and outsource service providers. 
2.7 	When working with contractors, suppliers, joint venture partners, or minority-owned third-party firms, we will promote use of these Policy Standards or similar and evaluate trading arrangements based on their suitability according to these standards as a minimum.
3. Our Policy Standards
3.1	Board/senior management sets expectations for zero tolerance for deliberate involvement in financial crime and expects all employees to observe high standards of ethical conduct in line with our Company Code of Conduct. 
3.2	The overarching aim of these Policy Standards is to ensure that we identify the areas of  financial crime that our business model is exposed to and ensure that we have sufficiently robust systems and controls in place to mitigate the risks factors for each of these, we will do this by:
	Risk assessment 
	Risk assessing financial crime and the ways in which our business model is exposed to different types of financial crime, considering our customer base, product range, geographical reach and delivery channels and taking into account the good practice guidelines from Appendix 1.
We will conduct a Business Wide Risk Assessment (BWRA) considering our inherent risk exposure to a range of risk factors rising from the following core financial crimes:
· Internal and external fraud including Electronic Crime – online fraud
· Money Laundering and Terrorist Financing
· Bribery and Corruption
· Financial Sanctions and Politically Exposed Persons

	Risk Based Controls
	We will evaluate risks identified from our risk assessment process and apply proportionate risk-based systems and controls which will mitigate these. 
We will also consider situations where the Firm’s own activity may be contributing to the risk of financial crime. i.e., segregation of duties to avoid a single individual initiating, processing and controlling transactions, remuneration arrangements designed to encourage and reward good behaviours, sales and administration procedures which allow for the appropriate time to complete customer due diligence.
Some firms, particularly smaller firms, may find segregating duties impractical. Where it is not possible to segregate duties (for example a sole trader) the Regulator expects to see alternative controls in place, such as independent monitoring, for example, a review by the firm’s accountant.

	Due Diligence 
	We will undertake appropriate due diligence before dealing with any customer or committing to any third-party trading relationship and will take appropriate action if we have reason to suspect that any third party or subsidiary business operation with whom we deal is involved in fraudulent or corrupt practices.

	Training and Awareness 
	All staff will complete mandatory training on detecting and preventing financial crimes relevant to their role.
We will ensure that we foster a ‘speak up’ culture where suspicions and concerns can be reported in confidence via the firm’s whistleblowing policy. 
We will conduct competency-based quality monitoring on customer transactions to ensure controls are followed and identify procedural gaps.

	Governance and Oversight 
	We will monitor firm processes to ensure effective detection and management of financial crime via compliance monitoring and regular review of management information. 
We will ensure that our governing body sees, challenges and approves our financial crime risk assessment and policies. 
[Explain any other governance arrangements i.e. committees, three lines of defence model]
We will assign a nominated officer to conduct independent investigations and report Suspicious Activity to regulators and authorities. 


	
3.4	In determining a reasonable control environment there are two aspects to consider; the need for our firm to guard against financial crime being perpetrated by someone within or associated with the firm (e.g., embezzlement) and the risk of the firm being used to further financial crime by other people or firms (e.g., customers making fraudulent claims or money laundering).
3.5	In the insurance and consumer credit markets, the potential for customers to commit fraud is well known, for example through deliberate underinsurance, falsification in application forms or exaggerating or falsifying claims, however we are also exposed to external fraud via unknown criminal parties seeking to impersonate or gain access to customer details and funds. 
3.6	We undertake to mitigate the potential for our firm or clients to be subject to financial crime through a number of individual policies and procedures which outline our preventative controls. We allocate responsibilities for these individual policies to a number of different senior personnel, where possible, to ensure that all parts of the business contribute to the prevention of financial crime by providing real life examples of the issues to be aware of. 

3.7	Where we identify high risk factors or suspicious transactions, we will carry out further verification and investigation of such matters to determine whether any financial crime is being committed.

3.8	Where investigations confirm or increase our suspicions that financial crime or money laundering is being attempted, we will report this to the relevant regulatory authorities via a fraud report or SAR.  

3.9 Where fraud or money laundering is suspected or identified, we will cease to deal with the account in question, making sure to avoid “tipping off” the client to our suspicions.

3.10	All Customers will be subject to sanctions screening. Any potential matches will be subject to additional verification. Where we identify an actual match, we will cease the transaction (subject to HMT licencing provisions), and this will be escalated and reported to the relevant regulatory authorities (where applicable).

3.11	We will undertake PEP screening where we identify that we may be dealing with a PEP, where this is confirmed, additional verification will be undertaken under our enhanced due diligence procedures and senior management approval will be required to proceed. 
	
3.12	We will put policies in place around the due diligence and rationale for engagement of any services from third parties.  

3.12 We recognise that financial crime applies both externally and internally and we will audit customer files taking this into consideration.

3.13	Where incidences of financial crime and money laundering are found, we will undertake root cause analysis to identify whether enhancements can be made to our current systems and controls to aid prevention in the future.

3.14 We will ensure that we have robust Data Security systems and procedures in place to prevent unauthorised access to our data, preserve the integrity of our data and ensure that we maintain access to critical systems on which we rely to deliver our financial crime prevention framework. 

4. Management Review and Reporting 
4.1	A serious commitment from the Board [or equivalent body] is essential if we are to fulfil our obligations in preventing and tackling financial crime.  We wish to ensure the firm identifies, manages and mitigates (where possible) any Financial Crime activity. We will achieve this through the following controls: 
· A standing agenda item within the Board Meetings (or equivalent e.g., Senior Management meeting) which considers the effectiveness of the firms’ risk assessment, policies, and procedures as well as incident investigation and management.
· Firms may also wish to provide a brief overview here of any other supporting governance arrangements such as any committees that have financial crime within their remit
· Regular review of management information including:  - firms should list here the types of management information they regularly review e.g.
· The status of remedial/mitigating actions relating to fraud prevention measures.
· Compliance monitoring/audit reports – it is important that the report references any findings and actions identified from any monitoring/audits conducted since the last risk assessment was completed, even if these have subsequently been completed.
· Staff expenses and gifts and hospitality registers.
· Transactional data (i.e. fraud alerts, new business or claims declinatures due to fraud prevention controls, unusual cancellation patterns, refund volumes and overrides, frequent changes to contact/bank details). 
· Quality assurance monitoring results.
· Training and competence reports.
· Results of testing and calibration for automated checks.
· Breach and Fraud investigation reporting.
· Client money and financial reports
· Third Party Monitoring Reports
· Independent control testing and periodic reconciliation reviews (including thematic reviews of manual journals, suspense accounts, and write-offs) to identify false accounting and embezzlement indicators.
· Incident and near-miss reporting with trend analysis to identify emerging typologies and control weaknesses.
· Separation of functions and responsibilities - firms should list here any arrangements they have to segregate duties e.g.
· Separate compliance function 
· Internal Audit/Quality Control Function (larger firms only)
· Countersigning cheques, cash handling processes, approving expenses etc
· Contract approval 
· Separate sales/accounting/claims functions etc.

4.2	The following individuals have responsibility for the areas listed below and should be contacted through your line manager in the event of any queries or concerns.

	Anti Money Laundering/Fraud	
	Insert name

	Data Security	
	Insert name

	Anti bribery & Corruption
	Insert name

	Financial Sanctions
	Insert name

	Whistleblowing
	Insert name

	Gifts, Inducements and Hospitality
	Insert name


NB:- In smaller firms it may be the same designated individual will be responsible for most/all of the above and in this instance the firm should detail here this individual has sufficient time to undertake these duties in conjunction with any other duties they may have (i.e., evidence the individual is not spread too thinly).
5. Record Keeping 
5.1	Records of SAR and financial crime reporting will be kept in a log and for a minimum of 5 years beginning on the date the firm knows or has reasonable grounds to believe that the business relationship has come to an end.
5.2	These records will contain all details of the incident so that we are able to provide evidence should we be required to by the relevant regulatory authorities. 
6. People
6.1	The recruitment, induction and ongoing training and performance management processes in place will be designed to ensure:
· The conduct and integrity of the individual appropriate to the nature of the role 
· That all employees will be able to identify financial crime and suspicious activity and have recognised processes and procedures in place to escalate these issues for further investigation.
· That all employees will be competent and capable of doing so. 
· Training will proportionate and differentiated to take account of varying risks associated with specific roles and responsibilities within the company. 
6.2	Staff will be trained in identifying and mitigating customer facing financial crime. There will be mechanisms in place to allow all employees to report suspicious activity in confidence and staff will be trained to know when to do so.
7. Review 
7.1	These Policy Standards will be reviewed and revised (if necessary);
· In response to any changes to our operational guidance or framework;
· In response to any changes to applicable regulations including, but not limited to, the FCA
· In response to any formal or informal FCA or trade association guidance
· Annually as a minimum.
7.2	Annual Review and ad-hoc changes of these Policy Standards will be signed off by the [Board/Senior Management – delete as appropriate] prior to implementation.  




















Appendix 1 
Financial crime systems and controls – Good Practice 
Examples taken from the FCA’s FCG Financial Crime Guide: A firm’s guide to countering financial crime risks (FCG)
Governance Good Practice 
· Senior management set the right tone and demonstrate leadership on financial crime issues. 
· The firm takes active steps to prevent criminals taking advantage of its services.
· We draw comfort from seeing evidence that these practices take place. 
· There are clear criteria for escalating financial crime issues.
Structure - Good Practice 
· Financial crime risks are addressed in a coordinated manner across the business and information is shared readily. 
· Management responsible for financial crime are sufficiently senior as well as being credible, independent and experienced. 
· A firm has considered how counter-fraud and anti-money laundering efforts can complement each other. 
· A firm has a strategy for keeping up to date and self-improvement on financial crime. 
· The firm bolsters insufficient in-house knowledge or resource with external expertise, for example in relation to assessing financial crime risk or monitoring compliance with standards.
Risk Assessment Good Practice
· The firm ’s risk assessment is comprehensive. 
· Risk assessment is a continuous process based on the best information available from internal and external sources. 
· The firm assesses where risks are greater and concentrates its resources accordingly. 
· The firm actively considers the impact of crime on customers. 
· The firm considers financial crime risk when designing new products and services.
Policies and procedures Good Practice
· There is clear documentation of the firm’s approach to complying with its legal and regulatory requirements in relation to financial crime. 
· Policies and procedures are regularly reviewed and updated. 
· Internal audit or another independent party monitors the effectiveness of policies, procedures, systems and controls
Staff recruitment, vetting, training, awareness and remuneration Good Practice
· Staff in higher-risk roles are subject to more thorough vetting. 
· Temporary staff in higher risk roles are subject to the same level of vetting as permanent members of staff in similar roles. 
· Where employment agencies are used, the firm periodically satisfies itself that the agency is adhering to the agreed vetting standard. 
· Tailored training is in place to ensure staff knowledge is adequate and up to date. 
· New staff in customer-facing positions receive financial crime training tailored to their role before being able to interact with customers. 
· Training has a strong practical dimension (e.g., case studies) and some form of testing. 
· The firm satisfies itself that staff understand their responsibilities (e.g., computerised training contains a test). 
· Whistleblowing procedures are clear and accessible, and respect staff confidentiality.

Quality of oversight Good Practice
· Internal audit and compliance routinely test the firm’s defences against financial crime, including specific financial crime threats. 
· Decisions on allocation of compliance and audit resource are risk-based. 
· Management engages constructively with processes of oversight and challenge. 
· Smaller firms seek external help if needed.
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