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	Guidance notes for using this document
[bookmark: _Hlk525023914]This Policy must be amended and adapted by firms as appropriate to their circumstances and further details should be included which set out the procedures in place to manage the specific risks of money laundering identified by the firm. 
We have provided sample wording which is applicable to a general insurance intermediary and therefore if you undertake any other activities you will need to carefully consider the assessment of the risk exposures outlined in Section 6.
You must be able to agree with any statements made and evidence all controls referenced in the document in order for the Policy to be fit for purpose. 
[bookmark: _Hlk525024061]The issue of money laundering should be reviewed at Board/Partner/Senior Management level (as appropriate) in order to identify and manage any actual or potential money laundering risks within the business on an ongoing basis. This Policy should reflect both the firm’s approach to anti money laundering as well as the actual procedures which the firm has in place; it should be regularly reviewed to ensure it continues to address any, and all, actual or potential money laundering risks of which the firm is aware.
UKGI guidance is that staff are given training in the firm’s approach to identifying and handling money laundering at induction and on an annual basis or more frequently as required. Such training should include help for staff in recognising and reporting actual or suspected occurrences of money laundering and should include examples which are relevant to their role. In addition, we recommend that a copy of this Policy is given to/made available to staff and that the firm’s annual staff declaration should include confirmation that the Policy has been read and understood. 
When personalising this document:
· Text in Blue should be personalised as appropriate (including headers/footers), 
· Text in Green Italics is for guidance only and should be deleted before use, along with this covering guidance note (including the ‘History of changes to this document’ above).
· Delete this guidance note (including the ‘History of changes to this document’ above) 
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1.  Introduction
 
1.1 This Anti-Money Laundering (AML) Policy sets out the framework by which [Insert Company Name] (‘we,’ ‘us,’ ‘our’ ‘company’) identifies, assesses, monitors and manages the risk of being involved in money laundering or terrorist financing activity, and ensuring that any suspicious activity of this nature is identified and reported appropriately.

1.2 As a UK general insurance broker, we recognise that our inherent AML risk is generally lower than firms handling life assurance, investments, banking, or cash-intensive products. Nevertheless, we maintain proportionate systems and controls to mitigate any risk that our company is used to further financial crime in accordance with applicable UK laws and regulatory expectations. 

1.3 In addition to meeting our legal and regulatory obligations we recognise that AML prevention benefits our business through building trust with our customers and the markets in which we trade, as well as improving confidence in the insurance sector as a whole.

1.4 We recognise that our firm has a duty to avoid foreseeable harm and subsequently, we will allocate sufficient resources to our internal controls, monitoring systems, human resources, and staff training to prevent our company being used to further financial crime. 

2. Scope and Objectives.
2.1 This Policy has been adopted by our [Board of Directors/Senior Partners/Senior Managers] and applies to everyone involved in our business and all business activities undertaken by the company. 
2.2 For the avoidance of doubt, this includes all officers of the company [i.e., Directors/Non-Executive Directors/Partners/Shareholders]  and all employees including permanent, contract and temporary staff of the company. This Policy also applies to all our majority owned business operations which we or our subsidiaries operate, and to any third-party acting on behalf of the company including appointed representatives and outsource service providers. 
2.3 Where we deal with third-party business partners including contractors, suppliers and joint venture partners, or where we have a minority ownership interest in a third-party firm, we will encourage the adoption of this or a similar Policy . 
2.4 We undertake appropriate due diligence before dealing with any third party in accordance with our Fraud Prevention and Anti Bribery and Corruption Policy and will take appropriate action if we suspect that any third party or subsidiary business operation with whom we deal is involved in fraudulent or corrupt practices.
2.5 All employees and associated persons must familiarise themselves and comply with this Policy including any future updates which may be issued from time to time. 
2.6 Any breach of this Policy is likely to constitute a disciplinary or contractual matter for the individual concerned and may cause serious damage to the reputation and standing of the company.  We may also face liability for unlawful actions taken by our employees or associated persons. 
2.7 All elements of this Policy and associated policies in paragraph 2.9 of this Policy, focus on the requirements of UK legislation and regulation.
2.8 The objectives of this Policy are to: 
· Emphasise our commitment to allocating sufficient resources to AML systems and controls.
· Explain how we meet our AML requirements specified by our regulatory bodies and applicable government guidance. 
· Clearly outline the responsibilities of our senior management and our Senior Management Function with the prescribed responsibility for the firm’s financial crime policies and procedures.
· Explain the most up-to-date money laundering and terrorist financing risks that we are vulnerable to and how we intend to counteract these risks. 
· Ensure all employees understand how to identify high risk or suspicious transactions and when and how to conduct further verification checks and escalate such cases where necessary. 
· Elaborate how we will investigate and report instances of suspected money laundering when they occur. 
· Confirm the steps we will take to monitor compliance with this Policy throughout the organisation. 

2.9 This Policy is designed to work and be read in conjunction with the following documents: 

· Overarching Financial Crime Policy  
· Whistleblowing Policy 
· Financial Sanctions and PEP’s Policy 
· Fraud Prevention Policy
· Anti Bribery and Corruption Policy
· Company Code of Conduct  
· Sales and Administration Procedures  
· Data Security Policy
· [insert any other Policy which the firm has referenced within this document]

3. Responsible Officer and Senior Management Oversight 
3.1 As an insurance broker we are not subject to FCA Anti-money laundering regulations and are not required to appoint a Money Laundering Reporting Office (MLRO), however we are required to allocate responsibility for our AML controls  and reporting of suspicious activity.

3.2 We have appointed [Insert Senior Manager name/role] as the Senior Management Function responsible for implementing, maintaining, and monitoring compliance with this Policy. This individual is judged to be adequately skilled to hold the role by the [Board/Senior Partners].

3.3 [Insert Senior Manager name/role] has the responsibility for investigating and reporting suspicious activity and is responsible for maintaining the company’s processes for investigating and making Suspicious Activity Reports (SAR’s) to relevant authorities  This includes escalation of any investigation to the [Board/Partners] which may result in a SAR being made to the National Crime Agency (NCA) . Information on relevant authorities and reporting is outlined in Section 9 of this Policy.

3.4 In addition to investigating and reporting any suspicious transactions, [Insert Senior Manager name/role] is responsible for:

· Implementing measures, procedures, and processes throughout the company to prevent money laundering from occurring. 
· Maintaining this Policy, ensuring that it is updated where necessary in line with legislative, regulatory, and best practice advancement.
· Ensuring that the company’s Senior Management are kept appropriately informed of all matters relating to the suitability of its AML systems and controls and of any on-going investigations as appropriate. 
· Reporting at least annually to the company’s governing body on the operation and effectiveness of the firm’s AML systems and controls in relation to the AML risks the firm is exposed to. 
· Ensuring that all employees are provided with appropriate levels of anti-money laundering training. 
· Ensuring that appropriate monitoring activity is undertaken to provide assurance of compliance with this Policy throughout the company. 
· Cooperating and liaising with regulators and law enforcement authorities with regards to money laundering investigations involving the company. 

4. Regulatory and Legal Framework

4.1 While general insurance brokers are not in scope of the Money Laundering Regulations (2017) and FCA’s AML rules, we have a regulatory requirement under FCA Systems and Controls Sourcebook (SYSC) to maintain proportionate systems and controls to enable us to identify, assess, monitor and manage the risk of being involved in money laundering or fraudulent transactions.

4.2 We are subject to a legal requirement to identify and report suspicious transactions under the Proceeds of Crime Act 2002 (as amended) (POCA) and the Terrorism Act 2000 (as amended).

4.3 This Policy also takes into account relevant guidance including the FCA Handbook (including the Financial Crime Guide), HM Treasury sanctions notices and releases, the Financial Sanctions Register, and Joint Money Laundering Steering Group Guidance (JMLSG).

5. Definition of money laundering 

5.1 Money laundering is the process by which criminals attempt to hide and disguise the true origin and ownership of the proceeds of their criminal activities as ‘clean’ money or other assets with no obvious link to their criminal origins (as defined for the purposes of UK legislation in POCA).

5.2 Money laundering activity includes acquiring, using, or possessing criminal property; handling proceeds of crimes such as theft, fraud, and tax evasion; being knowingly involved with criminal or terrorist property; entering into arrangements to facilitate laundering criminal or terrorist property; investing proceeds of crimes through acquisition of property/assets; and transferring criminal property.

5.3 The objectives of money laundering include:

· Disguising the source of illegal property/funds.
· Disguising the criminal’s identity and concealing ownership.
· Retaining an element of control by the criminal of the illegal property/funds
· Avoiding detection and forfeiture. 
· Benefiting securely via an apparently legitimate transaction and possibly funding other criminal activity.

5.4 The three stages of money laundering are: 
a) Placement (introducing proceeds into the financial system); 
b) Layering (multiple and often complex transactions to hide origin); and 
c) Integration (returning ‘cleansed’ funds to the criminal via apparently legitimate transactions).

5.5 Main money laundering offences include: 
a) concealing, arranging, or acquiring the proceeds of crime (maximum penalty 14 years’ imprisonment and/or fine); 
b) failure to report knowledge or suspicion of money laundering (maximum penalty 5 years’ imprisonment and/or fine); 
c) destroying or disposing of documents relevant to an investigation (maximum penalty 5 years’ imprisonment and/or fine); and 
d) tipping off / prejudicing an investigation (maximum penalty 5 years’ imprisonment and/or unlimited fine).

6. Our Risk-Based Approach

6.1 We take a risk-based approach to AML that is proportionate to the risks we are exposed to, allowing us to direct resources to the main risks applicable to our business.

6.2 We ensure that the risks to our Company arising from money laundering and terrorist financing are assessed periodically as part of the company’s business risk management process, this includes:

· Completion of regular financial crime risk assessment which includes the ways in which the company may be exposed to money laundering or terrorist financing activity. This risk assessment records the key controls we have put in place to ensure effective mitigation of those risks and any further mitigating actions required.
· Development of contingency plans to ensure appropriate and timely action is taken if money laundering is suspected or uncovered.
· Consideration of our ability to maintain appropriate AML controls in relation to any new strategic development project.
· Horizon scanning to ensure that any regulatory/legal updates are fully considered and that appropriate actions are taken to address these.

6.3 We take a proportionate approach to risk assessment, considering the risk of money laundering arising from our business model particularly in relation to customers, products, delivery channels, and geographical reach.
6.4 We consider that our business model presents an inherently [low/possible/significant] risk of exposure to money laundering for the following reasons:
Note: The examples given in the table below reflect the rationale for a low-risk rating. Firms must however ensure, that the description of risk provided is consistent with the firm’s business model and financial crime risk assessment. Therefore, if a firm has higher risk factors in its business model which are particularly prevalent it should amend the risk rating and rationale accordingly. 

	Customer risk

	Example
We have categorised our customer risk as low due to the following:
· Individual consumers and SME commercial customers generally present a lower risk due to UK residential status/incorporation and simple owner/controller structures reducing the risk of hidden beneficial owners.
· We typically deal with customers who are employment-based or with a regular source of income from a known source which supports the activity being undertaken; (this applies equally to pensioners or benefit recipients, or to those whose income originates from their partners’ employment).
· We are required to complete a thorough customer fact find when quoting for insurance for risk rating purposes which also serves to establish legitimate insurable interest.
· The requirement for premiums/refunds to be paid via an established UK bank account, which are also subject to banking AML controls therefore reducing the ability to introduce illicit cash into the system. 
· We do not control the full flow of money as premiums collected are passed to the insurer and claims payments made to a customer are subject to a formal claims handling and investigation process carried out by the insurer which limits opportunities to manipulate or conceal funds.
· Requests for payments or refunds to be made in cash are rate and handled strictly in accordance with our cash handling standards in Section 7 of this Policy.
[If the customer risk is different, please amend to medium/high risk and insert rationale for assessment].

	Product risk

	Example:
The JMLSG has categorised the products with which firms typically deal into three risk bands – reduced, intermediate and increased. Typically, pure protection insurance and general insurance contracts are categorised as reduced risk. We have therefore categorised our product risk as low risk due to the following:
· Most general insurance products such as motor, property and liability provide risk transfer i.e. they do not store value or generate returns; there is therefore minimal scope to use these products to layer or integrate illicit proceeds into the financial system. 
· Premium transactions are generally of low value, on average premiums do not rise above [insert amount] 
· Products do not typically involve complex or high frequency transactions, policies are generally straightforward, with fixed premiums and defined terms limiting opportunity for structuring or disguising illicit activity.
· General insurance products are not designed for quick cash movement or withdrawal; transactional patterns are more predictable making unusual activity easier to spot. 
[If the product risk is different, please amend to medium/high risk and insert rationale for assessment].

	Delivery channel

	Example

We assess our delivery channel risk as low due to the following:
· Face to face and telephone-based channels allow direct contact with the customer which makes it easier to detect unusual responses/ requests via a human interface. 
· Only simple, standard general insurance products are distributed via on-line channels, we do not transact complex commercial or higher risk product lines in this way.
· Standard on-line portals process payments via secure, regulated financial institutions. 
· You may have built in alerts etc. into on-line platforms which allow automated checks to be undertaken.

[If the delivery channel risk is different, please amend to medium/high risk and insert rationale for assessment].

	Geographical risk

	Example
As we deal only with customers within the UK, we assess our geographical risk as low. 
[If the geographical risk is different, please amend to medium/high risk and insert rationale for assessment].



6.5 Nevertheless, we realise that we are exposed to some higher risk factors within our business model particularly where we are exposed to cash or third party transactions, Politically Exposed Persons (PEP’s) or unusual or suspicious transactions [firms should also include reference here to any higher risk factors that are prevalent in the firm’s business model i.e. higher risk product lines or overseas business].

6.6 As different customer profiles could have different levels of risk attached to them. All customers are subject to our standard Customer Due Diligence (CDD) procedures in accordance with Section 8 of this Policy,  this enables us to identify transactions which may pose a greater risk of money laundering activity where Enhanced Due Diligence (EDD) checks and further investigation is required. 

7. Cash Handling Standards

7.1 We recognise that cash handling requests may pose higher risk exposure (for example, a customer not known to the firm seeking to pay a lump sum cash premium outside our cash handling standards; or a customer with complex insurance needs insisting on paying cash).

7.2 We generally only accept payments from a UK recognised bank account; we do however recognise that on occasion legitimate requests for small cash payments may be made, particularly if a transaction occurs face to face - for example in order to pay an initial deposit.

7.3 To reduce the risk of higher-risk transactions, we apply the following cash handling standards:

· We do not accept any cash payment in excess of £<INSERT VALUE>.
· Any request to pay a cash amount over £<INSERT VALUE> must be referred to a line manager and enhanced customer due diligence will apply.
· Any client who makes more than <INSERT NUMBER> cash payments within an annual period which collectively exceed the £<INSERT VALUE> limit must be referred to a line manager and enhanced customer due diligence will apply.
· We operate a strict no-cash-refund policy; any refund must be made by cheque, reimbursement to the credit/debit card used, or direct BACS transfer into the policyholder’s account.
· Any request to pay refunds in cash or to a third party (regardless of how the premium was originally paid) must be referred to [insert Senior Manager’s name/role]

Note: We recommend that any transaction considered high value (for example, in excess of £8,000) is subject to enhanced due diligence checks regardless of payment methods. In practice however the firm may set a much lower limit for cash transactions and/or a lower threshold for high value transactions. 
	
8. Customer Due Diligence 

8.1	We complete standard customer due diligence (CDD) when onboarding any new customer in order to ascertain whether any higher risk factors are present, these requirements are included as part of our Sales and Administration Procedures and include completion of:

· A thorough customer fact-find including obtaining a completed proposal firm/statement of fact to determine information about the customers identity, occupation, insurable interest, and legitimacy of the transaction.
· Financial Sanctions and Politically Exposed Person (PEP) screening in accordance with our Financial Sanctions and PEP Screening Policy
· Companies house check
· [Insert any other i.e. credit check as standard]

8.2 When renewing insurance policies, we [Insert here the due diligence measures that are repeated at renewal i.e. sanctions check, credit check].

8.3 We do not have any authority to settle claims; all claim payments are subject to a formal claims handling and investigation process by the insurer. [If firm operate under delegated claims authority, they should replace this paragraph with the checks that are carried out prior to a claim payment being made]

8.4 Where higher risk factors are identified as part of our standard due diligence checks at new business, renewal or when dealing with a mid-term adjustment, the transaction is subject to our Enhanced Customer Due Diligence (EDD) Procedures.

8.5 For the avoidance of doubt, we expect all employees to complete EDD in accordance with Appendix 1: Enhanced Due Diligence Procedures – Factsheet, in the event that any of the following risk indicators is identified in your dealings with a customer at any time.

· A transaction is outside the firm’s cash handling standards.
· Identification of a Politically Exposed Person.
· Large commercial customers (where a complex ownership structure is identified i.e. part of a group, especially where this includes shell or offshore companies).
· [Insert any high-risk products offered i.e. marine, aviation, trade credit insurance]
· One or more suspicious activity indicators are present including unusual payment requests, unusual frequency of transactions. 
· Any transaction exceeding [insert amount] 
· Suspicious behaviour where the customer is secretive or is unable or unwilling to answer question or provide documentation. 
· [insert any other specific indicators the firm wishes to include]

8.6 After completing EDD any concerns about identity validation, legitimacy of the transaction, evidence provided, suspicious behaviour or potential sanctions matches must be referred to [insert Senior Managers name/role] for decision and (where required) approval. The circumstances under which escalation to a senior manager must be made are outlined in Appendix 1: Enhanced Due Diligence Procedures – Factsheet



9. Investigating and Making Suspicious Activity Reports (External) 

9.1 Responsibility for AML systems and controls and SAR reporting is allocated to [insert Senior Managers name/role] as the investigating officer. 

9.2 Upon receiving an internal escalation report where suspicious activity has been identified the investigating officer will undertake a thorough investigation and make any appropriate report of the suspicious event, even if the business is not taken up. 

9.3 The investigation report will include:

· Details of all parties to the transaction.
· How the identity of the client was verified [where applicable].
· The underlying EDD information, and copies of the actual source documentation in respect of the customer.
· A full description of the transaction.
· Reasons for suspicion and supporting evidence.

9.4 The investigating officer will evaluate the customer's identity details, as well as any personal information accessible to the firm. This includes examining transaction patterns and amounts associated with the account or accounts under the same name, considering the duration of the business relationship, and reviewing any other pertinent information found in client records about the individual.

9.5 Any approach to the customer or to any associated intermediary will be made sensitively and by someone other than the investigating officer , to minimise the risk of alerting the customer or an intermediary that a disclosure to the National Crime Agency (NCA) may be being considered.

9.6 The investigating officer will ensure Internal logging of the investigation and notification to our [Board/Senior Partners] will be made without delay where an AML investigation is likely to result in a Suspicious Activity Report being submitted to the NCA. 

9.7 We will report to the NCA any transaction or activity that, after evaluation, we know or suspect, or have reasonable grounds to know or suspect, may be linked to money laundering or terrorist financing by submitting a Suspicious Activity Report (SAR). We will submit the SAR as soon as reasonably practicable after becoming aware of this. Information regarding reporting is found on www.nationalcrimeagency.gov.uk. 

9.8 The manner of reporting will include a typed, paper-based submission on a standard form as well as the existing electronic submission method: the NCA’s web-based reporting mechanism (Suspicious Activity Report) SARs Online. 

9.9 If the suspicious activity concerns a transaction or multiple transactions that have not yet taken place, or funds that have been frozen, the investigating officer will submit a ‘Defence Against Money Laundering (DAML) SAR’ to the NCA. In the case of a DAML SAR, if the NCA provides us with appropriate consent for the transaction to take place within the stipulated timeframe, we will have a defence against the money laundering offences under POCA. 

9.10 The company will permit the investigating officer to have access to any information in its possession which could be relevant. The investigating officer will consider each incident and determine whether it gives rise to knowledge or suspicion, or reasonable grounds for knowledge or suspicion. When considering an incident, the investigating officer will take into account any connected business or individuals.

9.11 When considering an incident, the investigating officer will strike the appropriate balance between the requirement to make a timely disclosure to the NCA, especially if consent is required, and any delays that might arise in searching a number of unlinked systems and records that might hold relevant information. 

9.12 Given the need for timely reporting, we consider it prudent for the investigating officer to consider making an initial report to the NCA prior to completing a full review of linked or connected relationships, which may or may not subsequently need to be reported to the NCA.

9.13 If the investigating officer concludes that the internal report does give rise to knowledge or suspicion of money laundering or terrorist financing, they must make a report to the NCA as soon as is practicable after they make this determination. The nominated officer (or appointed alternate)’s decision in this regard must be their own and should not be subject to the direction or approval of other parties within the company.

9.14 We will include in each SAR as much relevant information about the customer, transaction, or activity as we have in our records. The law enforcement agencies have indicated that details of an individual’s occupation/company’s business and National Insurance Number are valuable in enabling them to access other relevant information about the customer. As there is no obligation to collect this information (other than in very specific cases), we may not hold these details for all our customers; where we have obtained this information, however, we will include it as part of any SAR made by us. 

9.15 If, after consideration of the information available, the investigating officer decides not to make a report to the NCA, the reasons for not doing so will be clearly documented and retained with the internal reports.
   
9.16 If a regulator, the FCA/ MoJ/ Finance House/Insurers/Police must be notified, notification will be made by [Insert Senior Manager name/role]
  
10. AML Awareness 

10.1 All staff are required to complete mandatory training relating to the firms AML processes both during their induction period (when initially joining the business) and at least annually thereafter this includes the requirement to identify and report suspicious activity transactions.

10.2 Staff training is relevant to the role and responsibilities carried out and incorporates examples of how money laundering can arise in day-to-day activities. 

10.3 Those employees responsible for setting or monitoring AML controls may be required to undertake additional training which is specific and relevant to the nature of their individual role. Such training will be determined by line managers in accordance with the company’s Training and Competence Scheme and incorporated into individual training and development plans as appropriate. 

10.4 We openly encourage staff feedback and have clear escalation processes in place for staff to raise concerns, including under Section 13 of this Policy and via our Whistleblowing Policy. 

10.5 We clearly set out our expectation of staff in relation to the behaviours expected of them in our Company Code of Conduct which outlines the individual conduct rules (and Senior Management Conduct Rules where appliable) under the COCON FCA Handbook, this includes setting out that dishonest or fraudulent behaviour is not acceptable including any deliberate attempt to conceal or destroy evidence of such behaviour and that this will not be tolerated and may result in disciplinary action. 

10.6 We provide a supporting environment for staff by allowing appropriate time for AML measures to be properly observed in our processes and procedures, including when dealing with customer transactions. 

11. Monitoring and Approval
11.1 Our [compliance officer/team/function] undertake appropriate, periodic testing and monitoring of the AML measures outlined in this Policy in accordance with our Annual Compliance Plan which is designed to determine whether the activities and controls referred to in this Policy are completed as expected. 

11.2 Where we make use of technology to automate customer due diligence and suspicious transaction monitoring checks, we ensure that the technology is tested prior to implementation to ensure that any parameters/alerts operate as anticipated including when and how we respond to alerts when manual intervention is triggered and how results then feed back into the customer risk profile. 

11.3 Ongoing testing and calibration of automated checks will be carried out at periods of no more than [insert period] to ensure that the checks on which we rely remain accurate and effective. We will also ensure that any use of artificial intelligence (including machine learning algorithms designed to holistically assess customer behaviour) is subject to clear parameters which avoid any potential for unfair bias or discrimination.

11.4 We ensure that our quality monitoring platforms take account of fraud prevention controls within our sales and administration processes. Failures, or omissions on the part of individuals who are involved in carrying out customer transactions will be addressed as part of this process.

11.5 We review AML related management information at least [insert period] this includes as a minimum:

· The status of remedial/mitigating actions relating to AML systems and controls.
· Compliance monitoring/audit reports and new risk assessments undertaken during the reporting period.
· Horizon scanning reports including legal and regulatory developments in the area of AML and terrorist financing.
· Transactional data (i.e. AML alerts, new business or claims declinatures due to AML prevention controls).
· Quality monitoring results.
· Training and competence reports.
· Results of testing and calibration for automated checks.
· Breach and incident investigation reporting including Suspicious Activity Reports made to the National Crime Agency.
· Third Party Monitoring Reports
· [Insert any other specific MI which the company reviews in relation to AML controls]

11.6 From time to time, and as deemed necessary by our [Board/Senior Partners], detailed audit assurance reports may be commissioned in relation to AML and other financial crime related matters, such reports will be completed by [insert roles/individuals within the company/third parties] who have the necessary skills and expertise to assess whether controls are adequate in relation to the fraud risks our company is exposed to and whether those controls are operating effectively.

11.7 The [Board/Senior Partners] will assess and approve the adequacy of this Policy and the company’s financial crime risk assessment at least annually; approval and any associated actions deemed necessary by the [Board/Senior Partners] will be formally recorded within the minutes of the Board/Partner meeting. 

12. Record Keeping

12.1	We maintain appropriate records to demonstrate compliance with our obligations under applicable AML obligations. The following records will be retained for a minimum of [five years] from the end of the business relationship with the customer or from the date of an occasional transaction. 

· Copies of all documents and information obtained to satisfy both standard Customer Due Diligence (CDD) and Enhanced Customer Due Diligence (EDD) where applicable.
· Records of transactions undertaken in the course of business, sufficient to permit the reconstruction of individual transactions. 
· Records of internal and external suspicious activity reports (SAR’s) including decisions made and supporting rationale. 

12.2	A copy of our financial crime risk assessment and any associated Board Minutes referencing this assessment will be retained for a period of 6 years from the date that the assessment was approved by the [Board/Senior Partners].

12.3	All records will be stored securely whether in physical or electronic form, and protected against unauthorised access, alteration, or destruction in accordance with our data security Policy. 

12.4	We ensure that our record keeping systems enable us to respond fully and promptly to enquiries from law enforcement agencies and regulators and all records will be made available promptly to competent authorities upon lawful request.

13. Compliance Obligations

13.1	Everyone has a personal responsibility to comply with this Policy. If you do not understand what is expected or believe you cannot comply with any part of this Policy, you must speak to your line manager.

13.2 If you feel you are being asked to do anything that compromises your ability to meet this Policy, or if you know or suspect anyone is acting in breach of it, you must report this confidentially to your line manager or to [insert name/role], or via the company Whistleblowing Policy.

13.3 All senior personnel within the company will, at all times, support this Policy and will not seek to influence any member of staff to behave in a manner which has the potential to allow the occurrence of money laundering. 

13.4	Failure to comply with this Policy may result in disciplinary action.

Appendix 1 - Enhanced Due Diligence (EDD) Procedures 
Employee Factsheet
What is EDD? 
Enhanced Due Diligence (EDD) means carrying out extra checks to verify who the customer is and the legitimacy of a transaction. 
EDD builds on standard Customer Due Diligence (CDD) to help us to understand whether a transaction presents a higher risk of money laundering or terrorist financing activity.
When must I complete EDD? 
You MUST complete EDD when one or more high risk or suspicious transaction indicators are present in ANY transaction as outlined in Section 8 of this AML Policy and including:
· A transaction is outside our cash handling standards as outlined in Section 7 of this AML Policy.
· Requests for payments/refunds to be made by or to third parties where there is no clear relationship with the policyholder or via multiple third parties where there is no clear rationale.
· The customer is (or may be) a Politically Exposed Person (PEP) (see our company Financial Sanctions and PEPs Policy).
· Frequent overpayments followed by refund requests especially where these involve cash transactions. 
· Dealing with customers outside of the UK or requests to pay or receive refunds via foreign bank accounts.
· Taking out high value policies and cancelling them early to obtain refunds.
· Repeatedly making mid-term adjustments, switching policies or insurers which are unusual or excessive for the type of insurance and without a clear reason.
· Policies placed for unusual risks that do not fit the client’s profile.
· Claims that appear staged or exaggerated or in close proximity to the inception of the policy
· Known criminal or relative/ associate of known criminal.
· You have any doubt about the customer’s identity, the legitimacy of the transaction, or the information provided to you in your dealings with the customer.
	Practical Examples
Here are some practical examples of when EDD would apply:
· A customer wants to pay for their insurance in cash, and the amount is more than our cash limit.
· A customer asks for someone else (not linked to them) to pay their premium or asks you to take payment from an unknown intermediary.
· A customer keeps making lots of changes to the policy that don’t seem normal for that type of insurance.
· A business customer has a complicated ownership set-up (for example, a chain of companies), and it’s hard to work out who the real owner is or where they are based.

· A customer who is asking to make a payment from a non-UK bank account 
· A customer wants to insure something for a very high amount that seems unrealistic or much higher than you would expect.
· The customer avoids questions, gives unclear answers, or refuses to provide information or documents when asked.



Key point: A trigger does not automatically mean money laundering is happening. It means the risk is higher and we must take further verification steps before proceeding.
What you must do (step-by-step)
You MUST tell your line manager before starting EDD and then:
· Verify identity (individual customers): obtain and check a physical copy of government-issued photo ID and a recent utility bill (or other acceptable address evidence).
· Complete electronic KYC checks (state what your firm uses: e.g. electoral roll / credit reference / biometric identification / other).
· Business customers: identify and verify the identity of directors/partners and all beneficial owners (e.g. any individual with >25% ownership/control).
· Understand the transaction: request relevant documents as applicable (e.g. proof of ownership such as V5/purchase receipt; source of funds evidence such as bank statements, proof of income, loan/finance documentation).
· Any other firm-specific EDD measures: [insert here any other checks the firm has in place e.g. adverse media screening for PEPs, additional verification steps, senior approval requirements].
When checking evidence provided to satisfy yourself of the customer’s identity you should assess:

· Visual likeness with the customer and any photo ID (where the customer is present or where biometric validation is in place).
· The customer’s date of birth matches the apparent age of the customer.
· The address on the ID matches the address given.
· The spelling of names and addresses correspond exactly between the information provided by the client, the ID provided and the corresponding utility bill as well as accuracy against other electronic KYC checks undertaken such as electoral role or credit references. 
· The ID is valid.
You must be vigilant of forgeries, and check that the documents are not: 
· unclear or fuzzy 
· rough or uneven over the required information 
· tattered or uneven around any photograph or the required information 
· lacking a holographic picture or watermark where applicable 

Face to Face Transactions
Where copies of identification are taken, they must be dated and signed “original seen.” Where verification evidence includes a photograph, the copy must be certified with wording such as “the photograph is a good likeness of the applicant.”

Telephone and on-line transactions
Business conducted by distance communication can increase impersonation risk, however JMLSG guidance does not encourage the sending of sensitive identification documents such as passport and driving licence by post. There are however other ways of verifying copy identification documents for example you may:
Note: Firms will need to personalise the list below based on what methods they typically use.
· Use a combination of checks in addition to obtaining a copy of the government issued ID to check consistency such as credit checks/utility bills/bank statements/electoral register etc.
· Ask knowledge-based authentication questions, which involve asking questions based on personal history or public records that only the true person would know i.e. how long they have lived at their current address?
· Set up a live video call checks. 
· Request copies of official identity documents certified by a trusted professional which can be cross checked.
· Use biometric technology to assess live visual likeness against a photograph upload. 
· Use other multi factor authentication, such as sending an access code to the registered address or using the DVLA share-code service (with consent).
Recent changes of address and temporary addresses
Where a new residential address cannot be proved because the address is only temporary or because verification evidence is not yet available, then the previous address should be verified. The current address should be verified as soon as practically possible afterwards. Notes should be held on file to clarify the situation.
Special Cases
[bookmark: _Hlk161740077]There may be legitimate cases where a customer is unable to meet the standard verification requirements examples include benefit claimants, those in care homes, sheltered accommodation/refuge, persons on probation, international students, economic migrants, refugees, and asylum seekers. In such cases where standard documents are not available these should be referred to [insert Senior Managers Name/Role], who will consider if an appropriate alternative may be provided. 
Note: PART II of the Joint Money Laundering Steering Group Guidance for the UK Financial Sector (Sectoral Guidance) provides a list of documents which are capable of being used for verification purposes in such cases in Annex 1-I. Firms may wish to use this as a referral guide for Senior Manager referrals).
Recording & approvals
· Record on the [client file/system record] that EDD has been triggered, what checks were completed, what evidence was obtained, and the outcome.

· Keep copies of relevant documents/evidence in line with our record-keeping requirements (see Section 12 of this Policy).

· Obtain sign-off from [your line manager] before the relationship is finalised and before any transactions take place.
When to stop and escalate
· If you cannot validate identity or you are not satisfied with the legitimacy of the transaction i.e. false addresses or P.O. Boxes, unclear source of funds or insurable interest or are unsure of any of the information you have been provided, do not proceed and escalate.

· If the customer is unwilling or unable to provide suitable information/evidence, do not proceed and escalate.

· If you identify any suspicious behaviours or requests that may suggest that money laundering or terrorist financing is occurring, do not proceed and escalate.

· If you identify a transaction involving potential match to individuals or entities on the HM Treasury Sanctions List do not proceed and escalate.

· If you identify that you are dealing with a Politically Exposed Person, you must escalate for senior management approval before proceeding. 

· If you receive instructions from unapproved agents and introducers do not proceed and escalate.

Important: You must NEVER alert the customer to your suspicions; this is known as ‘tipping off’ and is a criminal offence, this also applies where you suspect that another employee or other third party may be involved.
How to Escalate suspicious transactions (Step by Step)

Where you know or suspect (or have reasonable grounds to know or suspect) that we are dealing
with a suspicious transaction or activity, you must act promptly and follow this process:
· If appropriate, refer to your line manager, but not in a manner that could alert the customer to the suspicion or any other suspicious activities (to avoid tipping off).
· Ensure that you have requested all the information regarding identity and legitimacy  of the transaction in line with these EDD procedures.
· Do not discuss your suspicions with anyone inside or outside the firm who is not authorised to deal with such concerns.
· Report in confidence to [insert Senior Manager’s name / other nominated officer] and agree a course of action which may include approval where appropriate or them taking over the transaction or asking you to gain supplementary information.
· [Insert Senior Manager’s name / other nominated officer] will acknowledge in writing where they have approved the transaction or that they will undertake an investigation and that you have fulfilled your obligation by reporting the suspicion.
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