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	Guidance notes for using this document 
This policy is designed to work in conjunction with other financial crime documents for which we provide templates, and which are outlined in paragraph 2.8 of the policy template. In addition, most firms will already have in place a number of fraud prevention measures outlined in various other compliance policies and procedures, this policy does not seek to duplicate those policies and therefore cross refers to those which we believe will be most relevant to a firms’ fraud prevention measures.  
This policy must be amended and adapted by firms as appropriate to their circumstances/arrangements or it will not withstand regulatory scrutiny. Statements made within this policy must be accurate, and firms must be able to evidence compliance with the policy.
Corporate Offences
In preparing this document, firms should be aware of the
· Economic Crime and Corporate Transparency Act 2023 (ECCTA) which creates a new corporate offence of failure to prevent fraud; and 
· The corporate offences of failing to prevent the criminal facilitation of tax evasion.
These offences apply to incorporated bodies and partnerships, however whereas the corporate offences relating to facilitation of tax evasion apply for firms regardless of size, the ECCTA only applies to large organisations (as defined under sections 201 and 202 of the ECCTA), see Appendix 1 for further information relating to these offences. 
In order to provide a defence for the corporate offences, firms must be able to demonstrate that they have put in place reasonable prevention measures. There is published Home Office guidance to assist firms in determining what reasonable fraud prevention measures should consist of, and HMRC has published similar guidance for firms in relation to the prevention of the facilitation of tax evasion. Both sets of guidance are based on 6 principles which are:
· top level commitment, 
· risk assessment, 
· proportionate risk-based prevention procedures, 
· due diligence, 
· communication (including training) and 
· monitoring and review 
Click here to read ECCTA guidance 
Click here to read HMRC guidance 
While the overarching principles mirror each other within the separate guidance documents, firms will need to ensure that their risk assessments, policies, and other prevention measures are suitable in light of each of the base individual fraud/tax evasion offences covered by the corporate offences. 
Small Firms 
Regardless of whether a firm is specifically in scope of each of the corporate offences the guidance issued in relation to reasonable prevention measures will be useful to all firms as best practice. Our opinion is that the published Home Office and HMRC guidance is closely aligned to FCA expectations, and those areas of good practice outlined in the FCA’s Financial Crime Guide. We have therefore considered both government guidance and FCA guidance as best practice within this policy. 
Firms must not rely wholly on this template without having read guidance accompanying the corporate offences which apply to them in full and having completed a thorough risk assessment. The measures and controls in place must reflect the level of fraud and tax evasion facilitation risk the firm is exposed to and firms should note that the burden of proof to evidence prevention measures in the event of prosecution will be on the firm. 
If firms require any additional support with understanding their obligations in relation to these corporate offences, they should contact our Technical Helpline for further support. 
Training
We recommend that staff are trained in the firm’s approach to identifying and responding to fraud at induction and on an annual basis thereafter (or more frequently as required). Such training such include help for staff in recognising and reporting fraud and should include examples which are role relevant. In addition, a copy of this policy should be made available to all staff, and we recommend that this is evidenced via a read and understood declaration. 
Data Security
Securing customer data is an important part of fraud prevention and as such firms should have in place a Data Security Policy which outlines key measures which the firm undertakes to secure customer data and control authorised access.
Governance
The issue of fraud should be reviewed at Board/Partner/Senior Mgt. level (as appropriate) in order to identify and manage any actual or potential fraud within the business on an ongoing basis, and should reflect both the firm’s approach to fraud prevention as well as the actual procedures which the firm has in place; it should be regularly reviewed to ensure it continues to address any, and all, actual or potential fraud risks of which the firm is aware.
Where a conflict may exist, which is sensitive or confidential (e.g., the acquisition of another business), the firm may decide not to include it in this policy. In which case such a conflict should be included elsewhere, such as in the Board/Partner/Senior Mgt. meeting minutes, as appropriate.
Personalising this template.
When personalising this document, you should:
· Delete or adapt (as appropriate) blue/red text and text in square brackets. 
· Delete this guidance note (including the ‘History of changes to this document’ above)
· Please note that headers/footers/contents/section/paragraph numbering should be checked after personalisation and before use.
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1. Introduction
1.1 This policy outlines [Insert Company Name] (‘we,’ ‘us,’ ‘our’ ‘company’) approach to preventing our business or our customers being targets of fraud. In developing this policy, we have considered our legislative and regulatory obligations relating to fraud, as well as trusted industry best practice to prevent it. We have taken into account the Fraud Act 2006, the Senior Management Arrangements, Systems and Controls (SYSC) sourcebook from the Financial Conduct Authority (FCA) handbook and the FCA Financial Crime Guide.
1.2	We understand that failure to prevent the criminal facilitation of tax evasion is a corporate offence that could result in our company being prosecuted. We have therefore taken into account relevant guidance issued by HMRC relating to proportionate, risk-based prevention measures when designing and implementing this policy. 
1.3	We are not in scope of the offence of failure to prevent fraud under the Economic Crime and Corporate Transparency Act 2023; we have however taken into account its accompanying guidance relating to ‘reasonable fraud prevention measures’ as best practice guidance when designing and implementing this policy.
Or 
We are in scope of the Economic Crime and Corporate Transparency Act 2023 and understand that failure to prevent fraud could result in our company being prosecuted under the corporate offence of failing to prevent fraud. We have therefore taken into account guidance accompanying the Act in relation to ‘reasonable fraud prevention measures’ when designing and implementing this policy.
1.4 In addition to meeting our legal and regulatory obligations we recognise that sound fraud prevention benefits our business through building trust with our customers and the markets in which we trade, as well as improving confidence in the insurance sector as a whole. 
1.5 We recognise that our firm has a duty to avoid foreseeable harm which includes taking reasonable steps to prevent any of our customers falling victim to fraud through our services. Subsequently, we pledge to allocate sufficient resources to our internal controls, monitoring systems, human resources, and staff training to prevent fraud.
2. Scope and Objectives
[bookmark: _Hlk520803493]2.1	This policy has been adopted by our [Board of Directors/Senior Partners] and applies to everyone involved in our business and to all business activities undertaken by the company. 
2.2 	For the avoidance of doubt, this includes all officers of the company [i.e., Directors/Non-Executive Directors/Partners/Members/Shareholders] as well as all employees including permanent, contract and temporary staff of the company. This policy also applies to all our majority owned business operations which we or our subsidiaries operate, and to any third-party acting on behalf of the company including appointed representatives and outsource service providers. 
2.3	Where we deal with third-party business partners including (for example) contractors, suppliers, and joint venture partners or where we have a minority ownership interest in a third-party firm, we will encourage the adoption of this or a similar policy . In all our dealings with third parties and subsidiary business operations we will take appropriate action if we have reason to suspect that fraudulent or corrupt practices are undertaken.
2.4	All employees and associated persons are required to familiarise themselves and comply with this policy including any future updates which may be issued from time to time.
2.5	Any breach of this policy is likely to constitute a disciplinary or contractual matter for the individual concerned and may cause serious damage to the reputation and standing of the company. We may also face liability for unlawful actions taken by our employees or associated persons. 
2.6	All elements of this policy and associated policies in paragraph 2.8 of this policy, focus on the requirements of UK legislation and regulation.
2.7	The objectives of this policy are to: 
· Outline our approach to preventing fraud, both from external and internal perpetrators. 
· Emphasise our commitment to allocating sufficient resources to preventing fraud. 
· Explain how we meet our anti-fraud requirements specified by our regulatory bodies and applicable government guidance.
· Clearly outline the responsibilities of our senior management and responsible officer for fraud and other key individuals in relation to our anti-fraud strategy. 
· Explain the most up-to-date fraud risks that we are vulnerable to and how we intend to counteract these risks. 
· Elaborate how we will investigate and rectify instances of fraud when they occur. 
· Confirm that we will take steps to monitor compliance with this policy throughout the organisation. 
2.8	This policy is designed to work and be read in conjunction with the following documents:
· Overarching Financial Crime Policy 
· Anti-Bribery and Corruption Policy
· Gifts, Inducements & Hospitality Policy
· Anti-Money Laundering Policy
· Whistleblowing Policy
· Financial Sanctions and PEP’s Policy
· Company Code of Conduct 
· Sales and Administration Procedures 
· Third Party Outsourcing Policy 
· Procurement Policy
· Conflicts of Interest Policy
· Data Security Policy 
· [insert any other policies/procedures that may apply for example procedures relating to accounting, statutory reporting, and tax related matters]
3. Responsible Officer and Senior Management Oversight 
[bookmark: _Hlk213938436][bookmark: _Hlk213938452]3.1	We have appointed [Insert Senior Manager name/role] as the Senior Management Function responsible for implementing, maintaining, and monitoring compliance with this policy. [Insert Senior Manager name/role] is judged to be adequately skilled to hold the role by the [Board/Senior Partners]. 
3.2 	[Insert Senior Manager name/role] is responsible for: 
· Maintaining the company’s fraud risk assessment in accordance with Section 5 of this policy and continually assessing the fraud risks to which the company is vulnerable. 
· Implementing measures, procedures, and processes to prevent fraud from occurring. 
· Maintaining this policy, ensuring that it is updated where necessary in line with legislative, regulatory, and best practice advancement. 
· Ensuring that all employees are provided with appropriate levels of fraud prevention training.
· Ensuring that appropriate monitoring activity is undertaken to provide assurance of compliance with this policy throughout the organisation.
· Cooperating and liaising with regulators and law enforcement authorities with regards to fraud investigations involving the company. 
· Making external reports to the Police or law enforcement authorities regarding instances of fraud at the company. 
3.3 [Insert Senior Manager name/role] is responsible for maintaining the company’s processes for investigating and reporting fraud incidents and suspected tax evasion to relevant authorities and for making such reports. This includes escalation and approval of fraud reports by the [Board/Partners]. Information on relevant authorities and reporting is outlined in Appendix 1 of this policy.

 3.4	The [Board/Senior Partners] fully endorse this fraud policy. As recommended in Part 2 of the FCA’s financial crime guide for firms, the [Board/Senior Partners] take proactive responsibility for the company’s fraud prevention strategy including:
· Assessing and approving the company’s fraud prevention policies and procedures.
· Determining the adequacy of fraud risk assessments in identifying the fraud risks to which the company is vulnerable and the associated fraud prevention measures in place to mitigate the risk that business is used to further financial crime. 
· Ensuring that the company has an adequate monitoring programme which assess whether fraud prevention controls take place as expected and at appropriate intervals. 
· Allocating sufficient resources towards the company’s fraud prevention strategy to enable compliance with all current requirements.
· Ensuring that the company’s Directors meet their statutory and regulatory responsibilities towards fraud prevention. This includes compliance with FCA rules and guidance, the Companies Act 2006 and the Economic Crime and Corporate Transparency Act 2023, and Government guidance for the corporate offences of failure to prevent the criminal facilitation of tax evasion. 

4A. 	Definition of Fraud 
4A.1	All businesses may be affected by fraud, whether its source is internal or external. Our business defines a fraudulent act as:
	‘Any act, omission or abuse of position intended to obtain an advantage, avoid an obligation, falsify information or cause loss to our company.’



4A.2 	The Fraud Act 2006 states that an offence may be committed by: 
· Dishonestly making a false representation (to a person, or to any system or device).
· Dishonestly failing to disclose information when under a legal duty to disclose it.
· Dishonest abuse of position.
4A.3 	Internal fraud is typically committed by the employees or officers of the company, such as staff, [Directors/Partners], owners or other investors. Internal fraud can take many forms, such as:
· false accounting,
· fraudulent trading i.e. deceiving and defrauding creditors
· misrepresentation of our company’s financial information, 
· intentionally misleading customers in relation to policy details or coverage in order to make a sale, 
· falsification of documents or records, 
· embezzlement, 
· insider collusion with clients or suppliers, 
· unauthorised disclosure or use of confidential or personal data, 
· simple property theft or misuse of client funds or premiums, 
· fraudulent claims by staff-on-staff insurance schemes
· [Insert here any other specific example of fraud that the company is exposed to]
4A.4	It is also possible that we could encounter fraud committed by our business partners, suppliers or agents, and all staff should be aware that internal fraud can also include participating in a fraudulent business or obtaining services dishonestly. Simple non-payment of invoices is not however classed as fraud, and this will be handled through our credit procedures.
4A.5	External fraud can be perpetrated by customers, typically referred to as first party fraud, which is well known in the insurance and consumer credit market, for example through: 
· Deliberate underinsurance.
· Application fraud - making a false declaration in order to obtain a financial product e.g., vehicle insurance, credit borrowing.
· Exaggerating or falsifying claims.
4A.6	Third-Party Fraud can also be carried out by unknown parties where for an example, an individual’s identity or personal details are used without their consent or knowledge to gain access to their accounts, funds or to obtain financial products illegitimately. 
4A.7	Whilst less common, if a customer is found to have knowingly provided their information to a third party with the intention of that person committing fraud, this is known as second party fraud and the customer would be committing an offence.
4A.8	Further information on UK legislation and fraud offences is contained in Appendix 1 of this policy.
4A.9	All suspected cases of fraud or involvement with fraudulent activity will be investigated promptly and thoroughly and disciplinary and legal action will be taken where appropriate. 
4B. Definition of Tax Evasion
4B.1	Tax evasion is a criminal offence which is defined as a deliberate attempt not to pay tax that is due. It involves actions such as underreporting or hiding income to avoid paying taxes and can lead to serious individual consequences for any person who commits the offence, including financial penalties and criminal conviction. 
4B.2	All references to tax within this policy include national insurance contributions (and their equivalents in any non- UK jurisdiction).
4B.3	Our company has a legal obligation to prevent the facilitation of criminal tax evasion committed by any person or business with whom we are associated. Our company does not have to have deliberately or dishonestly facilitated the tax evasion itself; if we fail to prevent our employees, workers, agents, or service providers facilitating tax evasion, we can face criminal sanctions as well as considerable damage to our reputation. 
4B.4	For the avoidance of doubt tax evasion is not the same as tax avoidance or tax planning. Tax evasion involves deliberate and dishonest conduct. Tax avoidance is not illegal and involves taking steps, within the law, to minimise tax payable (or maximise tax reliefs).
4B.5	It is not acceptable for you (or someone on your behalf) to: 
· engage in any form of facilitating tax evasion or foreign tax evasion,
· aid, abet, counsel, or procure the commission of a tax evasion offence or foreign tax evasion offence by another person,
· fail to promptly report any request or demand from any third party to facilitate the fraudulent evasion of tax or any suspected fraudulent evasion of tax (whether UK tax or tax in a foreign country) by another person.
4B.6	Further information on UK legislation regarding criminal tax evasion is contained in Appendix 1.
4B.7	When dealing with any third parties on behalf of the company, you must be vigilant and you must  look out for the “Potential Risk indicators of Tax Evasion”, outlined in Appendix 2 of this policy, and report any such situations to your line manager in the first instance, or directly to [insert Senior Manager name/role] before taking any further action or continuing with a transaction.
4B.8	All suspected cases of criminal tax evasion will be investigated promptly and thoroughly, and disciplinary and legal action will be taken where appropriate. 
5. Managing Fraud Risk
5.1 We ensure that the risks to our Company arising from fraud (including the facilitation of criminal tax evasion are assessed periodically as part of the company’s business risk management process, this includes:
· Completion of regular risk assessment of the types of fraud that the organisation may be exposed to including the risk that we may be associated with the facilitation of criminal tax evasion (foreign or domestic). These risk assessments record the key controls we have put in place to ensure effective mitigation of those risks and any further mitigating actions required.
· Development of contingency plans to ensure appropriate and timely action is taken if fraud/criminal tax evasion is suspected or uncovered.
· Consideration of fraud risks in relation to any new strategic development project.
· Horizon scanning to ensure that any new or emerging forms of fraud or regulatory/legal updates are fully considered and that appropriate actions are taken to address these, this also includes information published by fraud prevention organisations and consumer organisations.
5.2 We take a proportionate approach to risk assessment, considering that it may not be possible to anticipate all fraud risks that we may be exposed to at any given time, particularly given that new forms of fraud continue to emerge. We therefore focus our risk assessments on assessing:
· the level of opportunity that may exist for fraud and the facilitation criminal tax evasion to occur due to for example a weak control environment or ineffective oversight,
· the motives that may drive potentially fraudulent behaviour both internally and externally; and 
· the rationalisation of the risk such as frauds which are common to our business sector and the products that we distribute.	
5.3 Sources of information about potential risks including internal data analytics, compliance monitoring/internal audits, and information from external sources i.e. FCA, Trade bodies, fraud prevention organisations and consumer organisations are also used to provide insight.
5.4 We incorporate emergency scenarios into our risk assessments, particularly where we are at risk of events that could pose widespread loss of life or damage to property, or significant financial instability, and that would require mitigating action by authorities.
5.5 We maintain records of all risk assessments undertaken and any mitigating or remedial actions required are tracked through to completion with senior management oversight to ensure that actions are completed to an acceptable standard and in a timely manner, the status of these action plans are submitted as part of the company’s management information review as outlined in paragraph 10.5 of this policy.
5.6 We manage our fraud risk by:
· investigating all incidences of actual, attempted, or suspected fraud, and all instances of major control breakdown,
· encouraging staff to be vigilant and raising fraud awareness at all levels,
· providing staff with effective confidential reporting mechanisms and encouraging their use,
· acting against individuals and organisations perpetrating fraud against the company and seeking restitution of any asset fraudulently obtained and the recovery of costs,
· co-operating with the police and other appropriate authorities in the investigation and prosecution of those suspected of fraud; and
· ensuring fraud forms part of our risk management, compliance monitoring and governance arrangements as outlined in Section 10 of this policy. 
6. Fraud Prevention Measures
6.1	The company does not tolerate fraud (including the facilitation of criminal tax evasion) in any form and we have a firm commitment to reject fraud, even if this results in short term business loss, missed opportunities or delays.
6.2	Under this policy, our employees and representatives are prohibited from engaging in any behaviour, or enabling others to engage in behaviour, which could result in the company or its customers being defrauded or in the facilitation of criminal tax evasion. The company’s employees entrusted with high responsibility positions, especially those with access to financial controls and customer information, must at all times act with the highest integrity and not commit any fraudulent act which may intentionally mislead customers or damage the wellbeing or livelihoods of customers i.e. knowingly put customers at risk of harm or bring the company into disrepute.
6.3	Employees and representatives should, at all times, abide by this Fraud Prevention Policy, our Data Security Policy and other associated company policies as listed in paragraph 2.8 of this policy and take all steps to prevent fraud where permissible that are in their line of duty. 
6.4 In the eyes of our company, fraudulent behaviour through wilful intent to defraud, or negligence in preventing fraud is unacceptable and the individual(s) responsible would be subject to strict disciplinary measures in accordance with our Company Code of Conduct and Disciplinary Procedures.
6.5 Adherence to this and our other financial crime policies and procedures enhances the fraud prevention measures we take to protect ourselves and our customers from harm.
6.6 We segregate duties throughout our organisation to avoid a single individual initiating, processing, and controlling transactions and maintain various approval and sign off procedures which support segregation of duties and allow for the early identification of any suspicious activity.
6.7 We require our employees to declare any conflicts of interest in terms of close relationships with customers, other staff and third party firms with whom we deal or may deal, employees are also required to declare any offers of gifts and hospitality under our Gifts and Hospitality Policy which enable us to ensure that staff remain objective in their dealings with others. 
6.8	As a minimum the company is committed to ensuring the following fraud prevention measures are in place:
· Effective HR policies are embedded including reference to the recruitment and screening of new staff (including appropriate checks of good repute for individuals involved in insurance distribution and enhanced fitness and propriety checks for Senior Management and high-risk roles). The policies include performance management via an effective appraisal system, disciplinary processes and exit interviews. 
· We include terms in employment contracts requiring employees and contractors not to engage in fraudulent activities (including the facilitation of tax evasion), and to report any concerns immediately.
· We maintain clear accounting and reconciliation processes and procedures, including approval and sign off procedures. Records of all financial transactions are retained in accordance with Section 8 of this Policy.
· All staff are required to undertake fraud prevention training in accordance with Section 7 of this policy.
· We embed key fraud prevention transactional and system controls which are contained within in our Sales and Administration procedures and Premium/Client Money Handling Procedures.
· We undertake a customer fact find for each insurance proposal/consumer credit application including reasonable checks to verify the identity of customers and associated fraud risk. As a minimum this includes sanctions/pep checks, credit checks and checking national fraud databases. Where a higher risk is identified, enhanced due diligence measures are applied in accordance with our Sales and Administration Procedures and Anti-Money Laundering Policy.
· We maintain a Conflicts of Interest Policy and Register which considers the controls and mitigating factors for those conflicts which may drive unethical behaviour and therefore increase the risk of fraudulent activity.
· We operate a Remuneration Policy which is based on a balanced score card approach to staff reward, including qualitative as well as quantitative measures and which strictly prohibits non-ethical behaviours in the pursuit of business targets, reward, or remuneration.
· Data Security Policies are maintained and embedded.
· Staff are encouraged to report suspicious activity and are able to make protected disclosures under the company Whistleblowing Policy.
· All of our dealings with third party agents, suppliers and distributors are subject to appropriate due diligence and contractual arrangements in accordance with Section 7 of this Policy
· [Insert any other fraud prevention measures in place as identified in the firms’ risk assessment]
7. Third Party Arrangements - Due Diligence
7.1 Any third parties that we work with must be carefully selected, appointed, and monitored (subject to contractual controls). It is important that we only work with third parties where we are confident that they will not engage in the facilitation of fraudulent activities or tax evasion. 
7.2 We will only consider the appointment of a third party to act as our agent, including outsource service providers or appointed representatives after having concluded an appropriate due diligence process and subject to appropriate contractual arrangements. Such arrangements are also subject to regulatory approval and notification processes.
7.3 The nature and extent of due diligence carried out will be determined by the level of risk posed by the relationship, however we set out our general approach to the appointment and due diligence standards required for most third party arrangements in our Third-Party Supplier / Procurement Policy /Agency Management Procedures/ Third Party Outsource Policy/ [insert any other policies relevant to the company’s due diligence processes].
7.4 If requested, third parties must confirm that they have similar policies on fraud prevention and the anti-facilitation of tax evasion, and we reserve the right to inspect them. 
7.5 We include termination clauses in all third-party contracts that which allow us to terminate the arrangement in the event of a significant breach which includes any fraudulent activity. 
7.6 All third-party appointments are subject to the approval of at least two Senior Managers Functions one of whom must be [insert name of senior manager/role] and only Senior Management Functions have the authorisation to commit the company to contract as authorised signatories. Note that if the firm has delegated signatory responsibility to any other person this should be noted here. 
7.7 We are committed not to recommend the services of others who do not have reasonable prevention procedures in place to prevent fraud or facilitate criminal tax evasion. Not only because of the regulatory and legal implications for our company but because we believe this is vital to protect our customers, reputation, and business partner confidence.
7.8 We periodically monitor our third-party arrangements to ensure that they remain fit and proper. Higher risk third party arrangements including appointed representatives and outsource service providers will be reviewed annually. Those that are deemed as less of a risk will be reviewed not less than every [insert period] years. 
7.9 Any intention to enter into any transaction relating to the acquisition of or merger with another third party is strictly prohibited without the oversight and approval of the [Board/Senior Partners]. The company undertakes significant due diligence in such circumstances and must ensure that it meets is obligations to obtain regulatory approval, this may involve obtaining legal or other specialist advice before any such transaction completes.
8. Bookkeeping and Accounting 
8.1 Accurate records, and accounts must be kept of all transactions made by our company this includes transactions relating to customers, third party invoices and payroll. You must not make, approve, or process any payment which relates to our company with the intention, understanding or suspicion that any part of the payment is to be used for any purpose other than that described by the documents supporting that particular payment. This means that we prohibit any "off the books" or unrecorded funds or accounts. 
8.2 Examples of prohibited record keeping activities include (but are not limited to):
· making records appearing to show a payment to one person when, in fact the payment was made to, or intended for someone else,
· submitting inaccurate expenses,
· records that inaccurately characterise or inaccurately describe the true nature of transactions or payments,
· claims for services, products or equipment not received; and/or
· creating or maintaining any unrecorded funds or assets, including unrecorded "petty cash".
9. Fraud Awareness 
9.1 All staff are required to complete mandatory training relating to fraud detection, prevention and response both during their induction period (when initially joining the business) and at least annually thereafter.
9.2 Staff training will be relevant to the role and responsibilities carried out and incorporate examples of how fraud can arise in day-to-day activities. 
9.3 Those employees responsible for setting fraud prevention measures or monitoring of key fraud controls and data security measures may be required to undertake additional training which is specific and relevant to the nature of their individual role. Such training will be determined by line managers in accordance with the company’s Training and Competence Scheme and incorporated into individual training and development plans as appropriate. 
9.4 We openly encourage staff feedback and have clear escalation processes in place for staff to raise concerns, including via Section 10 of this policy and via our Whistleblowing Policy. 
9.5 We clearly set out our expectation of staff in relation to the behaviours expected of them in our Company Code of Conduct which outlines the individual conduct rules (and Senior Management Conduct Rules where appliable) under the COCON FCA Handbook, this includes setting out that dishonest or fraudulent behaviour is not acceptable, will not be tolerated and may result in disciplinary action. 
9.6 We foster a fraud aware culture by encouraging the sharing of fraud related information with staff such as best practice case studies and other examples of how fraud can have a negative impact on colleagues, the business, the sector, and public trust. We encourage team leaders to regularly discuss fraud issues in team meetings and periodically share e-mails articles for information purposes. 
9.7 We provide a supporting environment for staff by allowing appropriate time for anti-fraud measures to be properly observed in our processes and procedures, including when dealing with customer transactions. 
10. Monitoring and Approval
10.1 Our [compliance officer/team/function] undertake appropriate, periodic testing and monitoring of the prevention measures outlined in this policy in accordance with our Annual Compliance Plan which is designed to determine whether the activities and controls referred to in this policy are completed as expected. 
10.2 Where we make use of technology to automate fraud prevention checks we ensure that the technology is tested prior to implementation to ensure that any parameters/alerts operate as anticipated including when and how we respond to alerts when manual intervention is triggered and how results then feed back into the customer risk profile. 
10.3 Ongoing testing and calibration of automated checks will be carried out at periods of no more than [insert period] to ensure that the checks on which we rely remain accurate and effective. We will also ensure that any use of artificial intelligence (including machine learning algorithms designed to holistically assess customer behaviour) is subject to clear parameters which avoid any potential for unfair bias or discrimination.
10.4 We ensure that our quality monitoring platforms take account of fraud prevention controls within our sales and administration processes. Failures, or omissions on the part of individuals who are involved in carrying out customer transactions will be addressed as part of this process. 
10.5 We review fraud related management information at least [insert period] this includes as a minimum:
· The status of remedial/mitigating actions relating to fraud prevention measures.
· Compliance monitoring/audit reports and new risk assessments undertaken during the reporting period.
· Horizon scanning reports including legal and regulatory developments and new and emerging fraud risks.
· Staff expenses and gifts and hospitality registers.
· Transactional data (i.e. fraud alerts, new business or claims declinatures due to fraud prevention controls).
· Quality monitoring results.
· Training and competence reports.
· Results of testing and calibration for automated checks.
· Breach and Fraud investigation reporting. 
· Client money and financial reports
· Third Party Monitoring Reports
· [Insert any other specific MI which the company reviews in relation to fraud prevention]
10.6 From time to time, and as deemed necessary by our [Board/Senior Partners], detailed audit assurance reports may be commissioned in relation to fraud prevention and other financial crime related matters, such reports will be completed by [insert roles/individuals within the company/third parties] who have the necessary skills and expertise to assess whether controls are adequate in relation to the fraud risks our company is exposed to and whether those controls are operating effectively.
10.7 The [Board/Senior Partners] will assess and approve the adequacy of this policy and the company’s fraud prevention risk assessment at least annually; approval and any associated actions deemed necessary by the [Board/Senior Partners] will be formally recorded within the minutes of the Board/Partner meeting. 
10.8 Any serious fraud events which affect the company or its customers should be reported to the [Board/Senior Partners] immediately. For the avoidance of doubt those fraud events that may result in widespread customer harm, legal or regulatory investigation of the company or any of its employees, officers or third party associates in accordance with paragraphs 2.2 and 2.3 of this policy, significant financial loss for the company or reputational damage should be escalated to the [Board/Senior Partners] without delay. 
11. Supporting Customers with Fraud Prevention 
11.1 We are committed to raising awareness of fraud issues that may affect our customers and to providing support to those customers who have fallen victim to fraud. 
11.2 The most common forms of fraud that are likely to affect our customers relate to:
· The risk that a customer’s personal data is compromised leading to identify theft.
· In the event that the customer is misled into revealing information (including payment information) to an illegitimate third-party purporting to be our company i.e. via phishing attempts 
· [insert here any other types of third-party fraud which may be relevant to the firm’s business model]
11.3 We undertake security checks when dealing with customers to verify their identity and operate protocols in relation to any event that may require us to deal with a third party on behalf of our customers, for example when dealing with a customer who may be in vulnerable circumstances. 
11.4 We maintain a Data Security Policy which sets out our approach to protecting customers data, payment information and on-line accounts via appropriate authentication, encryption, and access controls. 
11.5 We publish information on our website/in customer correspondence which alerts customers to the types of fraud that they may exposed (including scam awareness) with guidance on steps that customers can take to protect themselves, and where to access further guidance on fraud related issues, i.e. takefive-stopfraud.org.uk. We also advise customers how to contact us if they think they have been a victim of fraud and how to report fraud to the authorities, i.e. actionfraud.police.uk.
11.6 In the event that a customer has become a victim of fraud we ensure that those customers are able to raise those concerns with an individual via a range of contact methods including by telephone/e-mail/real time chat etc. 
11.7 We train staff on how to deal sensitively with fraud enquiries, considering that customers who have fallen victim to fraud are likely to be distressed and in vulnerable circumstances. We ensure that fraud enquiries are prioritised and where necessary referred to an insurer’s specialist fraud team.
12. Reporting a Suspicion
12.1	All staff (including our appointed representatives and outsource service providers) are required to maintain an awareness of what may constitute an act of fraud and you are required to report any suspicions to your line manager who will, in turn, report them to [insert senior manager name/role].
12.2	Alternatively, if you do not feel it is appropriate to report your suspicions to a line manager you can report this directly to [insert senior manager name/role].
12.3	Once a suspicion has been reported you will have fulfilled your legal obligations. If you are aware of potentially fraudulent activity and fail to make a report without a reasonable excuse, you may be subject to disciplinary action. 
12.4	You must not alert the customer/member of staff to the fact you have knowledge of or are suspicious of fraudulent activity nor disclose to anyone else that you have made a report.
12.5	Please be assured that a full and complete investigation will be made into any suspicious reports and confidentiality will be maintained at all times.
13. Record Keeping 
[bookmark: _Hlk19282766]13.1 	Records of AML Suspicious Activity Reports, fraud and other financial crime breach reporting will be kept in a log and for a minimum of 6 years.
13.2	These records will contain all details of the incident so that we are able to provide evidence should we be required to by the relevant regulatory and legal authorities.
14. Policy Review
14.1	This document will be reviewed and revised (if necessary):
· In response to any changes to our operational guidance or framework,
· In response to any changes to applicable legislation and regulations,
· In response to any formal or informal FCA, government or trade association guidance, and/or
· Annually as a minimum.
14.2	Annual Review and ad-hoc changes of the policy will be signed off by the [Board/Senior Partners] prior to implementation. 
15. Obligations for Compliance 
15.1	We all have a personal responsibility for working to the standards expected within this Fraud Policy. If you for any reason do not understand what is expected of you or feel that you are not able to comply with any part of the policy, please speak to your line manager. 
15.2 If at any time you feel that you are being asked to do anything that compromises your ability to meet the standards outlined in this policy or if you know or suspect that anyone is acting in breach of this policy, you must report this. You can raise this with your line manager if you feel that this appropriate, alternatively you can discuss this with [insert Senior Manager name/role / compliance officer/team/function]. You are also able to make a protected disclosure under our Whistleblowing policy. When you report any concerns, these will always be handled sensitively and confidentially. 

15.3	You must not engage in any activity that may lead to a breach of this policy or threaten or retaliate against another individual who has refused to commit an offence referred to in this policy or who has raised concerns under this policy.
15.4	Failure to comply with this policy may result in disciplinary action which may result in summary dismissal. 

Appendix 1 – Fraud Legislation and Anti-Fraud Bodies

UK Legislation 
This policy is based on the following legislation, regulation, and guidance: 
· Fraud Act 2006. 
· FCA Financial Crime: A Guide for Firms (FCG)
[bookmark: _Toc499719099]Offences 
The above legislation outlines the UK’s fraud offences. The key offences under the applicable legislation are as follows: 
· [bookmark: _Hlk499713961]Fraud by False Representation (Subject to maximum 10-year jail term and/or fine) 
· It is an offence to dishonestly make a false representation or intend to make a false representation to make a gain for oneself or cause a loss to another or expose another to a risk of loss. 
· Fraud by Failing to Disclose Information (Subject to a maximum 10-year jail term and/or a fine)
· It is an offence to dishonestly fail to disclose to another person information which he/she is under a legal duty to disclose and intend, by failing to disclose information, to make a gain for oneself or another or to cause loss to another or expose another to a risk of loss.
· Fraud by Abuse of Position (Subject to maximum 10-year jail term and/or fine)
· It is an offence to dishonestly abuse a position where one is expected to safeguard the financial interests of another person and to intend, by means of abusing the position, to make a gain for oneself or another, or to cause loss to another or expose another to the risk of loss. 
[bookmark: _Toc499719100][Firms who are not in scope of the ECCTA may delete the section or retain It for reference purposes]
The Economic Crime and Corporate Transparency Act 2023 (ECCTA)
The ECCTA has created a new corporate offence of failure to prevent fraud. The offence came into effect on 1 September 2025 and applies to large, incorporated bodies and partnerships across all sectors of the economy as defined in sections 201 and 202 of the ECCTA. A ‘large organisation’ is defined in section 201 of the ECCTA as meeting two or three out of the following criteria:
· more than 250 employees
· more than £36 million turnover
· more than £18 million in total assets

The offence covers a range of base fraud offences in addition to those set out above, including:
· Participation in a fraudulent business (section 9, Fraud Act 2006)
· Obtaining services dishonestly (section 11 Fraud Act 2006)
· Cheating the public revenue (common law) 
· False accounting (section 17 Theft Act 1968)
· False statements by company directors (section 19 Theft Act 1968)
· Fraudulent trading (section 993 Companies Act 2006)
The Home Office has produced guidance for firms in scope of the Act which can be accessed here.
Corporate criminal offences of failure to prevent the facilitation of tax evasion
It is a criminal offence in the UK if a business fails to prevent its employees or any person associated with it from facilitating tax evasion.
Two corporate criminal offences (CCOs) were introduced on 30 September 2017 under the Criminal Finances Act 2017:
· Domestic tax evasion facilitation offence - applies to all businesses, wherever located, in respect of the facilitation of UK tax evasion. 
· Foreign tax evasion facilitation offence - applies to businesses with a UK connection in respect of the facilitation of non-UK tax evasion.
The offences apply to incorporated bodies and partnerships across all sectors of the economy, and in order for the offence to apply criminal tax evasion (and not tax avoidance) must have taken place and an individual or legal entity who is associated with the business must have criminally facilitated the tax evasion whilst performing services for that business (a business cannot be criminally liable for failing to prevent the facilitation of tax evasion if the facilitator was acting in a personal capacity).
A business can be prosecuted if it failed to prevent its representative from committing the criminal facilitation act regardless of whether the senior management of the business were involved in or aware of the tax evasion. A business will however have a defence if it can prove that it had put in place reasonable procedures to prevent the facilitation of tax evasion taking place.
The penalties for this offence if found guilty include: 
· unlimited financial penalties; and 
· ancillary orders such as confiscation orders or serious crime prevention orders
HMRC has produced a guide to assist firms in understanding their corporate responsibilities and what ‘reasonable procedures to prevent the facilitation of tax evasion’ may include which can be accessed here.
[bookmark: _Hlk213937261]Individual perpetrators of tax evasion may be prosecuted under various offences in the UK. Any fraudulent activity that intends to divert funds from the public revenue constitutes the common law offence of cheating the public revenue. There are also a range of statutory offences of “fraudulently evading” various taxes (for example fraudulently evading VAT, contrary to section 72 of the Value Added Tax Act 1994; or fraudulently evading income tax, contrary to section 106A of the Taxes Management Act 1970) these provisions make it an offence to dishonestly “take steps with a view to” or “be knowingly concerned in” the evasion of the tax regardless of whether any tax was actually successfully evaded. Tax evasion may also lead to prosecution under the offences of conspiracy to defraud and false accounting. All of these offences carry serious consequences for individual perpetrators including significant custodial sentences. 
Tax evasion must be reported to HMRC this can be done on-line at Report tax fraud or avoidance to HMRC - GOV.UK or by telephone (0800 788 887). HMRC will carry out an investigation where it deems this to be appropriate. HMRC may also collaborate with other agencies, such as the National Crime Agency (NCA) or the Serious Fraud Office (SFO) (see below), if the case is particularly complex or has potential criminal elements.
Anti-Fraud Bodies 
The following entities in the UK have been invested with powers by the UK government to investigate and prevent fraud. These are the relevant bodies which our Company is required to keep appropriately informed of any major instances of fraud that have been perpetrated against us. 

Report Fraud 
Report Fraud is the national reporting centre for fraud and cybercrime. The service is run by the City of London Police. It collects reports about fraud on behalf of the police in England, Wales, and Northern Ireland and ensures that fraud reports reach the right place. Fraud reports can be made on-line or by telephone. Further information on Action Fraud can be found at https://www.reportfraud.police.uk/
 
Fraud in Scotland should be reported directly to Police Scotland. 
[bookmark: _Toc499719101]National Crime Agency 
The National Crime Agency (NCA) is a national law enforcement agency that helps to coordinate the fight against fraud in the UK. 

The NCA has a wide remit involving tackling serious and organised crime, strengthening the UK’s borders, fighting fraud and cybercrime, and protecting children and young people from sexual abuse and exploitation. 

[bookmark: _Toc499719102]The NCA is responsible for strategic development and threat analysis relating to fraud, a role previously allocated to the National Fraud Authority, which closed on 31 March 2014.
Serious Fraud Office 
The Serious Fraud Office (SFO) is an independent government department, operating under the superintendence of the Attorney General. Its purpose is to protect society by investigating and, if appropriate, prosecuting those who commit serious or complex fraud, bribery and corruption and pursuing them and others for the proceeds of their crime. Its jurisdiction covers England, Wales, and Northern Ireland. Fraud cases in Scotland are dealt with Police Scotland.

Once a case has been referred to the SFO, it goes through several key stages. These are:
· Intelligence: receiving raw information, record, analyse, develop, and evaluate.
· Assessment: assessing referrals, measure against any existing relevant intelligence, assess against acceptance criteria.
· Case team: once accepted, the case is allocated to a specialist team (including police) led by a case manager.
· Investigate and prosecute following an investigation, the team assesses the need for prosecution.
· Civil recovery: additional means of dealing with certain cases where SFO can prosecute, using its asset recovery powers.
· Trial: should the SFO decide to prosecute, this will go to a court trial.
· Wrap up: review following court’s decision to reflect on any lessons learned that could improve future investigations.


Appendix 2 – Potential Risk Indicators of Tax Evasion

There are certain situations you may encounter or information that you may become aware of when dealing with third parties or while working with any individual associated with our company, that may indicate that tax evasion is occurring or that there is a risk that it may be. The following is a list of possible risk indicators:
· You become aware that a third party has made or intends to make a false statement relating to tax, has failed to disclose income or gains to, or to register with, HMRC (or the equivalent authority in any relevant non-UK jurisdiction) has delivered or intends to deliver a false document relating to tax, or has set up or intends to set up a structure to try to hide income, gains or assets from a tax authority.
· You become aware that a third party has deliberately failed to register for VAT or failed to account for VAT. 
· A third party working for us as an employee asks to be treated as a self-employed contractor, but without any material changes to their working conditions.
· A colleague refuses to take leave and does not allow anyone else to review their files, or they are overtly defensive over client relationships.
· A third party refuses or fails to confirm that it will comply with this policy or refuses to accept a wording that covers the facilitation of tax evasion in any agreement it may have with us.
· A third party to whom we have provided services asks us to change the description of services rendered on an invoice in a way that seems designed to obscure the nature of the services provided.
· A third party insists on the use of side letters or refuses to put terms agreed in writing or asks for contracts or other documentation to be backdated.
· you notice that we have been invoiced for a commission or fee payment that appears too large or too small, given the service stated to have been provided.
· A third party requests or requires the use of an agent, intermediary, consultant, distributor, or supplier that is not typically used by or known to us.
· The remuneration of a third party is substantially in excess of the going market rate, or not justifiable or commensurate with the work done.
· A third-party, refuses to sign a formal commission or fee agreement, or to provide an invoice or receipt for a payment made.
· You receive an invoice from a third party that appears to be non-standard or customised.
· Transactions or invoices requested to be sent to non-UK-resident customers, particularly to that resident in jurisdictions with a low tax transparency rating.
· Any requests to maintain secrecy of a transaction, beyond the usual confidentiality associated with business arrangements.
· An anonymous transaction is proposed, or one with or arranged by individuals with whom you have not had a face-to-face relationship.
· A third-party request for payments to be made: 
· in cash,
· to or through another entity,
· to bank accounts in countries other than the country where services are performed,
· to bank accounts in another country,
·  in a currency other than the local currency; or 
· in advance of the services being performed.

The list is not exhaustive, and not all of these indicators will necessarily mean that tax evasion is occurring, but such situations may require additional investigation/controls. If you encounter or become aware of any of these indicators, or If at any time you feel uncomfortable or are unsure when dealing with a third party, you can raise your concerns confidentially to your line manager in the first instance or to [insert Senior Manager name/role] alternatively you may make a protected disclosure under our Whistleblowing policy.
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