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	Guidance notes for using this document

This document can assist firms with developing a suitable policy for complying with financial sanctions applied to named individuals, organisations and regimes.  It should be tailored to reflect the firm’s own circumstances and can be adapted to include less or more information as the firm considers appropriate.

The final page of this document provides notes to assist firms with developing a suitable policy.

This document is designed for use by firms that typically:

· Restrict their business operation to dealings within the UK and/or the EEA

· Do not deal with politically exposed persons (PEPs) for example, senior Political, Military or Judicial persons and/or their relatives

Where the firm deals with customers, providers, business sources or other parties transacting business from outside the EEA, the firm must seek specialist guidance to ensure it complies with international sanctions regimes.

When personalising this document, you should:

· Delete or adapt (as appropriate) text in square brackets and blue text

· Delete this guidance note (including the ‘History of changes to this document’ above)

· Delete the Additional Guidance Notes provided at the end of this document

It is entirely at the firm’s discretion whether to use this document.  However, if used, we recommend that it is reviewed and updated periodically to reflect any changes in regulatory requirements (e.g. concerning screening practices) or the firm’s circumstances (e.g. markets and products that the firm participates in).

All relevant employees and officers of the firm (e.g. those involved in sales, claims and finance) must receive or have direct access to a copy of the firm’s Financial Sanctions Policy and receive training on how to apply this policy.
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	Introduction


What are Sanctions?

Sanctions are political trade tools mainly put in place by the United Nations (UN), the United States of America (USA) and the European Union (EU). Financial sanctions can be administered against individuals, countries or regimes.
The main aim of sanctions is to maintain or restore international peace and security. Sanction regimes are wide-reaching and can be used for a number of purposes such as protecting human rights and democracy and preventing the sales of arms or munitions.
The UK financial sanctions regime plays an important part in delivering the Government’s foreign policy objectives. It is also used by the Government to prevent and suppress the financing of terrorism and terrorist acts. The FCA’s role is to ensure that the firms it supervises have adequate systems and controls to comply with the UK financial sanctions regime.

In the UK, the Financial Sanctions Unit of HM Treasury coordinates and administers Financial Sanctions.  UK legislation prohibits a firm from providing services to an individual or entity listed by these bodies in their “Consolidated List” as a target of financial sanctions. It also imposes notification requirements on firms that have any dealings with these individuals and/or entities. 

How do Sanctions apply to us?

Our firm has legal and regulatory obligations concerning any potential dealings it may have with people, organisations or regimes appearing on HM Treasury’s ‘Consolidated List’ of sanctions targets.

In law, sanctions regime requirements are ‘absolute’ and therefore our firm cannot, and should not, seek to avoid its obligation to comply with relevant legislation.  For example, even if we agree with another organisation, such as a product provider, that they will screen customers against the Treasury’s List, our firm remains fully liable for any failure on its part to meet legislative requirements.    
In simple terms, UK legislation states that our firm:

· Must inform HM Treasury as soon as possible if we identify a relationship with a named ‘target’ on the Treasury’s ‘Consolidated list’

· Must not make funds or other resources available to named targets without an appropriate licence from HM Treasury.
Although legislation creates the ‘sanctions regime’, it does not detail for firms, at an operational level, the measures they must implement to ensure compliance with the regime.  For example, legislation does not specify a need to screen customers against the ‘Consolidated List’, however using the List in this way is an efficient method of checking whether or not sanctions apply.  The following Policy therefore summarises the firm’s strategic approach in seeking to fulfil its legal and regulatory obligations.

If any member of staff has any queries, these should be raised with [Insert name of senior manager responsible for the firm’s Financial Sanctions and PEPS Policy].
What are PEPs?

PEPs are individuals who have, or have had, a high political profile, or hold/have held, public office which can pose a higher money laundering risk to firms as their position may make them vulnerable to corruption.  This risk also extends to members of their immediate families and to known close associates. PEP status itself does not, of course, incriminate individuals or entities. It does, however, put the customer, or the beneficial owner, into a higher risk category. The level of risk associated with any PEP, family member or close associate (and the extent of EDD measures to be applied) must be considered on a case by-case basis. 
FCA Guidance (FG17/6) states that “firms should only treat those in the UK who hold truly prominent positions as PEPs and not to apply the definition to local government, more junior members of the senior civil service or anyone other than the most senior military officials. As such it is unlikely in practice that a large number of UK customers should be treated as PEPs”.
How do PEPs apply to us?
Where a Firm determines that a customer is a PEP, they must manage the enhanced risks arising from their business relationship or transactions with them and apply enhanced due diligence to the business relationship. They are also responsible for conducting ongoing due diligence specifically tailored to the client’s PEP status. These requirements are preventive in nature and should not be interpreted as meaning that all PEPs are involved in criminal activity.
	FINANCIAL SANCTIONS POLICY


	1. Scope & objectives of Policy




1.1 In support of Financial Conduct Authority (FCA) requirements, in particular those described in  Principle 3 and SYSC 6.1.1, this Policy forms part of the firm’s overall strategy in ‘countering the risk that the firm might be used to further financial crime’. 
1.2 This Policy covers General Insurance (GI) and Premium finance transactions for consumers and commercial customers residing in, and/or conducting activities in, the UK or the EEA.
1.3 No regime of systems and controls is infallible, particularly where people may commit criminal acts in order to circumvent agreed measures.  The firm therefore applies a proportionate and ‘risk-based’ approach in seeking to ensure that funds and resources are not provided to the targets of financial sanctions.  
1.4 The firm manages its Financial Screening Policy as part of its overall risk management strategy.  In accordance with FCA FG17/6 and JMLSG Guidance Part II (Section 7A.5 General Insurers) the firm has assessed its risk of breaching legislative requirements as very low due to factors such as the following:
· Unlike many financial products that aim to generate profit for the customer, General Insurance (GI) products are intended to provide indemnity rather than reward.  Their purpose is to restore claimants to a financial position similar to the one they held before a loss occurred, notwithstanding that features such as a policy excess need to be taken into account.
· Once again, unlike other financial products such as bank accounts or collective investments, General Insurance (GI) products are not structured to facilitate ongoing monetary transactions with customers, nor are they intended to possess any tradable market value.
· Most products have a modest financial value (eg hundreds rather than thousands of pounds) and typically only one product is required, reducing the scope for ‘accumulation’ risks. [Note1]
· All products are provided by much larger authorised financial institutions, which have confirmed their rigorous control over any funds or resources provided to, or for the benefit of, customers. 
· The firm only transacts business with and through UK based customers and organisations. [Note 2]
1.5 In applying this Policy, the firm will seek close co-operation with its chosen product providers and any other third parties involved in delivering the firm’s business activities.  The combined effect of efforts made by all firms will be considered, to ensure that no gaps in the firm’s individual processes create opportunities for sanctions targets to exploit weaknesses. 
1.6 Where a sanctions check is returned as positive, this Policy relies, in part, on the following Treasury ‘General Licences’:
· Provision of insurance

· Temporary provisions under insurance policies 
The combined effect of these General Licences enables the firm to issue GI policies to sanctions targets, providing that HM Treasury is notified about the transaction at the earliest available opportunity.  Importantly, the firm must not return monies to sanctions targets, or otherwise provide them with payments or other resources, without first obtaining a specific ‘Individual Licence’ from the Treasury.  
The ‘Temporary provisions’ Licence states that insurance providers may, on a ‘temporary and immediate basis’ in respect of a valid insurance claim, make certain goods available to a sanctions target and/or make payments to service providers acting on their behalf.  If the firm acts in the capacity of ‘agent of the insurance provider’ in settling claims, in addition to fulfilling the provider’s delegated authority requirements, the firm will also ensure it operates within the scope of the Treasury’s General Licences.      
1.7 The firm will only undertake transactions with customers and/or other third parties, where it is satisfied that appropriate measures exist to ensure compliance with the financial sanctions regime, for example:

· Screening against HM Treasury’s Consolidated List is undertaken, to establish whether or not the beneficiaries of services are named as a financial sanctions target, 

· Arrangements are in place to inform HM Treasury immediately where transactions with a financial sanctions target are identified, 

· Controls are in place to prevent the delivery of funds or other resources to sanctions targets without an appropriate Treasury Licence.
1.8 This Policy will be reviewed at least annually to ensure it adequately meets current requirements.  Any significant updates or changes to this Policy will be agreed by the firm’s Board/Partner(s)/Proprietor and notified/agreed with any affected parties (eg providers and business sources). [Note 3] 
	2. Sanctions and PEPs Screening standards


2.1 Screening against HM Treasury’s Consolidated List must be consistent with methods and standards recommended by competent bodies, such as HM Treasury, the Financial Conduct Authority (FCA) and the Joint Money Laundering Steering Group (JMLSG). 
2.2 Screening must include any named beneficiaries under the agreement (e.g. dependants, co-insureds). 
2.3 Where a product/service is provided to a commercial customer, in line with JMLSG Guidance Part III (Paragraph 4.83) the firm will use risk-based methods to decide whether or not screening checks should be extended to include the customer’s directors, partners, trustees and/or beneficial owners. If the commercial customer is owned or controlled by another organisation, consideration also will be given to applying the same screening approach to that organisation, and so on, until no further owners or controllers exist within the commercial customer’s structural chain. [Note 4]
2.4 Unless otherwise authorised by a designated member of staff, the firm will only make or receive electronic or paper-based settlements via Payment Service Providers (PSPs) that are authorised or registered with the FCA (e.g. UK banks, building societies and credit card providers) based on records maintained in the Financial Services Register.   
The firm considers it reasonable to rely upon the diligence of such PSPs in handling transactions in accordance with HM Treasury’s requirements, including (where relevant) the Treasury’s Individual Licensing requirements.
In taking this approach, and in accordance with JMLSG Guidance Part I (Paragraph 5.3.102), the firm does not consider it necessary to routinely screen such transactions, however, where it is clear that payments are to be funded from a source that is not the customer, additional checks will be made in line with Section 2.5 of this Policy.
2.5 Recognising that sanctions targets often rely on third party funding, screening will include additional checks on the source of any third-party funding (e.g. spouses or employers) and any third-party beneficiaries of proposed premium refunds or claim settlements.  
2.6 Whilst generally it is the firm’s policy not to handle physical cash, the firm will accept modest cash settlements in accordance with authority levels stipulated in the firm’s cash handling policy. [Note 5]    Generally, payments made by the firm will not be made in cash and will be made in accordance with standards set out in Section 7.    
2.7 As outlined in Section 1.4 above, the firm considers it highly improbable that it will breach financial sanctions and PEPs legislation, based on its typical customer profile, product range, geographies of operation and the markets it participates in.  For this reason, in accordance with JMLSG Guidance Part III (Paragraph 4.49) screening will be undertaken promptly after a policy has been effected, and in any event, prior to any resources being made available to the customer.  
2.8 In most circumstances, insurance products will be arranged with customers that have previously been insured; however the firm should not presume to rely upon previous screening.  Therefore, unless otherwise agreed in writing by a Director/Partner, the firm will apply the same screening standards as those used for previously uninsured customers because:
· Customers may not truthfully disclose whether or not providers have previously refused or declined cover,
· The Consolidated List and PEPs listing is updated regularly, and the customer may not have appeared on the List when they arranged cover,
· Firms involved in the previous delivery of insurance products may not have screened customers to a standard acceptable to the firm. 
2.9    PEPs will be screened against public domain information and Reliable Public Registers – in the UK this           includes Companies House’s register of companies and persons of significant control (PSC) and those maintained by the Electoral Commission.  In   the case of PEPs this will extend to family members and known associates.
	3. Screening of providers and suppliers


3.1 Appropriate screening will be undertaken (such as that described in Section 2) before the firm enters into any relationship with an individual or organisation for the purpose of:

· Receiving relevant introductions or business,
· Making introductions and/or placing business,
· Outsourcing business functions,
· Delivering an outsourced support service.
3.2
Subsequent re-screening of any third-party relationship will take place:

· Quarterly, and 
· For relationships with organisations - Immediately upon learning of any changes to ownership, directors, partners, etc.
3.3 Unless otherwise authorised by a designated member of staff, where customers are introduced to the firm or their business is placed through the firm, by:

· Other authorised firms, 
· Appointed Representatives (ARs), 
· Introducers, or
· Other exempt persons
the firm’s screening standards will be no less comprehensive than those used for business placed directly by customers.  Therefore, any screening undertaken by business sources will be regarded as an additional safeguard but will not be used as a basis for replacing screening undertaken by the firm and/or its chosen product providers.
3.4 Where the firm does no more than introduce a customer to another firm (e.g. for the purpose of advising on or arranging insurance) no PEPs or sanctions screening will be undertaken by the firm, unless the firm is remunerated directly by the customer (or a person acting for them) for financial services provided by the firm to the customer (e.g. for making the introduction).
3.5 Prior to depositing any funds (including those of providers and customers) in accounts owned or controlled by the firm, the firm will ensure that the deposit taker is an FCA approved bank (eg a UK high street bank or building society).  
At appropriate intervals, the firm will re-confirm that its chosen deposit taker(s) remain FCA
approved.
	4. Responsibility for screening customers


4.1 In line with the ‘outsourcing’ constraints described in JMLSG Guidance Part III (Paragraph 4.78), the firm will only place business with product providers that have supplied a written statement and/or evidence that their screening activities and working practices meet or exceed the standards described elsewhere in this Policy; most notably those in Section 2.  At appropriate intervals, the firm will subsequently re-confirm that its providers’ screening activities and working practices continue to meet required standards. 
4.2 In its capacity as agent of multiple product providers, the firm will exercise a ‘risk-based approach’ in determining its reliance upon provider(s) diligently and competently fulfilling their responsibilities in applying the Treasury’s sanctions regime.  Therefore, to ensure the efficient and cost-effective delivery of services to customers, where the firm is satisfied that its chosen provider(s) conduct appropriate screening checks in line with the timescales described in Section 2.7 of this Policy, typically the firm will not delay the arrangement of services by conducting its own additional screening activities.
4.3 However, the firm will undertake its own screening activities where a provider:

· Is unable to conduct screening activities immediately following placement of the risk (eg where information is provided under a bordereaux arrangement),

· Does not receive sufficient information to enable it to conduct appropriate screening,

· Does not receive information in an electronic format.
4.4 Where the firm uses software to conduct its own screening activities, the firm will ensure that appropriate contingency arrangements are in place to cater for software failures. 

	5. Evidence of screening


5.1 In line with JMLSG Guidance Part III (Paragraph 4.94) the firm will maintain appropriate evidence of screening results and/or processes in a durable medium for no less than five years.  
5.2 Records will contain all relevant information used in deciding whether or not a match exists, as well as the rationale used in deciding whether or not a name match is a target match, and also evidence of any subsequent action taken.
	6. Making notifications


6.1 The firm requires its chosen product providers to notify it immediately in writing upon identifying any financial sanctions target that is associated directly or indirectly with business placed by the firm.  Upon receiving such a notification, the firm will undertake any appropriate action required by the relevant provider.  
The firm will also check its records to establish whether or not other products have been arranged for the identified target and take suitable remedial action.  Such action may include:

· Informing other providers and/or business sources that also have a relationship with the sanctions target,

· Flagging the firm’s records to indicate the target status of the customer,  

· Restricting further activities in accordance with HM Treasury requirements.  
6.2 Where the firm’s own screening activities identify a customer as a financial sanctions target and/or the firm is alerted to the possibility of a target match by other firms, the firm will inform all other affected parties (eg product providers, outsourced service providers, business sources) in writing as soon as reasonably practicable.
6.3 Where the firm identifies a direct or indirect relationship with a target match, the firm will immediately inform the Office of Financial Sanctions Implementation (OFSI); ensuring that the notification is evidenced by a written record.
6.4 If any material breach of sanctions legislation is identified, the firm will also inform the FCA immediately in accordance with FCA Principle 11.  
	7. Dealing with sanctions targets


7.1 Where screening identifies a ‘sanctions target match’, the firm will:

· immediately freeze any funds held in respect of that target, before they can be removed from UK jurisdiction,
· inform HM Treasury and other relevant parties as detailed in Section 6,
· Update its records to clearly state that any further transactions must be authorised in advance by a senior named individual within the firm. 
7.2 Occasionally the firm may be contractually bound to release funds to a sanctions target or to provide services on their behalf (eg settling claims under delegated authority arrangements or retuning monies following cancellation or a reduction in cover).  In such circumstances, the firm will not release funds or provide services to the target without first satisfying itself that it is permitted to do so under the terms of an Individual Licence issued by HM Treasury.  Particular care will be exercised where refunds of premium or fees are required before a product has been arranged, or the provider is likely to have fulfilled any screening checks.  
Similarly, if the firm holds other non-financial assets on behalf of any sanctions target (eg property held as security, salvage, etc), the firm will not release such assets to the target or other third parties without first satisfying itself that it is licensed to do so by HM Treasury.
7.3 On receiving instructions from a provider to issue a refund, claims settlement or other service/benefit to a sanctions target, the firm will act strictly in accordance with the provider’s instructions (eg returning any insurance certificate to the provider prior to releasing funds).  
Before fulfilling any requested settlement, the firm will first ensure that its own actions are covered by the scope of any General or Individual Treasury Licence.  Where this appears not to be the case, the firm will seek guidance from the Office of Financial Sanctions Implementation (OFSI) before fulfilling any requested transactions.
7.4 In good time before a policy is due for renewal, the firm will contact the product provider to establish their requirements and will act in accordance with their specific instructions.  Where a provider does not wish to renew an existing arrangement, the firm will ensure that it fully informs all potential alternative providers of the circumstances, where it agrees to seek alternative providers.  
	8. Ensuring compliance 


8.1 The firm will ensure that, at all times, its operational procedures and working practices reflect this Policy.
8.2 All affected staff, including staff working within ARs, Introducers, Outsourced service providers, etc, will:

· Be briefed on and receive a copy of the firm’s Policy, 

· Receive specific training on how they must apply the firm’s agreed Policy and procedures. [Note 6]
8.3 The firm’s compliance monitoring programme will review the firm’s adherence to this Policy at least annually, through appropriate monitoring activity, such as reviews of sales processes, procedures and documentation, training and management systems and controls.  Monitoring results will be reported to the firm’s Board/Partners/Proprietor.      
8.4 A senior member of the firm will maintain a subscription to HM Treasury’s update service (click here).  This subscription facility will be used to inform the firm’s risk management strategy and to identify changes to the sanctions regime which may particularly impact on the firm’s business operations.   
8.5 All customers will be informed of the firm’s policy on PEP’s and  financial sanctions screening, and the implications for them of being identified as a target match, which may involve enhanced due diligence of themselves, family members and known associates, voidance of any insurance policy by the product provider and/or no-receipt of funds or services due under the terms of the policy. [Note 7]    
	Additional Guidance Notes

Note 1

An ‘Accumulation risk’ might arise where the firm has multiple policies arranged with or through the same source (for example a commercial customer or via a third-party business source).

Back to policy
Note 2

Where the firm also deals with EEA based customers and organisations, reference to this should be made here.  However, where the firm deals with non-EEA based customers and organisations, this bullet point will need to be suitably amended or removed.  Firms are reminded that this Policy template is not designed to cater for dealings outside the EEA; in these circumstances firms should seek specialist guidance.   

Back to policy
Note 3

Once implemented, on an ongoing basis, the effectiveness of the firm’s policy should be reviewed at board/partner/senior management level (as appropriate).  This review should consider and manage any actual or potential issues or non-compliance identified, and if necessary, should also recommend updating the policy to address any potential weaknesses.    

Back to policy
Note 4

Although FCA and JMLSG guidance is that firms should apply screening for commercial customers which includes screening of the firm’s executives and beneficial owners, many firms do not currently operate to this standard, and do not possess the information required to undertake such screening.  UKGI believes that ‘best practice’ will emerge over time and therefore recommends at this time that firms apply screening activities based upon the likelihood of their breaching the sanctions requirements.  

Back to policy
Note 5

UKGI recommends that firms have a documented approach to handling cash (e.g. setting financial limits and specifying the need for receipts).  Often this is ‘policy’ is documented within a firm’s operational procedures. 

Back to policy
Note 6

Official guidance is that appropriate staff should receive training on the firm’s approach to identifying and handling sanctions targets.  To assist firms, UKGI provides a Financial Crime Presentation template (SP07) which is available in Section G1 of UKGI’s Compliance Manual.
Back to policy
Note 7

Optional paragraph.  Firms may wish to publicise their approach to financial sanctions screening, as a deterrent to any sanctions targets that may wish to conduct business with the firm and to ensure that business partners are also informed regarding the firm’s policy and procedures.  Where the firm has a website, this may be used for this purpose. 

Back to policy
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