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	Comprehensive review and update to reflect current UK data protection requirements, including the DUAA 2025; strengthened governance, accountability, monitoring, individual rights, automated decision-making, workplace monitoring, security and third-party controls; and updated supporting procedures and appendices.
	10/2026

	3.0
	A new section 14, other minor amends
	To add a note in relation to Data Protection Complaints
	06/2026

	2.0
	Throughout
	Amends to replace references to EU GDPR – replaced with UK GDPR
	01/2022

	1.0
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	Guidance notes for using this document

This document is intended to set out the firm’s approach to data privacy and protection and is to be used as a basis for developing adequate procedures, designed to assist the firm in demonstrating its compliance with:
· the UK General Data Protection Regulation (UK GDPR), as amended;
· the Data Protection Act 2018 (DPA 2018), which supplements the UK GDPR;
· the Data (Use and Access) Act 2025 (DUAA), which amended but did not replace the UK GDPR, DPA 2018 and PECR;
· the Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR), as amended; and
· other applicable UK legislation, regulatory requirements and legally binding guidance.

This document should be tailored to reflect the firm’s own circumstances and can be adapted to include less or more information as the firm considers appropriate.

This document is designed for use by firms which are:
· Based within the UK; and 
· Operating within the UK financial services sector 

Where this is not the case, firms should contact UKGI for further guidance.	

When personalising this document, you should:
· Review all text and amend and adapt as appropriate
· Delete or adapt (as appropriate) text in Blue
· Text in Green is for guidance only and should be deleted along with this guidance note (including the ‘History of changes to this document’ below) before us.
· Update the contents page with final page numbers before use.

All relevant personnel should receive or have direct access to a copy of this document or the relevant procedural elements where appropriate and receive training on the firm’s approach to data protection. 

Once implemented, on an ongoing basis, the effectiveness of the firm’s policy should be reviewed at board/partner/senior management level (as appropriate).  This review should consider any changes to legislation and regulation as well as best practice and the firm’s own systems, controls and procedures.
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1. Purpose 
1.1 This policy explains how [Insert Company Name] (‘we’, ‘us’, ‘our’ or ‘the company’) protects personal data and maintains appropriate systems and controls to ensure it is processed lawfully, fairly, securely and in accordance with applicable data protection requirements.

1.2 Effective data management controls are integral to our business. Failure to meet our data protection and privacy obligations could cause harm to customers or employees, operational and financial loss, reputational damage, loss of customers and regulatory action.

1.3 We maintain physical, electronic and procedural safeguards to protect personal data and confidential non-personal information. Access is restricted to employees and other authorised personnel who need the information to perform their assigned duties, and unauthorised use or disclosure is prohibited.

1.4 Staff members are reminded on a regular basis of their obligations about the confidentiality of client and employee information through employee training and operating procedures. Data is only permitted to be given to those who have a verified right to that information. 

1.5 This policy has been drafted to reflect applicable FCA systems and controls requirements and the current UK data protection framework, including:
· The UK General Data Protection Regulation (UK GDPR), as amended and incorporated into the UK’s domestic data protection framework;
· The Data Protection Act 2018, which supplements the UK GDPR and provides additional rules, conditions, exemptions and enforcement provisions;
· The Data (Use and Access) Act 2025 (DUAA), which amended but did not replace the UK GDPR, the Data Protection Act 2018 and PECR; and
· The Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR), as amended, where electronic marketing, communications and storage or access technologies are used.
· Wider guidance from the Information Commission’s Office (ICO) – www.ico.org.uk 

1.6      The UK GDPR and Data Protection Act 2018 provide for two levels of statutory maximum fine, depending on the provision infringed:
· The standard maximum amount is £8.7 million or, where the controller or processor is an undertaking, the higher of £8.7 million or 2% of its total worldwide annual turnover in the preceding financial year.
· The higher maximum amount is £17.5 million or, where the controller or processor is an undertaking, the higher of £17.5 million or 4% of its total worldwide annual turnover in the preceding financial year.
· The applicable maximum depends on the statutory provision infringed. The higher maximum generally applies to more serious infringements, including breaches of the data protection principles, lawful-basis requirements, individuals’ rights and restricted-transfer requirements. The standard maximum generally applies to specified administrative, governance and security obligations, including certain failures concerning records, processor arrangements, breach notification, Data Protection Impact Assessments and Data Protection Officers.
· A fine does not arise automatically because an infringement was negligent. The ICO decides whether to impose a penalty and the amount, up to the applicable statutory maximum, on a case-by-case basis. Relevant factors include the nature, gravity and duration of the infringement; whether it was intentional or negligent; the number of individuals affected and harm suffered; action taken to mitigate harm; the company’s level of responsibility and safeguards; previous infringements; cooperation; the categories of personal data involved; how the infringement became known; and other aggravating or mitigating factors.
· The ICO may also use other corrective and enforcement powers where appropriate. Compliance failures may therefore lead to regulatory action even where no monetary penalty is imposed.
1.7      The UK GDPR forms part of the United Kingdom’s domestic data protection framework and must be read alongside the Data Protection Act 2018 and amendments made by the Data (Use and Access) Act 2025. The EU GDPR is a separate legal regime and may also apply where the company’s activities fall within its territorial scope, including where goods or services are offered to, or the behaviour is monitored of, individuals in the European Economic Area.
2. Scope and Objectives 
2.1	This policy has been adopted by our [Board of Directors/Senior Partners] and applies to everyone involved in our business and to all business activities undertaken by the company. 
2.2 	For the avoidance of doubt, this includes all officers of the company [i.e., Directors/Non-Executive Directors/Partners/Members/Shareholders] as well as all employees including permanent, contract and temporary staff of the company. This policy also applies to all our majority owned business operations which we or our subsidiaries operate, and to any third-party acting on behalf of the company including appointed representatives and outsourced service providers. 
2.3     Where we deal with third-party business partners including (for example) contractors, suppliers, and joint venture partners or where we have a minority ownership interest in a third-party firm, we will encourage the adoption of this or a similar policy. We will take appropriate action where we have reasonable grounds to suspect that a third party or subsidiary business operation is failing to maintain adequate data protection practices.
2.4	All employees and associated persons are required to familiarise themselves and comply with this policy including any future updates which may be issued from time to time.
2.5	Any breach of this policy is likely to constitute a disciplinary or contractual matter for the individual concerned and may cause serious damage to the reputation and standing of the company. We may also face liability for unlawful actions taken by our employees or associated persons. 
2.6      All elements of this policy and associated policies in paragraph 2.12 of this policy focus on the requirements of UK legislation and regulation and therefore applicable to data processing activities primarily carried on in the UK. 
[bookmark: _Toc508094467]2.7      In applying the policy, we must consider where employees are based, where and by whom personal data is accessed, and where personal data is stored or transferred to determine whether additional safeguards may be required as set out under Section 9 ‘International Data Transfers’. 
2.8	The objectives of this policy are to set out how we achieve compliance with statutory requirements when processing (i.e., collecting, using, sharing, storing and safeguarding) information that can be used to identify a living individual. 
2.9	This includes, but is not limited to, ensuring that we meet the DPA’s, the UK GDPR’s and the DUAA’s overarching principles for the processing of data which set out that personal data shall be:
1) Processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’); 
2) Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; 
3) Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’); 
4) Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
5) Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed (‘storage limitation’); 
6) Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
2.10	Ultimately, we, as the data controller, are responsible for, and must be able to demonstrate compliance with the above principles.

2.11 The following records and supporting documents help demonstrate compliance with this policy:
· Record of Processing Activities (ROPA) including processing purposes, lawful bases, data locations, users, recipients, retention periods and security measures.
· Third-party processor and outsourcing register, including relevant contracts and due-diligence records.
· International data transfer register and supporting transfer assessments and safeguards.
· Marketing, profiling and automated decision-making procedures, where applicable.
· Legitimate Interests Assessments and Data Protection Impact Assessments, where required.
· Data subject rights request and personal data breach registers.
· Privacy notices, including collection and just-in-time notices.
· Data protection training records
· MI reporting and analysis to assess non-compliance with or breakdown in controls in relation to this policy
· [Add any other relevant documents/personalise as appropriate]

2.12 The policy is also designed to work in conjunction with the following company policies:
· Information Security Policy
· Breach and Issue management Policy
· Record Keeping Policy
· Risk Management Policy
· Complaints policy and procedures
· Add any other relevant policies/personalise as appropriate]
[bookmark: _Toc508094468]3. 	Responsible Officer and Senior Management Oversight 
3.1      Certain organisations are required to appoint a Data Protection Officer (DPO). The appointing of a DPO centres on the volume of personal data being processed, the category of data being processed and the processing activity. Organisations must appoint a DPO if they:
· Carry out large scale systematic monitoring of individuals (for example, online behaviour tracking); or
· Carry out large scale processing of special categories of data or data relating to criminal convictions and offences.
3.2	We have reviewed the regulations and associated guidance and have determined that [we are required to appoint a formal Data Protection Officer. This is role is fulfilled by [insert name and where appropriate their job title if broader than the Data Protection Officer] 
OR 
[we are not required to appoint a formal Data Protection Officer. However, to ensure appropriate accountability and governance, we feel it is appropriate to appoint a Data Protection Lead/Representative to ensure compliance with GDPR obligations and this role is fulfilled by [insert name and job title].
Note: Paragraph 3.2 should be amended to reflect whether the firm is legally required to appoint a Data Protection Officer (DPO). If a DPO is not required, the firm should still assign responsibility for overseeing data protection compliance to an individual with appropriate knowledge, authority and resources. This may be an existing Senior Management Function (SMF) holder or another suitably qualified person. If the firm voluntarily appoints a DPO, the statutory requirements relating to the role—including independence, expertise, adequate resources, direct access to senior management and the avoidance of conflicts of interest—will apply in the same way as they would to a mandatory appointment. If the firm does not intend the role to be a formal DPO appointment, it should use a title such as “data protection lead/representative” and clearly define the role and responsibilities. 
3.3	The [Board/Senior Partners] is satisfied that the person appointed has the knowledge, experience, authority and resources needed to fulfil the role effectively.
3.4      [The Data Protection Officer/Data Protection Lead/Representative] is responsible for: 
· Maintaining the company’s data protection governance framework, including this policy and the records and procedures that support it.
· Monitoring compliance with applicable data protection legislation, regulatory requirements and internal controls.
· Maintaining oversight of the Record of Processing Activities, Data Protection Impact Assessments and Legitimate Interests Assessments, and other data protection risk assessments where required.
· Ensuring that personal data breaches, data subject rights requests and data protection complaints are identified, escalated, investigated and managed within the required timescales.
· Ensuring that employees and relevant associated persons receive appropriate data protection training and guidance.
· Providing the [Board/Senior Partners] with appropriate management information on compliance, material risks, incidents, complaints and remedial actions.
· Acting as the principal contact for the ICO and cooperating with other regulators or authorities where appropriate.

3.5      [Insert Senior Manager name/role] is responsible for maintaining the company’s processes for investigating, documenting, escalating and, where required, reporting personal data breaches, data protection complaints and other material compliance concerns. Significant matters must be escalated the [Board/Senior Partners], and notifications to the ICO or other relevant authorities must be made within the applicable statutory or regulatory timescales in accordance with Sections 15 and 19 of this policy. 

3.6      The [Board/Senior Partners] endorses this policy and retains overall accountability for the company’s data protection governance. Its responsibilities include:
· Approving the company’s data protection strategy, policies and risk appetite.
· Ensuring that material data protection risks are identified, assessed, managed and kept under review.
· Reviewing appropriate management information on compliance, data subject rights requests, personal data breaches, complaints, monitoring outcomes and remediation.
· Determining whether the company is legally required to appoint a Data Protection Officer and, where it is, ensuring that the appointment and statutory role comply with applicable data protection legislation, including the requirements for independence, expertise, resources, access to senior management and the avoidance of conflicts of interest.
· Where a Data Protection Officer is not required, appointing a suitably knowledgeable and authorised Data Protection Lead or Representative, with clearly defined responsibilities and sufficient authority, resources and access to senior management to oversee data protection compliance effectively.
· Promoting a culture in which personal data is handled lawfully, fairly, transparently and securely.
· Ensuring that significant data protection issues are addressed promptly and notified to the ICO or other relevant authorities where required.
4. 	What Is Personal Data?
4.1	This policy is centred on the processing of information that may identify an individual, either singularly or in an aggregated form. Under data protection legislation this is commonly referred to as being personal data. 
4.2	Personal data means any information relating to an identified or identifiable natural person (commonly referred to as a data subject). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
4.3	In a work context, additional examples of personal data may include records referring to an employee’s performance, staff absence, notes on conduct and disciplinary matters.
4.4      Special category personal data is personal data that reveals racial or ethnic origin, political opinions, religious or philosophical beliefs or trade union membership; genetic data; biometric data used for the purpose of uniquely identifying an individual; data concerning health; or data concerning an individual’s sex life or sexual orientation. Because misuse of this data may create particular risks to individuals, it is subject to additional legal conditions and enhanced safeguards.
4.5     Personal data relating to criminal convictions and offences, related security measures and allegations of criminal activity is not special category data. It is however, governed separately by Article 10 of the UK GDPR and the Data Protection Act 2018 and also requires additional legal conditions and enhanced safeguards. The requirements for processing special category data and criminal offence data are set out in paragraphs 6.6 and 6.8.
5. 	Our Approach
5.1      We process personal data lawfully, fairly, transparently and securely, with clear accountability and proportionate governance, records, controls, training, monitoring and management information. 
5.2	We apply data protection by design and by default, assess and manage risks, support individuals’ rights, respond to breaches and complaints, oversee third parties and maintain appropriate resilience arrangements. 
5.3      The detailed requirements governing these activities are set out in Sections 6 to 21. In applying them, we will also consider relevant FCA requirements, the Consumer Duty, customer vulnerability, financial crime controls, insurance-distribution records and the activities of appointed representatives, where applicable.
6. 	Collection and Use of Personal Data
6.1      We will collect and use personal data only for specified, explicit and legitimate purposes that are necessary for the conduct of our business or the fulfilment of our legal and regulatory obligations. Personal data will not be used for a new purpose unless that use is compatible with the original purpose or a separate lawful basis has been identified and any required privacy information has been provided.
6.2      Our typical processing activities include but are not limited to:
· providing quotations, 
· arranging and administering insurance, 
· handling renewals and claims, 
· managing customer relationships, 
· managing employment relationships including payroll, 
· responding to complaints, 
· preventing and detecting fraud and financial crime, 
· meeting legal and regulatory obligations, and 
· communicating with customers and other relevant individuals.
6.3      For each processing activity we undertake, we will identify and document an appropriate lawful basis. The available lawful bases for processing data are:
1. Consent: the individual has given clear consent to the processing of their personal data for a specific purpose.
1. Contract: the processing is necessary to perform a contract with the individual or to take specific steps at their request before entering into a contract.
1. Legal obligation: the processing is necessary for us to comply with a legal obligation, excluding contractual obligations.
1. Vital interests: the processing is necessary to protect an individual’s life.
1. Public task: the processing is necessary to perform a task in the public interest or exercise official authority, and the task or function has a clear basis in law.
1. Recognised legitimate interests: the processing is necessary for a purpose recognised in data protection legislation, without the need to apply the usual legitimate interests balancing test.
1. Legitimate interests: the processing is necessary for our legitimate interests or those of a third party, unless the individual’s interests, rights or freedoms override those interests.
6.4     For each purpose, we will select and document the Article 6 lawful basis that most closely reflects why the processing is necessary. In the ordinary course of our insurance broking and employment activities, the bases most likely to apply are contract, legal obligation, legitimate interests and, in appropriate circumstances, consent. Recognised legitimate interests will be used only where the purpose falls within a category specified in data protection legislation. Public task and vital interests will be relied upon only where their specific statutory tests are met. The Article 6 basis will be identified before processing begins, recorded in the Record of Processing Activities and reflected accurately in the relevant privacy information.
6.5     Where processing is based on legitimate interests, we will identify the interest pursued and assess whether the processing is necessary and whether the individual’s interests, rights or freedoms override that interest. The assessment and any safeguards will be documented in a Legitimate Interests Assessment where appropriate.
6.6     Special category personal data will be processed only where we have identified and documented an Article 6 lawful basis and an Article 9 condition. In some circumstances, it may be necessary to process special category data for a substantial public interest insurance purpose where the information relates directly to an insurance contract, for example when arranging, administering or performing the contract or handling a claim. In those circumstances, we will identify and document the applicable condition under Article 9(2)(g) and paragraph 20 of Schedule 1 to the Data Protection Act 2018. 
6.7	We may also need to collect special category data to identify and respond appropriately to customer vulnerability. Where that information is not directly connected with the insurance contract and no other appropriate Article 9 condition applies, we will obtain the individual’s explicit consent before processing it. We will collect only the information necessary for the relevant purpose and apply appropriate safeguards.
6.8      Criminal offence data will be processed in accordance with Article 10 of the UK GDPR and the Data Protection Act 2018. Unless processing is under official authority, we will document an Article 6 lawful basis and an applicable Schedule 1 condition before processing begins. Access will be restricted and the data will be retained only as long as necessary. We will not maintain a comprehensive register of criminal convictions unless permitted under official authority.
6.9      Where we rely on consent, it must be freely given, specific, informed and unambiguous, and evidenced by a clear affirmative action. Explicit consent must be expressly confirmed. We will retain appropriate evidence of consent and provide clear methods for withdrawing consent, objecting to processing and opting out of optional communications. These requests will be recorded and actioned promptly. Consent-based processing will stop following withdrawal unless another lawful basis applies and its use is fair and transparent.
6.10   We will collect only personal data that is adequate, relevant and limited to what is necessary for the stated purpose. Reasonable steps will be taken to keep personal data accurate and up to date. Retention periods are established in our Record Keeping Policy so that identifiable personal data is not kept for longer than necessary, subject to legal, regulatory and legitimate business requirements.
6.11   Retention periods will reflect applicable legal and regulatory requirements, contractual and accounting obligations, limitation periods, complaints, disputes and potential legal claims. For insurance business, we will also consider the policy and claims lifecycle, long-tail liabilities and the need to evidence advice, placement, administration and claims handling. Personal data will not be retained merely because it may be useful in future.
6.12    We maintain a [Data Asset Register and Record of Processing Activities] covering processing purposes; lawful bases; categories and sources of personal data; individuals, recipients, systems, work locations, storage locations and access locations; retention periods; international transfers; security measures; accountable owners; and, where relevant, Article 9 conditions and Article 10 authority, Schedule 1 conditions. This record will be reviewed at least annually and whenever a material change is proposed. New or materially changed processing must be assessed and approved through the company’s data protection by design and change-management arrangements, including appropriate Senior Management approval before implementation.
6.13   Where personal data is relevant to actual or anticipated litigation, a complaint, claim, investigation, regulatory enquiry, law-enforcement request, audit or other formal review, an authorised legal or regulatory hold will suspend routine alteration or deletion of the affected records. Holds will be documented, communicated to relevant employees and service providers, technically implemented where practicable, periodically reviewed and released promptly when no longer required. 
6.14    When the retention period expires and no continuing lawful need or hold applies, personal data will be securely deleted or irreversibly anonymised. This will include data held in systems, email, collaboration platforms, devices, paper records, archives and by service providers. Where immediate deletion from backups is not practicable, the data will be protected from further use and deleted through the established backup cycle.
6.15   Anonymisation may be used where the business purpose can be fulfilled without retaining identifiable personal data. The method must reduce the risk of identification to a level at which individuals are no longer identifiable by means reasonably likely to be used, taking account of information available within the company and to other reasonably foreseeable parties. The effectiveness of anonymisation will be assessed and documented. Pseudonymised data remains personal data and will continue to be protected under this policy.
6.16   Business owners and relevant control functions will perform periodic, risk-based disposal checks to confirm that retention rules are implemented across systems, paper records and third-party arrangements. Checks will include overdue records, failed or incomplete deletion routines, data retained outside approved repositories, continuing holds, backup treatment and supplier compliance. Exceptions will be recorded, risk assessed, assigned to an accountable owner and tracked to completion, with material or recurring failures escalated through the company’s governance framework.
6.17    We will retain proportionate evidence of disposal and anonymisation sufficient to demonstrate compliance without recreating the personal data that has been destroyed. Evidence may include the record category, system or location, applicable retention rule, volume or date range, disposal method, date completed, person or service provider responsible, approval or quality check, exceptions and any certificate of destruction or deletion confirmation. Disposal evidence will itself be retained for an appropriate period and protected against unauthorised access or alteration.
6.18   Requirements relating to privacy information, data sharing and third parties, international transfers, direct marketing, automated decision-making and profiling, information security and individual rights are addressed in the relevant sections of this policy and supporting procedures. Those requirements must be considered alongside this section whenever the relevant processing activity is undertaken.
7. 	Transparency
7.1	It is a key requirement that we are completely open with our employees and customers about how we collect, generate and use personal data. We communicate our data processing activities to clients, employees, and organisations we share personal data using: 
· Privacy notices 
· Terms of business agreements
· Fair processing notices
· Contractual agreements
· [Proposal and quoting forms – delete if not applicable]
· [Application forms - delete if not applicable]
7.2 	We will ensure that individuals are provided with the following information, where applicable:
· The company’s name and contact details and, where applicable, the contact details of its UK representative.
· The contact details of the Data Protection Officer, where one has been appointed.
· The purposes for which personal data is processed, and the lawful basis relied upon for each purpose.
· The legitimate interests pursued by the company or a third party, where processing is based on legitimate interests.
· The categories of personal data concerned, where the data has not been obtained directly from the individual.
· The recipients or categories of recipients with whom personal data is or may be shared.
· Details of any restricted transfers of personal data outside the UK, including the safeguards relied upon and how further information or a copy of those safeguards may be obtained.
· The period for which personal data will be retained or, where this cannot be specified, the criteria used to determine the retention period.
· The individual’s applicable data protection rights, including the right to lodge a complaint with the ICO.
· The right to withdraw consent at any time, where consent is relied upon, without affecting the lawfulness of processing carried out before its withdrawal.
· Whether providing personal data is a statutory or contractual requirement, or a requirement necessary to enter into a contract, and the possible consequences of failing to provide it.
· The source of the personal data, including whether it came from publicly available sources, where it has not been obtained directly from the individual.
· The use of personal data for direct marketing purposes and the individual’s right to object to direct marketing, where applicable.
· The existence of automated decision-making, including profiling, and, where applicable, meaningful information about the logic involved and the significance and likely consequences of the processing for the individual.
· The company’s contact details for data protection queries, requests and complaints.
· The ICO’s contact details for complaint purposes.
8. 	Data Sharing and Third Parties
8.1	We may regularly share personal data in the course of our business activities with third parties including insurers, underwriting agencies, other insurance intermediaries, claims handlers, premium finance providers, professional advisors, service providers and regulatory authorities where appropriate. 
8.2	Personal data will only be shared where there is a lawful basis, and the disclosure is appropriate for the relevant purpose. We will take proportionate steps to assess relevant third-party risks and ensure that appropriate contractual and data protection arrangements are in place before sharing any data. 
8.3	Where a third-party processes personal data on our behalf, appropriate processor terms will be established. Where legally required, international transfers of personal data will be assessed and appropriate safeguards implemented where necessary.
8.4      Before sharing personal data or appointing a third party, we will document whether each party acts as a controller, joint controller, processor or sub-processor for the relevant activity. The classification will reflect the parties’ actual decision-making roles rather than their contractual labels and may differ between activities within the same relationship.
8.5     In carrying out core insurance broking activities, the company will commonly act as an independent controller because it exercises professional judgement and determines purposes and essential means when collecting customer information, providing advice, obtaining and comparing quotations, arranging and administering insurance, communicating with customers, maintaining regulatory records, handling complaints and meeting its own legal and regulatory obligations. Sharing personal data with an insurer, managing general agent or another market participant does not, by itself, make the company that party’s processor.
8.6      When assessing third-party roles, we will consider who determines the purpose, data collected, individuals affected, access, retention, disclosure and deletion; whether either party uses the data for its own purposes; and who exercises professional judgement or makes decisions about individuals.
8.7      Before sharing personal data or appointing a processor, we will undertake proportionate, risk-based due diligence. This may cover the third party’s expertise, reliability, security, confidentiality, training, incident history, resilience, sub-processors, processing locations, international transfers, audit assurance and ability to support individual rights, breach management, retention and secure deletion.
8.8     Where personal data is shared with another independent controller, we will put in place a written data sharing agreement where proportionate. The agreement will address the purpose and lawful basis for sharing, the categories of data and individuals concerned, each party’s responsibilities, transparency, accuracy, security, retention and deletion, individual rights, personal data breaches, onward sharing, international transfers, review and termination. Each controller remains responsible for its own compliance. Where the parties jointly determine the purposes and essential means of processing, their respective responsibilities will be allocated transparently under a joint-controller arrangement and the essence of that arrangement made available to individuals as required.
8.9     	Where a third party processes personal data solely on our behalf, the written contract will require it to process the data only on documented instructions, ensure confidentiality, implement appropriate technical and organisational measures, obtain the required authorisation before appointing sub-processors, assist us with individual rights, personal data breaches, security obligations and Data Protection Impact Assessments, return or securely delete personal data at the end of the arrangement, provide information necessary to demonstrate compliance, and permit appropriate audits and inspections. A processor that determines its own purposes or essential means for an activity will be treated as a controller for that activity.
8.10    Third-party arrangements will be monitored throughout their lifecycle on a proportionate, risk-based basis. Contracts will provide appropriate breach-notification, information, audit, security, continuity, change-control, regulatory-access, termination and data-return or deletion rights. Material outsourced and cloud services used will have proportionate contingency and exit plans. Identified weaknesses will be recorded, remediated and escalated where necessary.
8.11    We maintain a register of material data-sharing, processing and outsourcing arrangements. It will record the parties, services, data protection roles, purposes, lawful bases, data categories, owner, due diligence, contracts, processing locations, sub-processors, security and resilience controls, transfer arrangements, risk rating, review date and exit provisions. Records will be reviewed following material changes.
8.12    Requests for personal data from regulators, law enforcement bodies or other public authorities will be referred to an appropriately authorised person. Before disclosure, we will verify the requester’s identity and authority, the legal basis, scope and proportionality of the request, unless prohibited by law, and document the decision and information disclosed.
9. 	International Data Transfers
9.1     A transfer of personal data to, or the making of personal data accessible by, a separate individual or organisation located outside the UK may constitute a restricted transfer. Before any restricted transfer takes place, we will identify and document the parties, countries, data categories, purposes, transfer method and applicable legal mechanism.

9.2      Restricted transfers may be made where the destination is covered by UK adequacy regulations. We will confirm that the adequacy decision covers the relevant country, territory, sector or recipient and that any applicable conditions are satisfied before relying on it.

9.3      Where no applicable adequacy regulations exist, we will put in place an appropriate safeguard permitted under the UK GDPR, such as the International Data Transfer Agreement, the UK Addendum to the EU Standard Contractual Clauses or, where appropriate, approved Binding Corporate Rules. Before relying on an appropriate safeguard, we will apply and document the statutory data protection test to assess whether the standard of protection provided to individuals following the transfer will be materially lower than the standard provided under UK data protection law. An appropriate transfer risk assessment methodology, including relevant ICO guidance and tools, may be used to undertake and evidence this assessment.	Comment by Anthony McCloskey: Suggest change the colour in case the firm thinks this is editable

9.4     Where the assessment identifies additional risks, we will implement supplementary contractual, technical or organisational measures before the transfer begins. These may include encryption, pseudonymisation, restrictions on access or onward transfers, enhanced audit rights and requirements to notify us of legally binding requests for access to the data.

9.5      An exception to the restricted-transfer rules will be relied upon only where its legal conditions are met and its use is necessary and proportionate in the circumstances. Exceptions will not be used routinely in place of adequacy regulations or appropriate safeguards.

9.6     Contracts with third parties must require compliance with the agreed transfer mechanism, appropriate security measures, restrictions on sub-processing and onward transfers, assistance with individual rights and breach management, and the return or secure deletion of personal data at the end of the arrangement. Where a processor appoints an overseas sub-processor, prior written authorisation and equivalent contractual protections must be in place.

9.7     	Restricted transfers will be recorded in our Data Asset Register and Record of Processing Activities and reviewed periodically and whenever there is a material change to the destination, recipient, processing, law, mechanism or risk. 
10. Marketing and Electronic Communications
10.1    The Data (Use and Access) Act 2025 amended the UK GDPR, the Data Protection Act 2018 and the Privacy and Electronic Communications Regulations 2003 (PECR); it did not replace them. We will comply with the rules in force for each marketing activity and communication channel.

10.2   	Before using personal data for direct marketing, we will identify and document an Article 6 lawful basis under the UK GDPR. Legitimate interests may be appropriate where the processing is necessary and individuals’ interests, rights and freedoms do not override those interests, supported by a Legitimate Interests Assessment where appropriate alternatively consent may be used where it is the most appropriate basis. Having a UK GDPR lawful basis does not remove or reduce any separate PECR requirement to obtain consent for a particular marketing channel.

10.3    Unsolicited direct marketing by electronic mail, including email, text, direct message, voicemail and similar stored electronic messages, will be sent to an individual subscriber only where the recipient has given valid consent or every requirement of an applicable soft opt-in is met. Consent must be freely given, specific, informed and unambiguous, cover the sender and channel, and be evidenced. Each message will identify the sender, provide valid contact details and include a simple means of opting out.

10.4    We may rely on the soft opt-in for products and services only where we obtained an individual subscriber’s contact details directly from them during a sale or negotiations for a sale; the marketing relates to our own similar products or services; and we provided a clear, simple and free opportunity to opt out when the details were collected and in every subsequent message. The soft opt-in does not apply to contact details obtained from a third party, marketing carried out on behalf of a third party or any other situation in which these conditions are not met.
10.5   	We will determine whether a recipient is an individual or corporate subscriber before applying the PECR rules. Individual subscribers include consumers, sole traders and certain partnerships. Unsolicited electronic mail marketing to individual subscribers requires consent or a valid soft opt-in. Unsolicited electronic mail marketing may generally be sent to corporate subscribers without PECR consent, but we will identify ourselves, provide an opt-out and comply with the UK GDPR wherever the contact details constitute personal data, including named business email addresses.
10.6   	Bought-in, rented, shared or publicly sourced marketing data will not be used until proportionate due diligence confirms its origin, accuracy, collection method, privacy information, permitted purposes and channels, date and wording of any consent, intended recipients and any objections or withdrawals. Generic consent to marketing from unspecified third parties is not sufficient for electronic mail to individual subscribers. The soft opt-in cannot be transferred with or created by a bought-in list. Contracts will allocate compliance responsibilities and provide appropriate assurance and audit rights, but our company remains responsible for our own use of the data.
10.7    Before making live marketing calls, numbers will be screened against the Telephone Preference Service and, for corporate subscribers, the Corporate Telephone Preference Service, together with the company’s own suppression and do-not-call records. We will not call a registered number unless valid consent specifically permits the call. Automated marketing calls and other channels subject to stricter PECR rules will be used only where the applicable consent and identification requirements are met. Call-screening evidence will be retained for an appropriate period.
10.8   	Objections, withdrawals and opt-outs will be actioned promptly across relevant channels and systems. We will maintain a minimal suppression record to ensure the individual or organisation is not contacted again for the marketing covered by the objection. Suppression records will be protected, kept accurate, shared with relevant processors and campaign partners where necessary, and not used for marketing. We will not simply delete all record of an opt-out where doing so creates a risk that marketing will resume.
10.9    For each marketing activity, we will document the purpose, audience, communication channel, personal data used, data source, Article 6 lawful basis, PECR consent or soft opt-in relied upon, subscriber classification, screening completed, third-party due diligence, privacy information, campaign approvals, opt-out method, suppression arrangements and retention period. Marketing campaigns will be subject to periodic compliance monitoring.
11. Cookies and Similar Technologies
11.1    PECR applies to cookies and other technologies that store information on, or access information from, a subscriber’s or user’s device, including tracking pixels, web storage, device fingerprinting, scripts and tags. We will provide clear and comprehensive information and obtain valid consent before using a storage or access technology unless a statutory exception applies. Non-exempt technologies will not be enabled before the required consent is obtained, and refusing or withdrawing consent will be as easy as accepting it.
11.2    Following the DUAA amendments to PECR, consent is not required where the storage or access falls wholly within an applicable exception: it is solely for transmitting a communication; it is strictly necessary to provide a service requested by the subscriber or user; it is solely to collect statistical information about use of the service with a view to improving it; it is solely to adapt the service’s appearance or functionality to the subscriber’s or user’s preference; or it is solely to identify the location of a device to provide emergency assistance requested by the subscriber or user. For the statistical and appearance exceptions, we will provide clear information and a simple, free means of objecting. An exception will not be used where the technology is also used for advertising, cross-service tracking, profiling or another non-exempt purpose.
11.3   	Where information obtained through storage and access technologies is personal data, we will also identify a UK GDPR lawful basis and comply with transparency, fairness, data minimisation, retention, security and individual-rights requirements.
11.4   	We will maintain an up-to-date audit of the technologies used, their providers, purposes, durations, data flows, lawful bases, PECR consent or exception relied upon, consent records and settings. Storage and access technologies will be subject to periodic compliance monitoring and reassessed whenever a technology, provider or purpose changes.
12. 	Automated Decision-Making and Profiling
12.1    Automated decision-making means making a decision about an individual by automated means. Profiling means automated processing that evaluates personal aspects relating to an individual, such as their economic situation, health, preferences, reliability, behaviour, location or movements. Profiling may inform a decision made by a person or form part of a solely automated decision. An automated decision is significant where it produces a legal effect or has a similarly significant effect on the individual, including a decision that materially affects access to, the price of or the terms on which a product or service is offered.
12.2   	Under the DUAA-amended UK GDPR, a significant decision based solely on automated processing of ordinary personal data may be made using any appropriate Article 6 lawful basis, provided all requirements of that basis are met and the safeguards in this section are applied. This may include contract, legal obligation, legitimate interests or consent, depending on the purpose and circumstances. The availability of a wider range of lawful bases does not remove the need for the processing to be lawful, fair, transparent, necessary and proportionate.
12.3  	Significant solely automated decisions involving special category data will be made only with explicit consent or where necessary for a contract or authorised by law and supported by Article 9(2)(g). We will document the applicable Article 6 basis, Article 9 and Schedule 1 conditions, and apply safeguards for individuals. Similarly Criminal offence data will be assessed separately under Article 10 and the Data Protection Act 2018.
12.4  	Automated decision-making or profiling in our insurance activities may include automated quotation, customer or risk eligibility, pricing and premium calculation, fraud and financial-crime screening, claims triage, telematics-based assessments, credit checks and premium-finance decisions, product recommendations and marketing segmentation. For each use case, we will identify whether the system supports a human decision or makes a solely automated decision, whether the outcome is significant, the personal data and sources used, the decision criteria, the Article 6 lawful basis and any additional condition required for special category or criminal offence data.
12.5   	Before introducing or materially changing automated decision-making or profiling, we will complete a DPIA where the processing is likely to create a high risk. It will assess necessity, proportionality, data quality, security, significant outcomes, vulnerable customers, sensitive data, discrimination, explainability, human oversight, individual rights and supplier dependencies. The system will not be deployed until residual risks have been approved and any required ICO consultation completed.
12.6   	Where a significant decision is based solely on automated processing, appropriate safeguards will include clear and accessible information about the processing; a straightforward way for the individual to make representations, obtain meaningful human intervention and contest the decision; and a review by a person with sufficient authority, competence and access to the relevant information to change the outcome. Human review must be genuine and not a token approval of the automated result. Where appropriate, processing or adverse action will be paused while a challenge is considered.
12.7   	Our privacy information will explain the existence of automated decision-making and profiling, the purposes and lawful bases, the main categories and sources of personal data used, whether special category data is involved, the significance and likely consequences for individuals and meaningful information about the factors and logic that influence the outcome. Explanations will be presented in clear language and will provide enough information for an individual to understand and, where appropriate, challenge the decision without disclosing trade secrets, security-sensitive information or information about another person.
12.8    Personal data used to develop, test or operate an automated decision system must be relevant, representative, sufficiently complete and accurate for the intended purpose. Reasonable steps will be taken to verify important input data, enable correction of inaccurate data and prevent inappropriate reliance on inferred, outdated or proxy information. Data minimisation and retention rules will apply to input data, derived profiles, scores, explanations, decisions, review records and model-development data.
12.9   	Automated decision systems will be tested before deployment and at appropriate intervals thereafter. Testing will assess accuracy, reliability, consistency, security, robustness, explainability, data and concept drift, false positives and false negatives, performance across relevant customer groups and the risk of unfair or discriminatory outcomes. Thresholds, assumptions and material limitations will be documented. Outcomes will be monitored against expected results, and material errors, bias, unexplained variation or customer detriment will trigger investigation, remediation, restriction or suspension of the system.
12.10  Where a third-party system, insurer, MGA, premium-finance provider, credit-reference agency, fraud-prevention service or other supplier supports or makes an automated decision, we will determine and document the parties’ respective controller or processor roles. Due diligence and contractual controls will address permitted purposes, data sources, model documentation, testing, accuracy, security, explainability, human review, individual rights, incident notification, audit and change control. We remain responsible for complying with our own obligations and will not rely solely on a supplier’s assurance.
12.11	We will maintain an inventory of automated decision-making and profiling activities. Records will include the system and business owner, purpose, decision and level of human involvement, affected individuals, significance of the outcome, data and sources, lawful basis and additional conditions, DPIA, transparency information, suppliers, safeguards, testing and approval, review frequency, incidents and complaints, challenges and outcomes, material changes and retirement arrangements.
13. 	Training and Awareness
13.1    All staff receive appropriate data protection and information security training, including during induction and periodically thereafter. 
13.2    Staff training will be relevant to the role and responsibilities carried out and incorporate examples of how data protection issues can arise in day-to-day activities. 
13.3    Those employees responsible for setting data protection measures or monitoring of key data protection controls may be required to undertake additional training which is specific and relevant to the nature of their individual role. Such training will be determined by line managers in accordance with the company’s Training and Competence Scheme and incorporated into individual training and development plans as appropriate. 
13.4    Staff must understand their responsibilities for confidentiality, secure information handling, recognising data protection incidents and complaints and escalating concerns. We openly encourage staff feedback and have clear escalation processes in place for staff to raise concerns, including via Section 15 of this policy and via our Whistleblowing Policy. 
13.5    We retain appropriate evidence of training and address identified knowledge gaps where necessary.
14. 	Individuals’ Rights
14.1   Individuals have rights in relation to their personal data under applicable data protection legislation. We will provide clear information about these rights and maintain procedures to recognise, record, assess and respond to requests within the applicable timescales. The principal rights are summarised in the table below.
	Individual right
	What the right means
	Further detail

	Right to be informed
	Individuals must receive clear privacy information about how their personal data is collected and used. Where data is obtained indirectly, this includes the categories and source of the data, including whether it came from publicly available sources.
	Section 7

	Right of access
	Individuals may request confirmation that their personal data is being processed, access to that data and relevant supplementary information.
	Appendix A

	Right to rectification
	Individuals may request the correction of inaccurate personal data and completion of incomplete personal data.
	Appendix B

	Right to erasure
	Individuals may request deletion of personal data in specified circumstances. The right is not absolute, and data may be retained where a lawful exemption or overriding obligation applies.
	Appendix C

	Right to restrict processing
	Individuals may request that processing is limited in specified circumstances, for example while accuracy or an objection is being considered.
	Appendix D

	Right to data portability
	Where the statutory conditions apply, individuals may receive personal data they have provided in a structured, commonly used and machine-readable format and may ask for it to be transmitted to another controller where technically feasible.
	Appendix G

	Right to object
	Individuals may object to certain processing, including processing based on legitimate interests or public task and processing for direct marketing. An objection to direct marketing must be honoured.
	Appendix E

	Rights relating to automated decision-making and profiling
	Individuals have rights and safeguards where solely automated processing produces legal or similarly significant effects, including appropriate information and the ability to seek human intervention where applicable.
	Appendix F


14.2   	Requests may be made verbally or in writing and do not need to refer expressly to data protection legislation or a particular right. Staff must forward any actual or potential request without delay to the [Data Protection Officer/Data Protection Lead or Representative]. We will verify identity where necessary, clarify the scope of the request, assess whether the right applies and respond without undue delay and within the applicable statutory timeframe.
14.3   	We will normally respond free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request or refuse to act, where permitted by law. The threshold will be assessed case by case and supported by documented evidence; a request will not be treated as excessive merely because it is broad, complex, repeated or connected with a complaint or dispute. Any refusal, fee or extension will be communicated without undue delay, together with the reasons and information about the right to complain to the ICO and seek a judicial remedy.
14.4   	We will maintain a central Data Subject Rights Register. The register will record the request date and method, the individual and any representative, identity and authority checks, the right exercised and scope, the responsible owner, applicable deadline, decisions and reasons, searches and actions undertaken, third parties contacted, communications, response date and closure date.
14.5    Where personal data has been rectified, erased or restricted, we will notify relevant recipients unless this proves impossible or involves disproportionate effort. If requested, we will inform the individual about those recipients.
14.6    Individuals may also make a data protection complaint about how their personal data or a rights request has been handled. Complaints will be recorded and managed in accordance with Section 19 of this policy and the company’s Complaints Procedure and applicable statutory requirements.
14.7   	Where a request is made by a solicitor, claims management company, relative or other representative, we will verify the representative’s identity and obtain proportionate evidence of authority to act. A properly authorised request will be treated as if it had been made by the individual. If authority is absent, unclear or limited, we will seek clarification and continue to progress any part that can be handled safely. We will not presume that a request is invalid because of the identity, profession or organisation of the representative.
14.8   	Where correspondence exercises more than one data protection right or also raises a complaint, accuracy dispute, objection or other concern, each component will be identified, logged and handled under the relevant requirements. We will coordinate searches, decisions, communications and deadlines and will not treat a mixed request as exercising only the right named by the individual.
14.9   	Restrictions, exceptions and exemptions will be assessed case by case and applied only where the statutory test is met. We will record the provision relied upon, the affected information, reasons and whether partial disclosure, separation or redaction is possible. Third-party information will be disclosed only where consent has been obtained or disclosure without consent is reasonable. A request will be closed only when the response and all required actions have been completed and recorded.
15. 	Personal Data Breach Management and Notification
15.1    A suspected or actual personal data breach must be reported promptly, contained where possible and assessed to determine the likely risk to individuals. The assessment will consider the nature, sensitivity and volume of data; affected individuals and records; ease of identification; loss of confidentiality, integrity or availability; likely consequences; safeguards; and containment and recovery measures.
15.2    Every breach will be recorded with the facts, effects, assessment, decisions and remedial action. Where a breach is likely to result in a risk to individuals’ rights and freedoms, the ICO will be notified without undue delay and, where feasible, within 72 hours of the breach being identified. Where it is likely to result in a high risk, affected individuals will also be informed without undue delay unless an exception applies. Notifications may be made in phases where necessary.
15.3    We maintain a Breaches and Issues Policy. The register will capture the incident, awareness date, affected data and individuals, risk and impact assessment, containment and recovery, notifications and reasons, communications, actions, owners and closure evidence. All breaches are recorded in our Breach Register.
15.4    We will promptly assess whether a breach or related operational incident must be notified to the FCA. In accordance with Principle 11 and SUP 15, immediate notification may be required where a matter could have a significant adverse impact on the company’s reputation; serious financial consequences for the UK financial system or other firms; serious customer detriment; or a significant adverse impact on the company’s ability to provide adequate services that could result in serious customer detriment. We will also disclose matters of which the FCA would reasonably expect notice. Assessment and notification will not be delayed solely because all facts are not yet known.
15.5    Incident-management decisions will be coordinated across relevant control functions and business owners. The incident owner will document customer and service impacts, vulnerable-customer considerations, affected systems and third parties, foreseeable harm, notification thresholds, decision-makers, reasons, timing and any staged or updated reporting to the ICO, FCA, affected individuals or other relevant parties. Notification will not be delayed solely because all facts are not yet known.
15.6    Examples of data breaches include:
· The accessing of personal data by an unauthorised third party;
· The sending of personal data to an incorrect recipient;
· Computing devices containing personal data being lost or stolen; 
· Alteration of personal data without permission; and
· The loss of availability of personal data.
16. Data Protection by Design and by Default
16.1    We are obliged to meet key privacy by design and default requirements which centre on us identifying and remediating inherent risk when processing personal data.
16.2    There are certain situations where we are required to perform a data privacy impact assessment (DPIA) prior to new processing activities. This is necessary where:
· The processing is likely to result in a high risk to the rights and freedoms of individuals, including profiling and where decisions that have legal effects or similarly significant effects on individuals i.e., automated decision-making.
· Large-scale processing of special category data or personal data relating to criminal convictions or offences. 
· Large scale, systematic monitoring of public areas (CCTV).
16.3    However, the ICO encourages, and we recognise, that privacy and data protection is a key consideration in the early stages of any project, and then throughout its lifecycle. For example, when:
· Building new IT systems for storing or accessing personal data;
· Developing new services or strategies that have privacy implications;
· Embarking on a data sharing initiative; or
· Using data for new purposes.
16.4    As such, we undertake a data privacy impact assessment (DPIA) when undertaking such projects in order to assess risk in proposed data processing activities. At a minimum the DPIA shall capture the following information:
· The proposed activity;
· The purpose of the activity;
· The category of the data being collected / processed;
· The impact on individuals should the data enter the public domain in an uncontrolled manner;
· How and when the data is collected / generated;
· Whether we are intending to use personal data outside of its original purpose and if so, whether the intended use remains lawful;
· Appropriate data security requirements; 
· System and user requirements that will help to safeguard data and comply with data protection and privacy legislation, particularly in relation to data subject rights requests;
· How long the data should be retained for;
· Next steps (if any); and
· Activity approval and approved by.
16.5    If a DPIA is required this will be recorded on the Data Asset Register and Record of Processing Activities along with the location or link to the completed assessment.
17. Privacy and Data Protection in Workplace Monitoring 
Note: this section covers any workplace monitoring that has data protection implications, examples of which are outlined in paragraph 17.1 and then expanded on in various paragraphs throughout section 17. Firms may wish to personalise this section to include only examples of any monitoring that already exists or are being contemplated and should also ensure that this policy has been adopted in accordance with any HR or employment law considerations affecting such workplace monitoring. 
17.1    Staff monitoring that has data protection implications will be introduced or materially changed only for a specified and legitimate purpose and where it is necessary and proportionate to that purpose. This may include CCTV or audio surveillance; recording or monitoring business calls; monitoring company email, messaging, internet, network, device or application use; access, audit and security logs; vehicle, telematics or location tracking; monitoring of home or remote working; biometric access or identification systems; and targeted or covert monitoring where exceptionally justified. 
17.2    Before monitoring begins, the accountable business owner must document the purpose, lawful basis, individuals affected, information collected, monitoring method and frequency, recipients, retention period, risks to workers and less intrusive alternatives considered. Monitoring will be limited to what is reasonably required and will not be used for an incompatible purpose without a fresh assessment and appropriate transparency.
17.3    A DPIA will be completed before workplace monitoring that is likely to create a high risk, including extensive monitoring, large-scale surveillance, intrusive monitoring of remote workers, location tracking, biometric identification, use of special category data or monitoring used for significant employment decisions. The DPIA will assess necessity, proportionality, reasonable expectations, privacy impacts, discrimination, accuracy, security, retention, accessibility and less intrusive alternatives.
17.4    Staff will be given clear, accessible privacy information before monitoring begins. This will explain the purposes and lawful bases, the nature and extent of monitoring, the information collected, when and where monitoring occurs, whether personal use may be captured, who has access, retention periods, how monitoring information may be used in employment decisions, the use of any automated analysis, relevant third parties and how workers may exercise their rights or raise concerns.
17.5    CCTV or other video and audio surveillance at company premises will be targeted to justified locations and purposes, positioned to minimise unnecessary capture and supported by appropriate signs and privacy information. Surveillance will not normally be used in areas where staff have a high expectation of privacy. Access to recordings will be restricted, disclosures controlled and retention limited to the period necessary for the stated purpose, subject to any documented investigation, legal or regulatory hold.
17.6    Business calls may be recorded or monitored where necessary for a documented purpose such as evidencing transactions or instructions, meeting legal or regulatory obligations, quality assurance, training, complaint handling, fraud prevention or security. Callers and workers will receive appropriate information about the recording and its purposes. Routine or continuous monitoring for performance purposes will be proportionate, sampling will be used where it can meet the purpose, and access and retention will be controlled. Where practicable and appropriate, arrangements will be available to avoid recording personal or sensitive communications.
17.7    Monitoring of company email, messaging, internet, network, device or application use will be limited to defined purposes such as information security, prevention of data loss, acceptable-use compliance, service continuity or investigation of a specific concern. The company will prefer automated security alerts, metadata, traffic data or targeted review over reading content where these less intrusive measures are sufficient. Workers will be told the extent to which personal use is permitted and may be monitored. Access to content will require appropriate authorisation and will be limited to what is relevant to the stated purpose.
17.8   Vehicle, telematics and location monitoring will be used only where the location or journey information is necessary for a defined purpose such as safety, security, dispatch, mileage, service delivery, fraud prevention or compliance. Tracking will be configured to avoid monitoring outside working time or during authorised private use unless an exceptional, documented justification applies. Workers will be informed about the devices and applications used, whether tracking is continuous or event-based, who can view location information, how long it is retained and how to disable or distinguish private use where appropriate.
17.9    Monitoring of home and remote workers will recognise the heightened expectation of privacy in the home and the risk of capturing information about family members, visitors and private activities. We will not use continuous webcam or audio monitoring, intrusive keystroke logging, indiscriminate screenshots or similar measures unless an exceptional necessity and proportionality assessment demonstrates that no less intrusive measure can achieve a compelling purpose and the processing is lawful. Security and operational needs will normally be addressed through access controls, audit logs, endpoint-security tools, outcome-based management and proportionate checks.
17.10 	Biometric identification of workers will be used only where a less intrusive method cannot reasonably achieve the documented purpose. Before use, we will identify the relevant Article 6 basis, Article 9 and Schedule 1 conditions; complete a DPIA; maintain any required appropriate policy document; assess accuracy and risks; provide an alternative where appropriate; and apply enhanced security, restricted access and short retention periods. Raw images will not be retained where a protected template is sufficient.
17.11 Covert monitoring will be exceptional, time-limited and targeted. It will be authorised at an appropriate senior level only where there are reasonable grounds to suspect serious misconduct or criminal activity, informing workers would prejudice the investigation, and no less intrusive means is reasonably available. It will not normally take place in areas of private activity, will not capture material beyond the investigation’s scope, and will be stopped when the purpose has been achieved. The justification, authorisation, scope, duration, access, review and outcome will be documented.
17.12 Information obtained through workplace monitoring will be accurate, relevant and used only by authorised persons for the stated purpose. Decisions affecting staff will not rely on monitoring information without appropriate context, verification and a fair opportunity for the staff member to respond. Monitoring arrangements, suppliers, DPIAs, privacy information, access logs, retention and outcomes will be reviewed periodically and whenever the purpose, technology, data collected or risks change. Material concerns, misuse or disproportionate effects will result in remediation, restriction or suspension of the monitoring.
18. 	Data Security
18.1   We are required to implement appropriate technical and organisational measure to ensure persona data is processed securely, this centres on organisations implementing data security controls which safeguard personal data. Controls may vary according to the size of the organisation, its commercial activities, and the volume and category of personal data being processed.
18.2    We have implemented appropriate technical and organisational data security controls to protect the confidentiality, integrity and availability of personal data which are outlined in our  Information Security Policy, a summary of the key controls are outlined in the table below
Note: This table below should be personalised by amending, adding or deleting the examples of controls according to your own arrangements. 
	Control type
	Examples of controls

	Physical controls
	· Manned reception areas, controlled entrances and exits, visitor sign-in procedures and visitor badges.
· CCTV, alarms and other appropriate measures to protect premises and areas where personal data is stored or accessed.
· Clear-desk arrangements and secure storage of paper records when unattended.
· Secure shredding of paper records and the secure physical destruction or disposal of equipment and media containing personal data.

	Technical controls
	· Encryption of personal data in transit and at rest, including data held on servers, cloud services, workstations, laptops, removable media and backup devices.
· Role-based access controls that restrict personal data to authorised users for approved purposes.
· Security testing of applications, services and infrastructure for vulnerabilities, known exploits and configuration weaknesses.
· Monitoring and auditing access to personal data and using appropriate intrusion prevention, intrusion detection and data-loss prevention measures.
· Secure electronic erasure, anonymisation or pseudonymisation of personal data where appropriate.
· Prompt removal or amendment of system access when staff leave, change roles or no longer require access.

	Organisational controls
	· A documented data protection and privacy governance framework supported by appropriate policies, procedures, privacy information and risk-management processes.
· Clear senior management accountability and appointment of a Data Protection Officer or Data Protection Lead or Representative, where appropriate.
· Documented joiner, mover and leaver processes and regular staff training on confidentiality, secure information handling and incident reporting.
· Documented personal data breach management, business continuity and IT disaster recovery procedures that are tested periodically.
· Due diligence, contractual controls and ongoing oversight for suppliers and other third parties, including permitted uses, authorised access and processing locations, security requirements, audit rights, data ownership and end-of-contract return or deletion arrangements.
· Secure disposal and retention procedures to ensure personal data is erased or destroyed when no longer required.



19. 	Data Protection Complaints
19.1    The Data (Use and Access) Act 2025 introduced provisions affecting data protection and privacy in electronic communications law, including a requirement for firms to have a process for dealing with data protection complaints.
19.2    We have included details in our Complaints / Complaints Handling Policy and procedures explaining how these complaints will be handled. These arrangements take account of the ICO’s detailed guidance on dealing with data protection complaints.
19.3    Any complaint alleging an infringement of data protection legislation, including how personal data or a rights request has been handled, will be managed in accordance with the DUAA requirements and our complaints procedures.
19.4    We will maintain a reliable evidence trail for data protection complaints, including relevant records, communications, decisions, redress and outcomes. Records will be protected from alteration or premature deletion and made available within required timescales. Complaints indicating wider data-quality, process, supplier, appointed representative or customer-outcome issues will be considered for root-cause analysis, remediation and escalation.
20. Monitoring, Accountability and Governance
20.1   Accountability, allocated responsibilities and senior management oversight are set out in Section 3 of this policy. The company’s risk-based monitoring, management information, assurance, escalation and remediation arrangements are set out in this section. Data protection risks will be recorded and managed through the company’s risk-management framework, with accountable owners, actions, target dates and appropriate escalation.
20.2    The [Compliance Officer/Compliance Team/Data Protection Officer/Data Protection Lead] will undertake proportionate, risk-based monitoring and testing of the company’s data protection arrangements in accordance with the [Annual Compliance Plan/Data Protection Monitoring Plan]. Monitoring will assess whether the requirements of this policy and supporting procedures are being followed, whether controls are operating effectively and whether identified weaknesses are remediated promptly.
20.3    Monitoring will cover relevant areas of data protection compliance, including:
· the [Data Asset Register/Record of Processing Activities]; 
· Article 6 lawful bases; Article 9 conditions for special category data; 
· Article 10 and Schedule 1 conditions for criminal offence data; 
· privacy information; 
· consent and marketing permissions; 
· individual rights requests; 
· data retention and disposal; 
· personal data breaches; 
· Data Protection Impact Assessments; 
· international transfers; third-party oversight; 
· information security controls;
·  training and complaints.
20.4    Technology used for automated decision-making, profiling or monitoring will be assured in accordance with Sections 12 and 17. Monitoring under this section will verify that required assessments, testing, approvals, safeguards, human oversight and remedial actions are in place and operating effectively.
20.5   Quality assurance and operational monitoring will include checks that personal data is collected, recorded, accessed, shared, amended, retained and disposed of in accordance with this policy. Errors, omissions or control failures will be documented, investigated and subject to proportionate remedial action, with recurring or material issues escalated to the appropriate senior manager.
20.6   Data protection management information will be reviewed at least [insert frequency]. Outstanding actions, trends, recurring issues and material failures will be escalated and tracked to completion. Management information will typically include:
· Relevant monitoring and audit findings.
· Material risks and control weaknesses.
· Breaches, incidents and near misses.
· Complaints.
· Subject rights requests. 
· Data protection risk assessments. 
· Third-party and transfer reviews.
· Training records.
· Retention and deletion records.
· Horizon-scanning developments 
· Add/delete as appropriate.

20.7   The [Board/Senior Partners] may commission independent assurance where appropriate. Reviews will be undertaken by suitably skilled and independent persons and will assess whether the company’s data protection governance, risk management and controls are appropriately designed and operating effectively. Findings and agreed actions will be formally recorded, assigned to accountable owners and tracked to completion.
20.8   The [Board/Senior Partners] will review the adequacy and effectiveness of the company’s data protection framework and material data protection risks at least annually. Approval, challenge, decisions and associated actions will be formally recorded in the relevant meeting minutes.
20.9   Significant data protection incidents or control failures must be escalated without delay to the [Board/Senior Partners] and the [Data Protection Officer/Data Protection Lead or Representative]. This includes matters that may result in a high risk to individuals, regulatory notification or investigation, significant operational or financial impact, widespread non-compliance, material reputational harm or serious failings by a third party.
21. 	Policy Review
21.1    This policy will be reviewed at least annually and sooner following material changes to legislation, regulatory requirements, business activities, systems or data protection risks. Annual reviews and material ad-hoc changes will be approved by the [Board/Senior Partners] before implementation.
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Right of Access Procedure (Subject Access Request)
	1. Introduction


A subject access request allows an individual to obtain confirmation that we process their personal data, a copy of that personal data and the supplementary information required by Article 15 of the UK GDPR. A response is not limited to supplying documents that mention the individual.
Data subjects have the right to request details about:
· The purpose of the processing
· The categories of personal data concerned 
· The recipients or categories of recipients with whom the personal data has been shared and whether the data is transferred abroad
· Where possible the envisaged period for which the personal data will be stored or if not possible the criteria to be used for determining the period data can be stored

We will respond without undue delay and within one month. Where reasonably required, the response period begins when we receive requested evidence of identity, confirmation of a representative’s authority or an applicable fee. We may extend the period by up to two further months where necessary because of the complexity or number of requests but must inform the individual within the initial one-month period and explain the extension. Any clarification sought will be limited to what is reasonably required to identify the information or processing activities requested, and its effect on the response period will be recorded.
Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. The high threshold for doing so must be assessed case by case, supported by clear evidence and approved by the [Data Protection Officer/Data Protection Lead or Representative]. A request will not be treated as excessive merely because it is broad, complex, repeated or made alongside a complaint or dispute.
	2. Scope


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.
	3. What does a Subject Access Request look like?


Below is a list of examples of Subject Access Requests, this list is not exhaustive:
· An employee upon termination of employment requests details on information being held on them;
· A customer tells you that they want you to send them all the information we hold about them; or
· A customer sends in a formal letter explaining that they wish to see all the data we hold about them.
Requests can be made electronically, verbally or in writing. 
Requests from police, regulators or other public authorities are not individual-rights requests made on behalf of the person concerned and must not be treated as routine “derogations”. They must be referred promptly to an authorised person and assessed under the company’s data-sharing and law-enforcement disclosure process.
Before making a disclosure, we will verify the requester’s identity and authority, the purpose and legal basis, the necessity and proportionality of the disclosure and the minimum information required. 
Where special category or criminal offence data is involved, the applicable additional condition must also be identified. Any exemption from transparency or individual-rights requirements, including the crime and taxation exemption, will be applied only to the extent that its statutory test is met and will be documented. Urgency does not remove these requirements, although an appropriately authorised person may make and record an expedited assessment where necessary.
	4. As a member of staff without specific privacy responsibilities, what should I do if I receive a Subject Access Request?


Without delay all requests must be forwarded to the [Data Protection Officer/Data Privacy Representative]; even if unsure as to whether a request for information is a subject access request or not. 
	5. [bookmark: _Hlk152764975]As a staff member with specific data privacy responsibilities, what should I do if I receive a Subject Access Request?


The following steps should be undertaken when receiving a request for information:
1. Record the request within the central register;
2. Record the name of the individual making the request;
3. Record the nature of the request e.g., the individual is seeking confirmation on data being held;
4. Confirm how the request was made;
5. Record the date the request was received;
6. Record the date by which a response must be made.

	6. What should I do next?


When processing the request:
1. Confirm/record the identity of the individual making the request;
2. Where a request is made by a solicitor, claims management company, relative or other representative, verify the representative’s identity and obtain evidence of their authority to act for the individual. A properly authorised request must be treated as if it had been made by the individual. If authority is absent, unclear or limited, seek proportionate clarification and continue to progress any part of the request that can be handled safely; do not presume the request is illegitimate because of the requester’s profession or organisation;
3. Assess and record whether the request is manifestly unfounded or excessive. A request must not be treated as excessive merely because it is repeated; consider the circumstances, interval, overlap with earlier requests, burden and whether there is a legitimate reason for the repetition. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and record the evidence and reasons;
4. Confirm / record the scope of the request e.g., IT systems and paper records to search;
5. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint against the firm, inform [Human Resources/Legal/ Complaints/Compliance - amend as appropriate] that a request has been received;
6. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;
7. If the request has been received from an employee who is subject to a disciplinary matter or has been subject to a disciplinary process and the employee (or their representative / solicitor) is requesting details of emails that have been sent to and from individuals who may have made a complaint against an individual or reported inappropriate behaviour etc. by the individual and a risk of harm, aggressive/unsuitable behaviour etc. is a possibility, then immediately inform [Human Resources/or equivalent – amend as appropriate] for guidance on how to proceed;
8. Confirm whether any requirement exists to contact third party providers acting on your behalf that may process the requested information.

	7. What should I do once the request has been verified and its scope confirmed?


Contact the individual by email or by post to confirm receipt and that the request is being processed and request confirmation of how they would like to receive the requested information and obtain confirmation on contact / address details. 
Further consideration should be given on discussing the possibility of narrowing the search to specific dates and/or activities. Once the scope of the search has been clarified:
1. Conduct reasonable and proportionate searches of the systems, records, communications, recordings and paper files likely to contain the individual’s personal data. Identify and extract the personal data within scope rather than automatically supplying every document in which the individual is mentioned;
2. When reviewing the results, confirm whether any information that may be the personal details of others needs to be redacted or whether any information that relates to them but cannot be issued is present.
3. Assess each item against any applicable restriction or exemption on a case-by-case basis. This includes information about another individual, legal professional privilege, confidential references, management forecasting, negotiations, crime and taxation, regulatory functions and other exemptions under the Data Protection Act 2018. An exemption must not be applied as a blanket category: record the provision relied upon, the information affected, the statutory test, the reasons it applies and whether partial disclosure or redaction is possible. Third-party information may be disclosed where the other person has consented or it is reasonable to disclose without consent, taking account of all relevant circumstances;
4. Identify whether the correspondence exercises more than one data protection right or also raises a complaint, objection, accuracy dispute or erasure or restriction request. Each component will be logged, assessed and handled under the relevant procedure, with coordinated communications and deadlines. The request will not be narrowed to access alone merely because it is described as a subject access request.

	8. What should I do when refusing a request?


When refusing a subject access request:
1. State the reason within the central register;
2. Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;
3. Inform the individual of their right to complain to the supervisory authority (the ICO) and to a judicial remedy without undue delay and at the latest within one month.

	9. What should I do once the search completes?


Once the search has been completed and all data obtained:
1. When reviewing search results, confirm whether any information that may be the personal details of others needs to be redacted (removed / masked);
2. Establish whether any information may lead to a complaint or other follow-up action by the individual making the request. Inform [Human Resources / Legal / Complaints] if this a possibility;
3. Prepare a response providing the personal data and the required supplementary information, including the processing purposes; categories of personal data; recipients or categories of recipients; international-transfer safeguards where relevant; retention period or criteria; applicable rights; the right to complain to the ICO; the source of data not collected from the individual; and relevant information about automated decision-making and profiling.
4. Forward the data to the individual via their preferred method. If unable to determine a preferred method, and if the request was received via email, email is an option on the basis that the information is being provided in an easy-to-read format. If the request was received in writing, then respond in writing providing hard copy data.
5. Ensure requests are met within the timescale and that the details are accurate and communicated clearly.
6. Within the central register record the date of the response.
7. Close the request when the response and all required actions have been completed, quality checked and recorded. Closure must not depend on the absence of further correspondence for one month. Any later correspondence will be assessed on its substance and linked to the original request or recorded as a new request, complaint or review as appropriate.

N.B. if responding in an electronic form consideration should be given to whether to encrypt the data. Information relating to special category data should be encrypted. In addition, if using an USB (data to be encrypted) or providing hard copy data, the information should be sent via a recorded postal method.


[bookmark: AppendixB]APPENDIX B (Back to list of appendices)
Right to Rectification 
	1. Introduction


Under the UK GDPR and Data Protection Act 2018, individuals may require inaccurate personal data to be corrected and incomplete personal data to be completed, including by providing a supplementary statement where appropriate.
[bookmark: _Toc510095546][bookmark: _Toc508613462]The purpose of this procedure is to set out how we identify, manage and resolve requests from individuals for their data to be rectified. The request will be considered by [the person receiving the request/the Data Protection Officer/Data Privacy Representative – amend as appropriate] before a formal response is issued to the data subject.
The request should be dealt with as soon as possible and details of actions taken provided within a month which can be extended by two months where necessary, taking into account the complexity and the number of requests. Where this is the case, we are required to inform the individual within one month of the receipt of the request and explain why the extension is necessary.  
Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. Any such decision must be made case by case, supported by clear evidence and recorded.
	2. Scope 


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.
	3. How do I identify a right to rectification? 


Right to rectification requests may be received via a variety of channels and in most cases, will not refer to ‘rectification’ but instead will refer to data that the firm holds being incorrect, inaccurate or wrong etc.  
Requests may be received from current, historic or prospective customers or employees but in most cases, are more likely to be received from current customers or employees. 
Requests can be made electronically, verbally or in writing. 
We may also receive requests from third parties. 
	4. As a staff member without specific privacy responsibilities what must I do with Right to Rectification requests?


If the request is simply that personal data held is incorrect, in the first instance either process the rectification yourself or pass to an operational member of staff for processing. However, at the same time, forward the request (or details of the request) to the [Data Protection Officer/Data Privacy Representative – amend as appropriate] in case it needs to be logged centrally and where appropriate a decision made as to whether any further action is required.

	5. As a staff member with specific privacy responsibilities what should I do if I receive a Right to Rectification request?


The following steps should be undertaken when receiving notification of a request for rectification:
· Ensure there is proportionate evidence that every accuracy issue has been received, assessed and resolved. Straightforward operational corrections may be recorded in the relevant customer, employee or business record rather than as a separate formal case, but a central record should be maintained where the issue is disputed, material, affects decisions or has been communicated to recipients;
· Record the request within the central register;
· Record the name of the individual making the request;
· Record the nature of the request e.g., what the individual is seeking to correct;
· Confirm how the request was made;
· Record the date the request was received; and
· Record the date when a response must be made where a response has yet to be given.
	6. What should I do next? 


When processing the request:
1. Confirm/record the identity of the individual making the request;
2. Confirm and record whether the right applies to the processing and whether any restriction or exemption is relevant; do not describe the request itself as “legitimate” or “illegitimate”;
3. Confirm/record the scope of the request; 
4. Assess and record whether the request is manifestly unfounded or excessive. Repetition alone does not establish excessiveness. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and document the evidence and reasons;
5. Where an extension is necessary because of the complexity or number of requests, inform the individual within the initial one-month period and explain the reasons for the extension;
6. Undertake a search of the records and files to ensure that all locations where the data is inaccurate or incorrect is rectified;
7. Where appropriate also advise other departments and if the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint against the firm, inform Human Resources, Complaints, Compliance and Legal representatives as appropriate that a request has been received;
8. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;
9. If the request has been received from an employee who is subject to a disciplinary matter or has been subject to a disciplinary process immediately inform [Human Resources/or equivalent – amend as appropriate] for guidance on how to proceed;
10. Confirm whether any requirement exists to contact third party providers that may have processed the inaccurate or incorrect information. 
11. Where the individual contests the accuracy of personal data and verification is required, restrict the disputed processing for the verification period in accordance with the restriction procedure. Restriction is not automatic for every routine correction;
12. Ensure requests are met within the timescale and are accurate and communicated clearly and within the timescales. 



	7. [bookmark: _Toc508613467][bookmark: _Toc510095553]What should I do once the request has been actioned? 


When dealing with a formal request for rectification and a response has yet to be provided prepare a response outlining:
1. Confirming what was advised in the request to rectification;
2. The action taken including any third parties who have been notified; 
3. Forward the response to the individual via their preferred method. Within the central register record the date the request was responded to.
4. Close the request when the response and all required rectification, restriction, recipient notification and record updates have been completed, quality checked and recorded. Closure must not depend on the absence of further correspondence for one month.
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Right to Erasure Procedure (Right to be forgotten)
	1. Introduction


The right to erasure is also known as ‘the right to be forgotten’. The purpose of this procedure is to set out how we identify, manage and resolve requests from individuals for their data to be erased. All data subjects can request for their data to be deleted by us however there is no automatic right to have their data erased. The request will be carefully considered by [the Data Protection Officer/Data Privacy Representative – amend as appropriate] before a formal response is issued to the data subject. 
The request should be dealt with as soon as possible and details of actions taken provided within a month which can be extended by two months where necessary, taking into account the complexity and the number of requests. Where this is the case, we are required to inform the individual within one month of the receipt of the request and explain why the extension is necessary.  
Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. Any such decision must be made case by case, supported by clear evidence and recorded.
	2. Scope


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.
	3. How do I identify a Right to Erasure request? 


A right to erasure request may be made in any form and does not need to refer to the UK GDPR or use the words “right to erasure”. Staff should recognise statements asking the company to delete, remove or stop retaining an individual’s personal data and refer them promptly for assessment.
· “please delete all my information”
· “remove all details you hold about me”
· “I don’t want you to keep my information any longer, please erase it”
Requests may be received from a current, historic or prospective customer or employee. 
Requests can be made electronically, verbally or in writing. 
We may also receive requests from third parties who provided the data to us and have now received a request to remove it.
	4. As a staff member without specific data privacy responsibilities, what must I do with a Right to Erasure request?


Without delay all requests must be forwarded to the [Data Protection Officer/Data Privacy Representative – amend as appropriate]; even if unsure about whether a request for information is a right to erasure request or not.

	5. As a staff member with specific data privacy responsibilities, what should I do if I receive a Right of Erasure request?


The following steps should be undertaken when receiving a request for erasure:
· Record the request within the central erasure register;
· Record the name of the individual making the request;
· Record the nature of the request e.g., the individual is seeking erasure of all data held;
· Confirm how the request was made;
· Record the date the request was received; and
· Record the date when a response must be made by.
	6. When does the Right to Erasure apply? 


Although individuals can request erasure of their data at any time, under data protection legislation individuals only have a right to request that personal data is no longer processed and deleted in specific circumstances. That said, although an individual may request their data to be erased, the firm may have an overriding obligation to retain the data. 
The ICO states that individuals can request data to be erased in the following circumstances which are:
· Where the personal data is no longer necessary in relation to the purpose for which it was originally collected/processed;
· When the individual withdraws consent;
· The individual objects under Article 21(1) and there are no overriding legitimate grounds for continuing the processing, or objects to direct marketing;
· The personal data was unlawfully processed (i.e., otherwise in breach of the DPA or UK GDPR).
· The personal data must be erased in order to comply with a legal obligation;
· The personal data is processed in relation to the offer of information society services to a child.
Unlike the previous legislation, under the DPA and UK GDPR, the right to erasure is not limited to processing that causes ‘unwarranted and substantial damage or distress’. However, if the processing does cause damage or distress, this is likely to make the case for erasure stronger.
As outlined, there are some specific circumstances where the right to erasure does not apply, and we can refuse to deal with a request. These are where the personal data is processed for the following reasons:
· for the exercise the right of freedom of expression and information;
· for compliance with a specific legal obligation requiring the processing, or for the performance of a task carried out in the public interest or in the exercise of official authority. The obligation and the necessary data and retention period must be identified; a general regulatory expectation or retention preference is not sufficient;
· for qualifying public-health purposes where the applicable Article 9 conditions and statutory safeguards are satisfied;
· for archiving in the public interest, scientific or historical research or statistical purposes, where erasure is likely to render impossible or seriously impair the objectives and the applicable statutory conditions and safeguards are satisfied; or
· for the establishment, exercise or defence of legal claims.
	7. What should I do next? 


When processing the request:
1. Confirm/record the identity of the individual making the request;
2. Confirm and record whether the statutory conditions for erasure apply and whether an overriding legal obligation, legal-claims need or other restriction or exemption prevents erasure of some or all of the data; do not describe the request itself as “legitimate” or “illegitimate”;
3. Confirm/record the scope of the request; 
4. Assess and record whether the request is manifestly unfounded or excessive. Repetition alone does not establish excessiveness. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and document the evidence and reasons;
5. Consider why data is being processed and stored and therefore what information can reasonably be erased in line with the firm’s retention policy; where necessary liaise with other department representatives including but not limited to Operations, IT, Human Resources, Finance and Compliance or Legal representatives where appropriate; 
6. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint against the firm, inform Human Resources, Complaints, Compliance and Legal representatives as appropriate that a request has been received;
7. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent – amend as appropriate] for further guidance on how to proceed;
8. If the request has been received from an employee who is subject to a disciplinary matter or has been subject to a disciplinary process immediately inform [Human Resources/or equivalent – amend as appropriate] for guidance on how to proceed;
9. Confirm whether any requirement exists to contact third party providers acting on the firm’s behalf that may have processed the requested information;
10. Contact the individual by email or by post to confirm receipt and that the request is being processed. Also, if not already received, clarify the reasons for the request for erasure;
11. Commence search activities. In practice this means, we must identify all data relating to the individual held our IT systems, including emails, phone recordings and any paper notes.

	
8. What should I do when refusing a request? 


1. State the reason within the central register;
2. Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;
3. Inform the individual of their right to complain to the supervisory authority (the ICO) and to a judicial remedy without undue delay and at the latest within one month.
	9. Do I have to tell other organisations about the erasure of personal data? 


If you have disclosed the personal data in question to others, you must contact each recipient and inform them of the erasure of the personal data - unless this proves impossible or involves disproportionate effort. If asked, you must also inform the individuals about these recipients.
	10. What should I do once the search completes? 


When reviewing search results, confirm whether any information that may be the personal details of others needs to be redacted (removed/masked).
Establish whether any information can be erased and identify such information – this should identify:
1. Information which can be erased 
2. Information that can be irreversibly anonymised so that the individual is no longer identifiable by means reasonably likely to be used. Pseudonymised or potentially re-identifiable information remains personal data and has not been erased;
3. Information which needs to remain and the lawful basis on which it will be retained
4. Prepare a response outlining:
· The data which can be erased;
· The consequences of erasing data;
· The data which will remain but will be anonymised and the reasons why; and 
· The data which needs to remain and the reasons why
5. Forward the response to the individual via their preferred method. Within the central register record the date the request was responded to.
Close the request when the response and all required erasure, anonymisation, restriction, recipient notification and record updates have been completed, quality checked and recorded. Closure must not depend on the absence of further correspondence for one month.











[bookmark: AppendixD]APPENDIX D (Back to list of appendices)
Right to Restriction of Processing 
	1. Introduction


Under the UK GDPR and Data Protection Act 2018, individuals may require processing to be restricted in specified circumstances. Restricted personal data may normally be stored but otherwise processed only with the individual’s consent; for establishing, exercising or defending legal claims; to protect the rights of another person; or for important public-interest reasons. We may retain the minimum information needed to ensure the restriction is respected.
The request should be dealt with as soon as possible and details of actions taken provided within a month which can be extended by two months where necessary, taking into account the complexity and the number of requests. Where this is the case, we are required to inform the individual within one month of the receipt of the request and explain why the extension is necessary.  
[bookmark: _Toc508626078]Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. Any such decision must be made case by case, supported by clear evidence and recorded.
	2. Scope  


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.
	3. What does a request to Restrict Processing look like? 


A request to restrict processing may arise in a number of forms and is likely to be linked to a wider issue which needs to be dealt with. For example, such requests may arise: 
· As a result of an individual – a data subject - or a third party on behalf of a data subject advising that the firm holds inaccurate or incorrect information about them; whilst this is being investigated in line with the Right to Rectification procedure, processing should be restricted until the inaccuracies or incorrect information have been rectified;
· Where the individual has objected to the processing of their personal data – see the related procedure on objecting to processing – and the firm is deciding whether it has ground to object to that request (e.g., where the processing is necessary for the performance of a public interest task or for the purposes of legitimate interests), and you are considering whether your organisation’s legitimate grounds override those of the individual; 
· When an individual has advised that the firm should not be processing their data e.g., they deem it to be unlawful but rather than requesting erasure, the individual opposes this and requests restriction instead;
· If you no longer need the personal data but the individual requires the data to establish, exercise or defend a legal claim.





	4. As a staff member without specific data privacy responsibilities, what should I do if I receive a request to Restrict Processing?


Firstly, it may not be clear that the individual – the data subject – or a third party acting on behalf of the individual may be specifically requesting that processing of data is restricted. As outlined in the above section, such requirements may arise from other requests or issues. 
Therefore, without delay all requests or possible requests must be forwarded to the [Data Protection Officer/Data Privacy Representative] to help determine what action needs to be taken.
	5. As a staff member with specific data privacy responsibilities, what should I do if I receive a request to Restrict Processing?


The following steps should be undertaken when receiving a request or possible request: 
1. Record the request within the central register;
2. Record the name of the individual making the request;
3. Record the nature of the request; 
4. Confirm how the request was made;
5. Record the date the request was received;
6. Record the statutory deadline. The request must be handled without undue delay and within one month, subject to any lawful extension.

	6.  What should I do next? 


When processing the request:
1. Confirm/record the identity of the individual making the request;
2. Where the request is made by a solicitor, claims management company or other representative, verify the representative’s identity and authority to act. A properly authorised request must be treated as if made by the individual. If authority is absent, unclear or limited, seek proportionate clarification and continue to progress any part that can be handled safely; do not presume illegitimacy from the identity or profession of the representative;
3. Assess and record whether the request is manifestly unfounded or excessive. A repeated request is not automatically unfounded or excessive; consider the circumstances, interval, overlap, burden and reasons for repetition. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and record the evidence and reasons;
4. Confirm/record the scope of the request e.g., IT systems and paper records to search;
5. Liaise with other relevant departments including IT to determine how processing can be restricted; methods by which to restrict the processing of personal data could include:
6. temporarily moving the selected data to another processing system;
7. making the selected personal data unavailable to users; or 
8. temporarily removing published data from a website. 
9. In automated filing systems, the restriction of processing should in principle be ensured by technical means in such a manner that the personal data are not subject to further processing operations and cannot be changed. The fact that the processing of personal data is restricted should be clearly indicated in the system.
10. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint or is subject to a disciplinary action against the firm, inform [Human Resources/Legal/Complaints/Compliance- amend as appropriate] that a request has been received;
11. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;
12. Confirm whether any requirement exists to contact third party providers acting on your behalf that may process the requested information.

	7. What should I do once it’s confirmed a request is legitimate? 



1. Contact the individual by email or by post to confirm receipt and that the request is being processed.  Further consideration should also include whether it is all data that the data subject requires to be restricted or specific data. 
2. Once scope has been clarified and further departments engaged, set out when the restriction needs to be actioned, specifically what data needs to be restricted and how long the restriction needs to be actioned for;  
3. Where data has been disclosed to other third parties, you must contact each recipient and inform them of the restriction on the processing of the personal data;  
4. Request confirmation from the business areas that the processing has been restricted.  
5. [bookmark: _Hlk509562008]Ensure requests are met within the timescale and are accurate and communicated clearly and within the timescales. 

	8. What should I do when refusing a request? 


When refusing a request for restriction:
1. Ensure that you are permitted to refuse the request
2. State the reason within the central register;
3. Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;
4. Inform the individual of their right to complain to the supervisory authority and to a judicial remedy without undue delay and at the latest within one month.

	9. What should I do once I receive confirmation that processing has been restricted? 


Once you have received notification:
1. Prepare a response outlining the action that has been taken 
2. If asked to, also advise which third party recipients the data has been passed to and who you have contacted to advise of the restriction in processing 
3. Explain the circumstances in which the restriction may be lifted and notify the individual before lifting it;
4. Send the response via their preferred method. If unable to determine a preferred method, if the request was received via email, email is an option on the basis that the information is being provided in an easy-to-read format. If the request was received in writing, then respond in writing providing hard copy data.
5. Within the central register record the date the request was responded to. 
6. Close the request when the response and all required restrictions, recipient notifications and record updates have been completed, quality checked and recorded. Later correspondence will be assessed on its substance and linked to the original case or recorded separately as appropriate.
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Right to Object 
	1. Introduction


Under the UK GDPR and Data Protection Act 2018, individuals may object to processing in three principal circumstances: processing based on legitimate interests or public task, including related profiling; direct marketing, including related profiling; and processing for scientific or historical research or statistical purposes. The applicable test differs for each category. A direct-marketing objection is absolute, and the relevant marketing processing must stop.
We inform individuals of their right to object when we first communicate with them and in in our privacy notice.
Within our firm, it is likely that such requests will be made in relation to the processing of
personal data on [legitimate interests, direct marketing or profiling – personalise and adapt as appropriate]
	2. Scope 


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.
	3. How do I identify a Right to Object request? 


An objection to the processing of personal data may be explicit:
· ‘please stop processing my data’ 
· ‘I object to how you are processing my data’; or may be more subtle
· ‘why are you sending me these communications I want you to stop’;
· or ‘do you track my movements on your website? If so, I want you to stop’ or other similar requests.

	4. As a staff member without specific data privacy responsibilities, what should I do if I receive an objection?


Without delay all requests must be forwarded to the [Data Protection Officer/Data Privacy Lead Representative – amend as appropriate]; even if unsure as to whether a request for information is a specific objection to the processing of data or not.
	5. As a staff member with specific data privacy responsibilities, what should I do if I receive an objection to processing of personal data?


The following steps should be undertaken when receiving a request or possible request: 
· Record the request within the central register;
· Record the name of the individual making the request;
· Record the nature of the request; 
· Confirm how the request was made;
· Record the date the request was received;
· Record the date by which when a response must be sent in line with the firm’s SLAs.

	6. What should I do next? 


When processing the request:
1. Confirm record the identity of the individual making the request;
2. Verify any representative’s authority and identify the processing to which the objection relates. Determine whether it concerns direct marketing, legitimate-interests or public-task processing, or research or statistical processing. Do not assess validity by reference to the representative’s profession or organisation;
a. Apply the relevant statutory test. Direct-marketing processing, including related profiling, must stop. For an objection to legitimate-interests or public-task processing, stop the processing unless compelling legitimate grounds override the individual’s interests, rights and freedoms or the processing is necessary for legal claims. For research or statistical processing, stop unless the processing is necessary for a task carried out for reasons of public interest. Consider temporary restriction while an objection is assessed where appropriate.
3. Assess and record whether the request is manifestly unfounded or excessive. Repetition alone does not establish the threshold. Where it is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and document the evidence and reasons.

	7. What should I do once it’s confirmed a request is legitimate? 



1. Confirm and record the scope and the applicable objection category. For direct marketing, stop the relevant processing promptly across all channels and systems and retain a minimal suppression record. For other objections, identify and pause or restrict the relevant processing where appropriate while the statutory test is assessed;
2. Liaise with relevant departments, including IT, Operations, Marketing and HR, to implement the required cessation, suppression or restriction and prevent incompatible further processing;
3. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint or is subject to a disciplinary action against the firm, inform [Human Resources/Legal/Complaints/Compliance- amend as appropriate] that a request has been received;
4. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;
5. Confirm whether any requirement exists to contact third party providers acting on your behalf that may be processing the individual’s personal data;
6. Contact the individual by email or by post to confirm receipt and that the request is being processed. Further consideration should also include whether it is all data that the person objects to being processed or specific data. 
7. Once the scope is clear, specify the processing that must cease or be restricted, the systems and channels affected, the responsible owners and any review point;
8. Notify recipients only where compliance with the objection also results in rectification, erasure or restriction requiring notification under Article 19, or where another legal or contractual duty applies. Coordinate necessary instructions to processors and campaign partners;
9. Request confirmation from the business areas that the processing has been restricted; 
10. Ensure requests are met within the timescale and are accurate and communicated clearly and within the timescales.
	
8. Should I do when refusing a request? 


When refusing a request for objection:
· Ensure that you are permitted to refuse the request;
· State the reason within the central register;
· Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;
· Inform the individual of their right to complain to the supervisory authority (ICO) and to a judicial remedy without undue delay and at the latest within one month.

	9. What should I do once I receive confirmation that the data has stopped being processed? 


Once you have received notification:
· Prepare a response outlining the action that has been taken 
· Where relevant, explain any associated erasure or restriction and the recipients notified under the applicable legal requirement;
· Send the response via their preferred method. If unable to determine a preferred method, and if the request was received via email, email is an option on the basis that the information is being provided in an easy-to-read format. If the request was received in writing, then respond in writing providing hard copy data
· Within the central register record the date the request was responded to 
· Close the request when the response and all required cessation, suppression, restriction and record updates have been completed, quality checked and recorded. Later correspondence will be assessed on its substance and linked to the original case or recorded separately as appropriate.
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Rights related to automated decision-making including profiling
	1. Introduction


Under data protection legislation (the DPA and the UK GDPR) individuals have a right to object to the use of:
· automated individual decision-making (making a decision solely by automated means without any human involvement); and
· profiling (automated processing of personal data to evaluate certain things about an individual). Profiling can be part of an automated decision-making process.
Automated decision-making profiling is characterised as profiling when it involves (a) the automated processing of personal data; and (b) using that personal data to evaluate certain personal aspects relating to an individual. Specific examples include analysing or predicting aspects concerning an individual’s performance at work, economic situation, health, personal preferences, interests, reliability, behaviour, location or movements.
For something to be solely automated there must be no human involvement in the decision-making process. The right to object only covers activities that result in a negative impact on an individual. 
Examples of negative impact include:
· An individual complains to a credit provider because his online application for credit was declined automatically. The application was declined because the information provided by the individual did not match pre-defined acceptance criteria applied by the automated system. The credit provider undertakes manual underwriting checks to review the original decision.
· An individual applies for insurance online. The website uses algorithms and auto credit searching to provide an immediate yes/no decision on the application.
We can only carry out solely automated decision-making profiling activities with legal or similarly significant effects if the decision is: 
· necessary for entering into or performance of a contract
· authorised by law (for example, for the purposes of fraud or tax evasion); or
· based on the individual’s explicit consent if collecting special category personal data.
[We do not undertake automated profiling.
We perform automated decision-making including profiling when we:
· assess the suitability of our clients for our products and services when performing credit searches;
· client data is searched (profiled) for services that they might be interested in – amend/delete as appropriate]

[We inform individuals of their right to object to the use of their data within automated decision-making profiling activities when quoting, placing insurance, within contracts, TOBAs and privacy and fair processing notices – amend/delete as appropriate].

	2. Scope 


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.
	3. How would I identify when an individual has objected to the use of automated decision-making tools? 


An objection to the use of automated decision-making tools may be explicit or non-obvious. Some examples include:
· ‘when processing my quote do you perform a credit search, and/or is there an alternative method for assessing my suitability’; 
· or ‘do you track my movements on your website? if so, I want you to stop’ or other similar requests.

	4. As a staff member without specific data privacy responsibilities, what should I do if I receive a request objecting to automated decision making and/or profiling?



Without delay all requests must be forwarded to [insert ‘function’ that is performing the profiling activity], copying the [Data Protection Officer/Data Privacy Lead Representative – amend as appropriate] even if unsure about whether a request has been made.

	5. As a staff member with specific data privacy responsibilities, what should I do if I receive a request objecting to a planned automated decision-making profiling activity or an outcome?


The following steps should be undertaken when receiving a request or possible request: 
· Record the request within the central register;
· Record the name of the individual making the request;
· Record the nature of the request; 
· Confirm how the request was made;
· Record the date the request was received;
· Record the date by which when a response must be made by in line with the firm’s SLAs.

	6. What should I do next? 


Automated decision making (for non-marketing purposes)
1. If not already known, record the identity of the individual making the request;
2. Confirm whether the request is legitimate for example is the request A) linked to an outcome from a recent quote or a planned credit search B) linked to marketing activities;
3. Establish whether the decision can be processed manually with human intervention;
4. If unable to do this, confirm this to the individual, stating the reasons why and recording this within the central register.
Automated decision making (for marketing purposes)
· If not already known, record the identity of the individual making the request;
· Confirm whether the request is legitimate for example is linked to an outcome from a recent quote or a credit search as part of an in-flight quote or is linked to marketing activities.

	7. What should I do once the request is confirmed as legitimate? 


Automated decision making (for non-marketing purposes)
1. Confirm to the individual when they can expect to receive a response;
2. Perform the manual process;
3. Record and communicate the outcome to the individual (or function that is handling the request) that has made the request;
4. Record completion within the central register;
5. Record the date the request was responded to; 
6. Mark the request as closed if no further correspondence is received within one month of providing a response. 
Automated decision making (for marketing purposes)
· Contact the individual by email or by post confirming receipt and that the request is being processed and when they should receive a response; 
· If not already done so, the individual may request for the data to be deleted, this should be undertaken as soon as the restriction is applied when no lawful basis for retaining the data exists;
· Determine the scope of the request to restrict profiling;
· Once the scope has been clarified and further departments engaged, apply the processing restriction;  
· Where data has been disclosed to other third parties, you must contact each recipient and inform them of the restriction on the processing of the personal data; 
· Request confirmation from the business areas that the processing has been restricted;
· Communicate the outcome of the individual making the request.
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Data Portability Requests Procedure
	1. Introduction


The right to data portability allows an individual, where the statutory conditions apply, to receive personal data they have provided to us in a structured, commonly used and machine-readable format and to ask us to transmit that data directly to another controller where technically feasible.
The right applies only where processing is based on consent or is necessary for a contract with the individual and is carried out by automated means. It covers data knowingly and actively supplied by the individual and may include observed data generated through use of a service or device. It does not ordinarily include data created by analysis or inference, such as internal assessments, derived scores or opinions.
Requests will be handled without undue delay and within one month, subject to any lawful extension. They will normally be handled free of charge. Any refusal, fee or extension must be permitted by law, supported by documented reasons and communicated to the individual with information about their right to complain to the ICO and seek a judicial remedy.
	2. Scope


This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that process personal data on our behalf.
	3. How do I identify a data portability request?


A request may be made verbally or in writing and does not need to refer to data protection legislation. Examples include asking for personal data in a reusable electronic format or asking for electronically held data to be sent to another provider.
	4. As a staff member without specific data privacy responsibilities, what should I do?


Forward the request without delay to the [Data Protection Officer/Data Protection Lead or Representative – amend as appropriate], even if it is unclear whether the right applies.
	5. What should the responsible person do?


1. Record the request, receipt date, method, individual, representative, scope, owner, deadline and requested delivery method in the central rights register.
2. Verify identity and any representative’s authority only where necessary and proportionate, and clarify the data or service concerned where reasonably required.
3. Confirm that the processing is automated and based on consent or a contract with the individual.
4. Identify personal data provided by the individual, including relevant observed data, and exclude inferred or derived data unless another right requires its disclosure.
5. Assess whether the data includes information about another person and whether that information can be included safely, separated or redacted.
6. Select a structured, commonly used and machine-readable format that preserves usability, such as CSV, XML or JSON where appropriate.
7. Where direct transmission is requested, confirm the receiving controller and destination, assess technical feasibility and take reasonable steps to avoid misdirection. We are not required to adopt or maintain compatible systems solely to enable transmission.
8. Transfer the data securely and retain proportionate evidence of the data supplied, format, delivery method, recipient, date and any quality check.
	6. Responding, refusing and closing the request


The response will explain the action taken and any data, format or transmission limitations. Exercising portability does not automatically require erasure of the original data or termination of a service; retention and any separate erasure request will be assessed under the applicable legal and contractual requirements.
If the right does not apply, direct transmission is not technically feasible, or some data cannot be provided, we will explain the decision without undue delay and identify any information that may be available under another right where appropriate. The response will include information about the right to complain to the ICO and seek a judicial remedy.
The request will be closed only when the response and all required extraction, review, secure delivery, transmission and record updates have been completed, quality checked and recorded.
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