Right of Access Procedure (Subject Access Request) COR24a                                           

Note: This is a copy of the wording of Appendix A of document CORE25 Data Protection Policy for firms who wish to issue this as a separate guidance note or factsheet to staff (this note should be deleted before use).
Right of Access Procedure (Subject Access Request)
EMPLOYEE FACTSHEET
1. Introduction

A subject access request allows an individual to obtain confirmation that we process their personal data, a copy of that personal data and the supplementary information required by Article 15 of the UK GDPR. A response is not limited to supplying documents that mention the individual.
Data subjects have the right to request details about:

· The purpose of the processing

· The categories of personal data concerned 

· The recipients or categories of recipients with whom the personal data has been shared and whether the data is transferred abroad

· Where possible the envisaged period for which the personal data will be stored or if not possible the criteria to be used for determining the period data can be stored
We will respond without undue delay and within one month. Where reasonably required, the response period begins when we receive requested evidence of identity, confirmation of a representative’s authority or an applicable fee. We may extend the period by up to two further months where necessary because of the complexity or number of requests but must inform the individual within the initial one-month period and explain the extension. Any clarification sought will be limited to what is reasonably required to identify the information or processing activities requested, and its effect on the response period will be recorded.
Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. The high threshold for doing so must be assessed case by case, supported by clear evidence and approved by the [Data Protection Officer/Data Protection Lead or Representative]. A request will not be treated as excessive merely because it is broad, complex, repeated or made alongside a complaint or dispute.
2. Scope
This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.

3. What does a Subject Access Request look like?
Below is a list of examples of Subject Access Requests; this list is not exhaustive:

· An employee, upon termination of employment, requests details of information held about them;
· A customer asks us to send them all the information we hold about them; or

· A customer sends a formal letter explaining that they wish to see all the data we hold about them.

Requests can be made electronically, verbally or in writing.

Requests from police, regulators or other public authorities are not individual-rights requests made on behalf of the person concerned and must not be treated as routine “derogations”. They must be referred promptly to an authorised person and assessed under the company’s data-sharing and law-enforcement disclosure process.

Before making a disclosure, we will verify the requester’s identity and authority, the purpose and legal basis, the necessity and proportionality of the disclosure and the minimum information required. 
Where special category or criminal offence data is involved, the applicable additional condition must also be identified. Any exemption from transparency or individual-rights requirements, including the crime and taxation exemption, will be applied only to the extent that its statutory test is met and will be documented. Urgency does not remove these requirements, although an appropriately authorised person may make and record an expedited assessment where necessary.

4. As a member of staff without specific privacy responsibilities, what should I do if I receive a Subject Access Request?
Without delay, all requests must be forwarded to the [Data Protection Officer/Data Privacy Representative], even if you are unsure whether a request for information is a subject access request.
5. As a staff member with specific data privacy responsibilities, what should I do if I receive a Subject Access Request?
The following steps should be undertaken when receiving a request for information:

1. Record the request within the central register;
2. Record the name of the individual making the request;

3. Record the nature of the request, e.g. the individual is seeking confirmation of data being held;

4. Confirm how the request was made;

5. Record the date the request was received;

6. Record the date by which a response must be made.

6. What should I do next?
When processing the request:

1. Confirm/record the identity of the individual making the request;
2. Where a request is made by a solicitor, claims management company, relative or other representative, verify the representative’s identity and obtain evidence of their authority to act for the individual. A properly authorised request must be treated as if it had been made by the individual. If authority is absent, unclear or limited, seek proportionate clarification and continue to progress any part of the request that can be handled safely; do not presume the request is illegitimate because of the requester’s profession or organisation;

3. Assess and record whether the request is manifestly unfounded or excessive. A request must not be treated as excessive merely because it is repeated; consider the circumstances, interval, overlap with earlier requests, burden and whether there is a legitimate reason for the repetition. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and record the evidence and reasons;
4. Confirm / record the scope of the request e.g., IT systems and paper records to search;
5. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint against the firm, inform [Human Resources/Legal/ Complaints/Compliance - amend as appropriate] that a request has been received;

6. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;

7. If the request has been received from an employee who is subject to a disciplinary matter or has been subject to a disciplinary process and the employee (or their representative / solicitor) is requesting details of emails that have been sent to and from individuals who may have made a complaint against an individual or reported inappropriate behaviour etc. by the individual and a risk of harm, aggressive/unsuitable behaviour etc. is a possibility, then immediately inform [Human Resources/or equivalent – amend as appropriate] for guidance on how to proceed;

8. Confirm whether any requirement exists to contact third party providers acting on your behalf that may process the requested information.

7. What should I do once the request has been verified and its scope confirmed?
Contact the individual by email or by post to confirm receipt and that the request is being processed and request confirmation of how they would like to receive the requested information and obtain confirmation on contact / address details. 

Further consideration should be given on discussing the possibility of narrowing the search to specific dates and/or activities. Once scope of search has been clarified:

1. Conduct reasonable and proportionate searches of the systems, records, communications, recordings and paper files likely to contain the individual’s personal data. Identify and extract the personal data within scope rather than automatically supplying every document in which the individual is mentioned;
2. When reviewing the results, confirm whether any information that may be the personal details of others needs to be redacted or whether any information that relates to them but cannot be issued is present.
3. Assess each item against any applicable restriction or exemption on a case-by-case basis. This includes information about another individual, legal professional privilege, confidential references, management forecasting, negotiations, crime and taxation, regulatory functions and other exemptions under the Data Protection Act 2018. An exemption must not be applied as a blanket category: record the provision relied upon, the information affected, the statutory test, the reasons it applies and whether partial disclosure or redaction is possible. Third-party information may be disclosed where the other person has consented or it is reasonable to disclose without consent, taking account of all relevant circumstances;
4. Identify whether the correspondence exercises more than one data protection right or also raises a complaint, objection, accuracy dispute or erasure or restriction request. Each component will be logged, assessed and handled under the relevant procedure, with coordinated communications and deadlines. The request will not be narrowed to access alone merely because it is described as a subject access request;
8. What should I do when refusing a request?
When refusing a subject access request:

1. State the reason within the central register;
2. Inform the individual in writing or by email, if the request was received in that format, outlining the reason for refusing the request;

3. Inform the individual of their right to complain to the supervisory authority, the ICO, and to a judicial remedy, without undue delay and at the latest within one month.

9. What should I do once the search completes?
Once the search has been completed and all data obtained:

1. When reviewing search results, confirm whether any information that may be the personal details of others needs to be redacted (removed / masked);

2. Establish whether any information may lead to a complaint or other follow-up action by the individual making the request. Inform [Human Resources/Legal/Complaints] if this a possibility;

3. Prepare a response providing the personal data and the required supplementary information, including the processing purposes; categories of personal data; recipients or categories of recipients; international-transfer safeguards where relevant; retention period or criteria; applicable rights; the right to complain to the ICO; the source of data not collected from the individual; and relevant information about automated decision-making and profiling.
4. Forward the data to the individual via their preferred method. If unable to determine a preferred method, and if the request was received via email, email is an option on the basis that the information is being provided in an easy-to-read format. If the request was received in writing, then respond in writing providing hard copy data.

5. Ensure requests are met within the timescale and that the details are accurate and communicated clearly.
6. Within the central register record the date of the response.
7. Close the request when the response and all required actions have been completed, quality checked and recorded. Closure must not depend on the absence of further correspondence for one month. Any later correspondence will be assessed on its substance and linked to the original request or recorded as a new request, complaint or review as appropriate.
	NOTE -  if responding in an electronic form consideration should be given to whether to encrypt the data. Information relating to special category data should be encrypted. In addition, if using an USB (data to be encrypted) or providing hard copy data, the information should be sent via a recorded postal method.
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