Right to Rectification Procedure COR24b
 

Note: This is a copy of the wording of Appendix B of document CORE24 Data Protection Policy for firms who wish to issue this as a separate guidance note or factsheet to staff (this note should be deleted before use).
Right to Rectification
EMPLOYEE FACTSHEET
1. Introduction
Under the UK GDPR and Data Protection Act 2018, individuals may require inaccurate personal data to be corrected and incomplete personal data to be completed, including by providing a supplementary statement where appropriate.

The purpose of this procedure is to set out how we identify, manage and resolve requests from individuals for their data to be rectified. The request will be considered by [the person receiving the request/the Data Protection Officer/Data Privacy Representative – amend as appropriate] before a formal response is issued to the data subject.

The request should be dealt with as soon as possible and details of actions taken provided within a month which can be extended by two months where necessary, taking into account the complexity and the number of requests. Where this is the case, we are required to inform the individual within one month of the receipt of the request and explain why the extension is necessary.

Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. Any such decision must be made case by case, supported by clear evidence and recorded.

2. Scope
This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.

3. How do I identify a right to rectification?
Right to rectification requests may be received via a variety of channels and in most cases, will not refer to ‘rectification’ but instead will refer to data that the firm holds being incorrect, inaccurate or wrong etc.

Requests may be received from current, historic or prospective customers or employees but in most cases, are more likely to be received from current customers or employees.

Requests can be made electronically, verbally or in writing.

We may also receive requests from third parties.

4. As a staff member without specific privacy responsibilities what must I do with Right to Rectification requests?
If the request is simply that personal data held is incorrect, in the first instance either process the rectification yourself or pass to an operational member of staff for processing. However, at the same time, forward the request (or details of the request) to the [Data Protection Officer/Data Privacy Representative – amend as appropriate] in case it needs to be logged centrally and where appropriate a decision made as to whether any further action is required.

5. As a staff member with specific privacy responsibilities what should I do if I receive a Right to Rectification request?
The following steps should be undertaken when receiving notification of a request for rectification:

· Ensure there is proportionate evidence that every accuracy issue has been received, assessed and resolved. Straightforward operational corrections may be recorded in the relevant customer, employee or business record rather than as a separate formal case, but a central record should be maintained where the issue is disputed, material, affects decisions or has been communicated to recipients;

· Record the request within the central register;

· Record the name of the individual making the request;

· Record the nature of the request e.g., what the individual is seeking to correct;

· Confirm how the request was made;

· Record the date the request was received; and

· Record the date when a response must be made where a response has yet to be given.

6. What should I do next?
When processing the request:

1. Confirm/record the identity of the individual making the request;

2. Confirm and record whether the right applies to the processing and whether any restriction or exemption is relevant; do not describe the request itself as “legitimate” or “illegitimate”;

3. Confirm/record the scope of the request;

4. Assess and record whether the request is manifestly unfounded or excessive. Repetition alone does not establish excessiveness. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and document the evidence and reasons;

5. Where an extension is necessary because of the complexity or number of requests, inform the individual within the initial one-month period and explain the reasons for the extension;

6. Undertake a search of the records and files to ensure that all locations where the data is inaccurate or incorrect is rectified;

7. Where appropriate also advise other departments and if the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint against the firm, inform Human Resources, Complaints, Compliance and Legal representatives as appropriate that a request has been received;

8. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;

9. If the request has been received from an employee who is subject to a disciplinary matter or has been subject to a disciplinary process immediately inform [Human Resources/or equivalent – amend as appropriate] for guidance on how to proceed;

10. Confirm whether any requirement exists to contact third party providers that may have processed the inaccurate or incorrect information.

11. Where the individual contests the accuracy of personal data and verification is required, restrict the disputed processing for the verification period in accordance with the restriction procedure. Restriction is not automatic for every routine correction;

12. Ensure requests are met within the timescale and are accurate and communicated clearly and within the timescales.

7. What should I do once the request has been actioned?
When dealing with a formal request for rectification and a response has yet to be provided prepare a response outlining:

1. Confirming what was advised in the request to rectification;

2. The action taken including any third parties who have been notified;

3. Forward the response to the individual via their preferred method. Within the central register record the date the request was responded to.

4. Close the request when the response and all required rectification, restriction, recipient notification and record updates have been completed, quality checked and recorded. Closure must not depend on the absence of further correspondence for one month.
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