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Note: This is a copy of the wording of Appendix C of document CORE24 Data Protection Policy for firms who wish to issue this as a separate guidance note or factsheet to staff (this note should be deleted before use).
Right to Erasure Procedure (Right to be forgotten)
EMPLOYEE FACTSHEET
1. Introduction
The right to erasure is also known as ‘the right to be forgotten.’ The purpose of this procedure is to set out how we identify, manage, and resolve requests from individuals for their data to be erased. All data subjects can request for their data to be deleted by us however there is no automatic right to have their data erased. The request will be carefully considered by [the Data Protection Officer/Data Privacy Representative – amend as appropriate] before a formal response is issued to the data subject.

The request should be dealt with as soon as possible and details of actions taken provided within a month which can be extended by two months where necessary, taking into account the complexity and the number of requests. Where this is the case, we are required to inform the individual within one month of the receipt of the request and explain why the extension is necessary.

Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. Any such decision must be made case by case, supported by clear evidence and recorded.

2. Scope
This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.

3. How do I identify a Right to Erasure request?
A right to erasure request may be made in any form and does not need to refer to the UK GDPR or use the words “right to erasure.” Staff should recognise statements asking the company to delete, remove or stop retaining an individual’s personal data and refer them promptly for assessment.

· “please delete all my information”

· “remove all details you hold about me”

· “I don’t want you to keep my information any longer, please erase it”

Requests may be received from a current, historic, or prospective customer or employee.

Requests can be made electronically, verbally or in writing.

We may also receive requests from third parties who provided the data to us and have now received a request to remove it.

4. As a staff member without specific data privacy responsibilities, what must I do with a Right to Erasure request?
Without delay all requests must be forwarded to the [Data Protection Officer/Data Privacy Representative – amend as appropriate]; even if unsure about whether a request for information is a right to erasure request or not.

5. As a staff member with specific data privacy responsibilities, what should I do if I receive a Right of Erasure request?
The following steps should be undertaken when receiving a request for erasure:

· Record the request within the central erasure register;

· Record the name of the individual making the request;

· Record the nature of the request e.g., the individual is seeking erasure of all data held;

· Confirm how the request was made;

· Record the date the request was received; and

· Record the date when a response must be made.

6. When does the Right to Erasure apply?
Although individuals can request erasure of their data at any time, under data protection legislation individuals only have a right to request that personal data is no longer processed and deleted in specific circumstances. That said, although an individual may request their data to be erased, the firm may have an overriding obligation to retain the data.

The ICO states that individuals can request data to be erased in the following circumstances which are:

· Where the personal data is no longer necessary in relation to the purpose for which it was originally collected/processed;

· When the individual withdraws consent;

· The individual objects under Article 21(1) and there are no overriding legitimate grounds for continuing the processing, or objects to direct marketing;

· The personal data was unlawfully processed (i.e., otherwise in breach of the DPA or UK GDPR).

· The personal data must be erased in order to comply with a legal obligation;

· The personal data is processed in relation to the offer of information society services to a child.

Unlike the previous legislation, under the DPA and UK GDPR, the right to erasure is not limited to processing that causes ‘unwarranted and substantial damage or distress.’ However, if the processing does cause damage or distress, this is likely to make the case for erasure stronger.

As outlined, there are some specific circumstances where the right to erasure does not apply, and we can refuse to deal with a request. These are where the personal data is processed for the following reasons:

· for the exercise, the right of freedom of expression and information;

· for compliance with a specific legal obligation requiring the processing, or for the performance of a task carried out in the public interest or in the exercise of official authority. The obligation and the necessary data and retention period must be identified; a general regulatory expectation or retention preference is not sufficient;

· for qualifying public-health purposes where the applicable Article 9 conditions and statutory safeguards are satisfied;

· for archiving in the public interest, scientific or historical research or statistical purposes, where erasure is likely to render impossible or seriously impair the objectives and the applicable statutory conditions and safeguards are satisfied; or

· for the establishment, exercise, or defence of legal claims.

7. What should I do next?
When processing the request:

1. Confirm/record the identity of the individual making the request;

2. Confirm and record whether the statutory conditions for erasure apply and whether an overriding legal obligation, legal-claims need or other restriction or exemption prevents erasure of some or all of the data; do not describe the request itself as “legitimate” or “illegitimate;”
3. Confirm/record the scope of the request;

4. Assess and record whether the request is manifestly unfounded or excessive. Repetition alone does not establish excessiveness. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and document the evidence and reasons;

5. Consider why data is being processed and stored and therefore what information can reasonably be erased in line with the firm’s retention policy; where necessary liaise with other department representatives including but not limited to Operations, IT, Human Resources, Finance and Compliance or Legal representatives where appropriate;

6. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint against the firm, inform Human Resources, Complaints, Compliance and Legal representatives as appropriate that a request has been received;

7. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent – amend as appropriate] for further guidance on how to proceed;

8. If the request has been received from an employee who is subject to a disciplinary matter or has been subject to a disciplinary process immediately inform [Human Resources/or equivalent – amend as appropriate] for guidance on how to proceed;

9. Confirm whether any requirement exists to contact third party providers acting on the firm’s behalf that may have processed the requested information;

10. Contact the individual by email or by post to confirm receipt and that the request is being processed. Also, if not already received, clarify the reasons for the request for erasure;

11. Commence search activities. In practice this means, we must identify all data relating to the individual held our IT systems, including emails, phone recordings, and any paper notes.

8. What should I do when refusing a request?
1. State the reason within the central register;

2. Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;

3. Inform the individual of their right to complain to the supervisory authority (the ICO) and to a judicial remedy without undue delay and at the latest within one month.

9. Do I have to tell other organisations about the erasure of personal data?
If you have disclosed the personal data in question to others, you must contact each recipient and inform them of the erasure of the personal data - unless this proves impossible or involves disproportionate effort. If asked, you must also inform the individuals about these recipients.

10. What should I do once the search completes?
When reviewing search results, confirm whether any information that may be the personal details of others needs to be redacted (removed/masked).

Establish whether any information can be erased and identify such information – this should identify:

1. Information which can be erased

2. Information that can be irreversibly anonymised so that the individual is no longer identifiable by means reasonably likely to be used. Pseudonymised or potentially re-identifiable information remains personal data and has not been erased;

3. Information which needs to remain and the lawful basis on which it will be retained

4. Prepare a response outlining:

· The data which can be erased;

· The consequences of erasing data;

· The data which will remain but will be anonymised and the reasons why; and

· The data which needs to remain and the reasons why

5. Forward the response to the individual via their preferred method. Within the central register record the date the request was responded to.

Close the request when the response and all required erasure, anonymisation, restriction, recipient notification, and record updates have been completed, quality checked and recorded. Closure must not depend on the absence of further correspondence for one month.
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