Right to Restriction of Processing COR24d
 

 

Note: This is a copy of the wording of Appendix D of document CORE24 Data Protection Policy for firms who wish to issue this as a separate guidance note or factsheet to staff (this note should be deleted before use).
Right to Restriction of Processing
EMPLOYEE FACTSHEET
1. Introduction
Under the UK GDPR and Data Protection Act 2018, individuals may require processing to be restricted in specified circumstances. Restricted personal data may normally be stored but otherwise processed only with the individual’s consent; for establishing, exercising, or defending legal claims; to protect the rights of another person; or for important public-interest reasons. We may retain the minimum information needed to ensure the restriction is respected.

The request should be dealt with as soon as possible and details of actions taken provided within a month which can be extended by two months where necessary, taking into account the complexity and the number of requests. Where this is the case, we are required to inform the individual within one month of the receipt of the request and explain why the extension is necessary.

Requests will normally be handled free of charge. If a request is manifestly unfounded or excessive, we may charge a reasonable fee based on the administrative costs of complying with the request, or refuse to act, where permitted by law. Any such decision must be made case by case, supported by clear evidence and recorded.

2. Scope
This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.

3. What does a request to Restrict Processing look like?
A request to restrict processing may arise in a number of forms and is likely to be linked to a wider issue which needs to be dealt with. For example, such requests may arise:

· As a result of an individual – a data subject - or a third party on behalf of a data subject advising that the firm holds inaccurate or incorrect information about them; whilst this is being investigated in line with the Right to Rectification procedure, processing should be restricted until the inaccuracies or incorrect information have been rectified;

· Where the individual has objected to the processing of their personal data – see the related procedure on objecting to processing – and the firm is deciding whether it has ground to object to that request (e.g., where the processing is necessary for the performance of a public interest task or for the purposes of legitimate interests), and you are considering whether your organisation’s legitimate grounds override those of the individual;

· When an individual has advised that the firm should not be processing their data e.g., they deem it to be unlawful but rather than requesting erasure, the individual opposes this and requests restriction instead;

· If you no longer need the personal data but the individual requires the data to establish, exercise or defend a legal claim.

4. As a staff member without specific data privacy responsibilities, what should I do if I receive a request to Restrict Processing?
Firstly, it may not be clear that the individual – the data subject – or a third party acting on behalf of the individual may be specifically requesting that processing of data is restricted. As outlined in the above section, such requirements may arise from other requests or issues.

Therefore, without delay all requests or possible requests must be forwarded to the [Data Protection Officer/Data Privacy Representative] to help determine what action needs to be taken.

5. As a staff member with specific data privacy responsibilities, what should I do if I receive a request to Restrict Processing?
The following steps should be undertaken when receiving a request or possible request:

1. Record the request within the central register;

2. Record the name of the individual making the request;

3. Record the nature of the request;

4. Confirm how the request was made;

5. Record the date the request was received;

6. Record the statutory deadline. The request must be handled without undue delay and within one month, subject to any lawful extension.

6. What should I do next?
When processing the request:

1. Confirm/record the identity of the individual making the request;

2. Where the request is made by a solicitor, claims management company or other representative, verify the representative’s identity and authority to act. A properly authorised request must be treated as if made by the individual. If authority is absent, unclear, or limited, seek proportionate clarification and continue to progress any part that can be handled safely; do not presume illegitimacy from the identity or profession of the representative;

3. Assess and record whether the request is manifestly unfounded or excessive. A repeated request is not automatically unfounded or excessive; consider the circumstances, interval, overlap, burden, and reasons for repetition. Where the statutory threshold is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and record the evidence and reasons;

4. Confirm/record the scope of the request e.g., IT systems and paper records to search;

5. Liaise with other relevant departments including IT to determine how processing can be restricted; methods by which to restrict the processing of personal data could include:

6. temporarily moving the selected data to another processing system;

7. making the selected personal data unavailable to users; or

8. temporarily removing published data from a website.

9. In automated filing systems, the restriction of processing should in principle be ensured by technical means in such a manner that the personal data are not subject to further processing operations and cannot be changed. The fact that the processing of personal data is restricted should be clearly indicated in the system.

10. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint or is subject to a disciplinary action against the firm, inform [Human Resources/Legal/Complaints/Compliance- amend as appropriate] that a request has been received;

11. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;

12. Confirm whether any requirement exists to contact third party providers acting on your behalf that may process the requested information.

7. What should I do once it’s confirmed a request is legitimate?
1. Contact the individual by email or by post to confirm receipt and that the request is being processed. Further consideration should also include whether it is all data that the data subject requires to be restricted or specific data.

2. Once scope has been clarified and further departments engaged, set out when the restriction needs to be actioned, specifically what data needs to be restricted and how long the restriction needs to be actioned for;

3. Where data has been disclosed to other third parties, you must contact each recipient and inform them of the restriction on the processing of the personal data;

4. Request confirmation from the business areas that the processing has been restricted.

5. Ensure requests are met within the timescale and are accurate and communicated clearly and within the timescales

8. What should I do when refusing a request?
When refusing a request for restriction:

1. Ensure that you are permitted to refuse the request

2. State the reason within the central register;

3. Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;

4. Inform the individual of their right to complain to the supervisory authority and to a judicial remedy without undue delay and at the latest within one month.

9. What should I do once I receive confirmation that processing has been restricted?
Once you have received notification:

1. Prepare a response outlining the action that has been taken

2. If asked to, also advise which third party recipients the data has been passed to and who you have contacted to advise of the restriction in processing

3. Explain the circumstances in which the restriction may be lifted and notify the individual before lifting it;

4. Send the response via their preferred method. If unable to determine a preferred method, if the request was received via email, email is an option on the basis that the information is being provided in an easy-to-read format. If the request was received in writing, then respond in writing providing hard copy data.

5. Within the central register record the date the request was responded to.

6. Close the request when the response and all required restrictions, recipient notifications and record updates have been completed, quality checked and recorded. Later correspondence will be assessed on its substance and linked to the original case or recorded separately as appropriate.
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