Right to Object COR24e
 

 

Note: This is a copy of the wording of Appendix E of document CORE24 Data Protection Policy for firms who wish to issue this as a separate guidance note or factsheet to staff (this note should be deleted before use).
Right to Object
EMPLOYEE FACTSHEET
1. Introduction
Under the UK GDPR and Data Protection Act 2018, individuals may object to processing in three principal circumstances: processing based on legitimate interests or public task, including related profiling; direct marketing, including related profiling; and processing for scientific or historical research or statistical purposes. The applicable test differs for each category. A direct-marketing objection is absolute, and the relevant marketing processing must stop.

We inform individuals of their right to object when we first communicate with them and in in our privacy notice.

Within our firm, it is likely that such requests will be made in relation to the processing of personal data on [legitimate interests, direct marketing, or profiling – personalise and adapt as appropriate]
2. Scope
This procedure applies across all workplace locations and to all employees, including temporary and contract workers and third parties that may process data on our behalf.

3. How do I identify a Right to Object request?
An objection to the processing of personal data may be explicit:

· ‘please stop processing my data’

· ‘I object to how you are processing my data;’ or may be more subtle

· ‘why are you sending me these communications I want you to stop;’
· or ‘do you track my movements on your website? If so, I want you to stop’ or other similar requests.

4. As a staff member without specific data privacy responsibilities, what should I do if I receive an objection?
Without delay all requests must be forwarded to the [Data Protection Officer/Data Privacy Lead Representative – amend as appropriate]; even if unsure as to whether a request for information is a specific objection to the processing of data or not.

5. As a staff member with specific data privacy responsibilities, what should I do if I receive an objection to processing of personal data?
The following steps should be undertaken when receiving a request or possible request:

· Record the request within the central register;

· Record the name of the individual making the request;

· Record the nature of the request;

· Confirm how the request was made;

· Record the date the request was received;

· Record the date by which when a response must be sent in line with the firm’s SLAs.

6. What should I do next?
When processing the request:

1. Confirm record the identity of the individual making the request;

2. Verify any representative’s authority and identify the processing to which the objection relates. Determine whether it concerns direct marketing, legitimate-interests or public-task processing, or research or statistical processing. Do not assess validity by reference to the representative’s profession or organisation;
· Apply the relevant statutory test. Direct-marketing processing, including related profiling, must stop. 
· For an objection to legitimate-interests or public-task processing, stop the processing unless compelling legitimate grounds override the individual’s interests, rights and freedoms or the processing is necessary for legal claims. 
· For research or statistical processing, stop unless the processing is necessary for a task carried out for reasons of public interest. 
· Consider temporary restriction while an objection is assessed where appropriate.
3. Assess and record whether the request is manifestly unfounded or excessive. Repetition alone does not establish the threshold. Where it is met, decide whether to charge a reasonable fee based on administrative costs or refuse to act, and document the evidence and reasons.

7. What should I do once it’s confirmed a request is legitimate?
1. Confirm and record the scope and the applicable objection category. For direct marketing, stop the relevant processing promptly across all channels and systems and retain a minimal suppression record. For other objections, identify and pause or restrict the relevant processing where appropriate while the statutory test is assessed;

2. Liaise with relevant departments, including IT, Operations, Marketing and HR, to implement the required cessation, suppression or restriction and prevent incompatible further processing;

3. If the request has been received from an employee or a customer who has commenced legal proceedings or has made a complaint or is subject to a disciplinary action against the firm, inform [Human Resources/Legal/Complaints/Compliance- amend as appropriate] that a request has been received;

4. If the request has been received from an employee, a customer or a solicitor acting on behalf of the individual named within the request and it is known that the individual is under investigation for a criminal offence, immediately inform [Legal/or equivalent -amend as appropriate] for further guidance on how to proceed;

5. Confirm whether any requirement exists to contact third party providers acting on your behalf that may be processing the individual’s personal data;

6. Contact the individual by email or by post to confirm receipt and that the request is being processed. Further consideration should also include whether it is all data that the person objects to being processed or specific data.

7. Once the scope is clear, specify the processing that must cease or be restricted, the systems and channels affected, the responsible owners and any review point;

8. Notify recipients only where compliance with the objection also results in rectification, erasure or restriction requiring notification under Article 19, or where another legal or contractual duty applies. Coordinate necessary instructions to processors and campaign partners;

9. Request confirmation from the business areas that the processing has been restricted;

10. Ensure requests are met within the timescale and are accurate and communicated clearly and within the timescales.

8. Should I do when refusing a request?
When refusing a request for objection:

· Ensure that you are permitted to refuse the request;

· State the reason within the central register;

· Inform the individual in writing or via email (if the request was received in this format) outlining the reason for refusing the request;

· Inform the individual of their right to complain to the supervisory authority (ICO) and to a judicial remedy without undue delay and at the latest within one month.

9. What should I do once I receive confirmation that the data has stopped being processed?
Once you have received notification:

· Prepare a response outlining the action that has been taken

· Where relevant, explain any associated erasure or restriction and the recipients notified under the applicable legal requirement;

· Send the response via their preferred method. If unable to determine a preferred method, and if the request was received via email, email is an option on the basis that the information is being provided in an easy-to-read format. If the request was received in writing, then respond in writing providing hard copy data

· Within the central register record the date the request was responded to

· Close the request when the response and all required cessation, suppression, restriction, and record updates have been completed, quality checked and recorded. Later correspondence will be assessed on its substance and linked to the original case or recorded separately as appropriate.
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