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	1.0
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	Guidance notes for using this document

This policy must be amended and adapted by firms as appropriate to their circumstances and further details should be included which set out the procedures in place to manage the specific risks of money laundering identified by the firm. 
We have provided sample wording which is applicable to a general insurance intermediary and therefore if you undertake any other activities you will need to carefully consider the assessment of the risk exposures outlined in A4. 

You must be able to agree with any statements made and evidence all controls referenced in the document in order for the policy to be fit for purpose. 
The issue of money laundering should be reviewed at Board/Partner/Senior Management level (as appropriate) in order to identify and manage any actual or potential money laundering risks within the business on an ongoing basis.  This policy should reflect both the firm’s approach to anti money laundering as well as the actual procedures which the firm has in place; it should be regularly reviewed to ensure it continues to address any, and all, actual or potential money laundering risks of which the firm is aware.

UKGI guidance is that staff are given training in the firm’s approach to identifying and handling money laundering at induction and on an annual basis or more frequently as required.  Such training should include help for staff in recognising and reporting actual or suspected occurrences of money laundering and should include examples which are relevant to their role.  In addition, we recommend that a copy of this policy is given to/made available to staff and that the firm’s annual staff declaration should include confirmation that the policy has been read and understood. 
When personalising this document, you should:

· Delete or adapt (as appropriate) blue text and text in square brackets

· Delete this guidance note (including the ‘History of changes to this document’ above) 
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Related documents

This policy is designed to work and be read in conjunction with the following documents:

· Overarching Financial Crime Policy 

· Anti-Bribery and Corruption Policy

· Gifts, Inducements & Hospitality Policy

· Whistleblowing Policy

· Fraud Policy

· Financial Sanctions and PEP’s Policy

	Section A Policy 


	A1 - Scope


This policy has been adopted by the firm’s [Board of Directors/Senior Partners/etc.] and applies to everyone involved in our business. 

For the avoidance of doubt, this includes all officers of the firm [i.e. Directors/Non-Executive Directors/Partners/Members/Shareholders/etc.] as well as all employees (i.e. permanent, contract and temporary staff). 
[This policy also applies to all our majority owned business operations which we or our subsidiaries and associates operate.  Where we have a minority ownership interest, we will encourage the adoption of this or a similar policy amongst our business partners including (for example) contractors, suppliers and joint venture partners.  In all our dealings with subsidiary business operations we will take appropriate action if we have reason to suspect that corrupt practices are undertaken.] 
	A2 - Regulatory background


Money Laundering Regulations were first introduced in the UK in 1993, with the aim of preventing criminals from being able to use the financial system to conceal the origins of criminal proceeds. 

The FCA have confirmed that general insurance brokers are not subject to their Anti-Money Laundering (AML) rules as the majority of insurance products do not deliver sufficient functionality to be the first choice of vehicle for the money launderer. However, all firms have a regulatory requirement under SYSC to have proportionate systems and controls to enable them to identify, assess, monitor and manage the risk of being involved in money laundering or fraudulent transactions.  Nonetheless, we are subject to a legal requirement to identify and report suspicious transactions under Proceeds of Crime Act (2002) (POCA) and the Terrorism Act 2017. 
The legislation linked to Money Laundering include the following:

· The Money Laundering and Transfer of Funds (Information) (Amendment) (EU Exit) Regulations 2019 (SI 2019 No. 253)

· The Money Laundering, Terrorist Financing and Transfer of Funds Regulations 2017 (SI 2017 No. 692)

· The Proceeds of Crime Act 2002 (as amended by the Crime and Courts Act 2013 and the Serious Crime Act 2015)

· The Money Laundering Regulations 2007 (SI 2007 No. 2157)

· The Terrorism Act 2000 (as amended by the Anti-Terrorism, Crime and Security Act 2001, the Terrorism Act 2006 and the Terrorism Act 2000 and Proceeds of Crime Act 2002 (Amendment) Regulations 2007).

· The Counter-Terrorism Act 2008.
This policy also takes into account the:
· FCA Handbook – including their Financial Crime Guide

· HM Treasury and Sanctions Notices and new releases

· The Financial Sanction Register

· Joint Money Laundering Steering Guidance (JMSLG)

	A3 - What constitutes money laundering?


Money Laundering is the process by which criminals attempt to hide and disguise the true origin and ownership of the proceeds of their criminal activities as ‘clean’ money or other assets with no obvious link to their criminal origins.  (The legal definition of money laundering for the purposes of UK legislation is contained in the Proceeds of Crime Act 2002).
Money laundering activity includes:

· Acquiring, using or possessing criminal property

· Handling the proceeds of crimes such as theft, fraud and tax evasion

· Being knowingly involved with criminal or terrorist property

· Entering into arrangements to facilitate laundering criminal or terrorist property

· Investing the proceeds of crimes through the acquisition of property/assets

· Transferring criminal property
The objectives of Money Laundering are to:

· Disguise the source of the property/cash

· Disguise the criminal’s identity

· Conceal the ownership of the property

· Retain an element of control of the property

· Avoid detection and forfeiture

· Benefit securely

· Possibly fund other criminal activity
There are three stages in the money laundering process:

i. Placement: the physical distribution of the proceeds (e.g. depositing ‘dirty’ cash with someone to launder

ii. Layering: involves carrying out multiple and often complex financial transactions, with the specific intention of hiding the original source of illegal deposits

iii. Integration: returning the ‘cleansed’ funds to the criminal, often in the form of physical assets, via what appears to be a legitimate transaction
The main offences are:

· Money laundering offences of concealing, arranging or acquiring the proceeds of crime:  maximum penalty 14 years imprisonment and/or fine

· The offence of failure to report knowledge or suspicion of money laundering: maximum penalty 5 years imprisonment and/or fine

· The offence of destroying or disposing of documents which are relevant to an investigation: maximum penalty 5 years imprisonment and/or fine

· Tipping off/prejudicing an investigation by informing the subject, or any third party, of a suspicion, that a disclosure has been made or that the authorities have received a suspicious transaction report and are acting or proposing to act or investigate: maximum penalty 5 years imprisonment and/or unlimited fine
	A4 - Our approach to Anti-money Laundering


Our firm takes a risk-based approach to anti-money laundering which is proportionate to the size of the risk which we identify, therefore allowing us to direct resources to cover the main identified risks applicable to our business.  

In assessing our money laundering risk, we have examined 4 main areas:

A4.1 Customer Risk.
Different customer profiles could have different levels of risk attached to them.  All customers are subject to our standard due diligence procedures which include a full customer fact find and Sanctions and PEP checks. We carry out a fact find before the sale of any insurance product to determine the customers demands and needs for the product and the majority of premium transactions are not made in cash. 

We have therefore assessed that our general insurance customers are generally of a low risk. 

We do however acknowledge that on occasion we may receive requests from customers which pose a higher potential threat of money laundering and would be perceived as being higher risk exposure, for example:

	a customer who is not known to the firm and wants to pay a lump sum cash for an insurance premium that sits outside the firm’s cash handling policy; or a customer who has complex insurance needs which requires changing the insurance risk by vehicle, cover, use, etc. on a regular basis and insisting on paying cash.


In order to identify and reduce the risk of higher risk transactions we operate the following standards in relation to cash handling:

Cash Handling Standards

· We do not accept any cash payment in excess of £<INSERT VALUE>
· Any request to pay a cash amount over £<INSERT VALUE> must be referred to a line manager and enhanced customer due diligence procedures will apply see Section B2
· Any client who makes more than <INSERT NUMBER> cash payments within an annual period which collectively exceed the £<INSERT VALUE> limit must be referred to a line manager and enhanced customer due diligence procedures will apply. See Section B2
· We operate a strict no cash refund policy therefore any refund payable must be made by cheque, reimbursement to the credit/debit card used to pay for the transaction or direct BACS transfer into the policyholders account. 
· Any requests from customer to pay refunds in cash or to a third party, regardless of how the premium was originally paid must be referred to [insert Senior Managers Name]
Note: We recommend that any transaction that could be considered High Value i.e. in excess of £8,000 must be subject to enhanced verification checks. However, in practice it is likely that a firm may want to set a lower limit on cash transactions either where the firm refuses to take cash payments above this limit or where enhanced customer due diligence is to be carried out and recorded on the file. 
[If the Customer risk is different, please amend to medium/high risk and insert rationale for assessment]
A4.2 Product Risk

This is the risk posed by the product or service itself. The product risk is driven by its functionality as a money laundering tool.

The Joint Money Laundering Steering Group has categorised the products with which firms typically deal into three risk bands – reduced, intermediate and increased. Typically, pure protection insurance and general insurance contracts are categorised as reduced risk. We have therefore categorised our product risk as low risk due to the following:
· We carry out a fact find before the sale of any insurance product to determine the customers’ demands and needs for the product. 
· Any claims payments made are subject to a formal claims handling and investigation process. 
· Where changes to insurance policies are requested, these are validated through a fact find process to determine the customers demands and needs. 
· Where return premiums are due these are subject to the refund restrictions outlined in 3.1 
[If the product risk is different, please amend to medium/high risk and insert rationale for assessment]
A4.3 Interface Risk
Relationships where a customer makes face-to-face contact with the firm can be perceived to carry less risk as this presents an opportunity for the firm to verify that the client’s identity documents are of true likeness to the client. Business conducted at a distance in a non-direct manner can result in an increased exposure of risk to the firm through impersonation. In order to mitigate this risk where enhanced customer due diligence procedures apply, we request original copy identification to be forwarded and return this by Recorded Delivery to the client. 
[insert any additional/ alternative controls in place to mitigate this risk]
[If the interface risk is different, please amend to medium/high risk and insert rationale for assessment]
A4.5 Country (territorial) Risk

The geographic location of the client or origin of the business activity has a risk associated with it, this stems from the fact that countries around the globe have different levels of risk attached to them.

[As we deal only with customers within the UK] we have assessed the country risk as being as low risk

[If the country (territorial) risk is different please amend to medium/high risk and insert rationale for assessment]
	Section B - Procedure 


[This section of the document must be fully personalised to the arrangements which apply in the firm.  The text below should provide a useful starter which the firm can then adapt to reflect its own arrangements.] 
	B1 - Identifying and reporting money laundering


As part of our induction process all staff receive training in relation to identifying and reporting suspicious activity transactions generally.  We also give all staff annual refresher training about anti-money laundering.

Below is a list (which is not exhaustive) of suspicious transaction indicators: 
Suspicious Transaction Indicators

· Clients who are reluctant to provide proof of identity if requested in accordance with the firm’s cash handling procedures as outlined in Section A4.1
· Dealing with customers outside our normal geographical area who are not known to us or have links via other customers particularly if such individuals wish to pay in cash

· Where the source of funds is unclear
· Where there is no apparent insurable interest
· Customers purchasing/hiring and returning multi vehicles in order to create confusion then requesting refunds of premiums to be paid in cash or to other individuals or organisations

· Payment by a card not in their name and/or a transaction made by a third party (linked to Financial Sanctions)

· Unsatisfactory documentation received in response to due diligence requests

· Use of false addresses or post office boxes

· Known criminal or relative/ associate of known criminal
Where you suspect that we are dealing with a suspicious transaction, you must take the following steps:

· If appropriate, refer to your line manager but not in a manner that would alert the customer to the fact you have knowledge or are suspicious of money laundering (tipping off) or any other suspicious activities

· Where appropriate, request more detailed identity checks (See Section B2)
· Do not discuss your suspicions with anyone within or outside the office who is not authorised to deal with such concerns 

· You should report in confidence to [insert Senior Managers name] and agree a course of action which may include gaining supplementary information or where appropriate taking over the transaction

· [insert Senior Managers name] will acknowledge in writing to your that they will undertake an investigation and that you have fulfilled your obligation by reporting the suspicion

· [insert Senior Managers name] will undertake a thorough investigation and make any appropriate report of the suspicious event, even if the business is not taken up.  

· The report will include:

· Details of all parties to the transaction

· How the identity of the client was verified [where applicable]

· A full description of the transaction

· Reasons for suspicion and supporting evidence
1. Internal logging and notification to the firm’s [the Board/Senior Management] will be made of the suspicion.
2. The matter will be reported within 7 days to the National Crime Agency (NCA). Information regarding reporting is found on www.nationalcrimeagency.gov.uk.  All correspondence will be kept for 5 years.
3. If a regulator, the FCA/ MoJ/ Finance House/Insurers/Police must be notified, notification will be made by [Insert name of Senior Manager]
As part of our staff training it is made clear that any failure to comply with this policy may result in disciplinary measures being taken.
All senior personnel within the business will, at all times, support this policy and will not seek to influence any member of staff to behave in a manner which has the potential to allow the occurrence of money laundering. 
	B2 - Enhanced Customer Due Diligence


Enhanced customer due diligence is required to verify customer’s identity and comprise the risk profile of the customer. This is required where:

1. The transaction is outside of the cash handling requirements of the firm as set out In Section A4.1
2. In the event of any of the suspicious transaction indicators noted in Section B1
You must inform your line manager of the intention to complete enhanced checks and ID must be sought. This includes:
· requesting a physical copy of the customer’s government issued ID and a recent utility bill
· and/or by performing electronic Know Your Customer (KYC) checks 
· requesting information about the customer’s source of wealth/funds.

· [Insert any other details about firm’s enhanced due diligence procedures/measures] 
Should there be any doubt about the validation of the customer’s identity or where there are concerns that the customer is or may be a Politically Exposed Person and/or Sanctioned individual in accordance with the Financial Sanctions and PEP’s Policy,  this must be referred to [insert Senior Managers Name] who will determine the extent of any further checks that may be required and the appropriateness of continuing with the transaction. Further additional checks may include, but is not limited to, obtaining additional ID evidence, ID verification, a full description of the source of wealth and funds. All such customers must be signed off by [insert Senior Managers Name] before the relationship is finalised and before any transactions take place. 
	B3 - Recording and oversight of anti-money laundering 


As an insurance broker we are not subject to FCA Anti-money laundering regulations and are not required to appoint a Money Laundering Reporting Office (MLRO), however we are required to allocate responsibility for our Anti-money laundering systems and controls and reporting of suspicious activity. [insert name of individual] is the Senior Manager within our firm who has this responsibility.
An MLRO (or Manager allocated this responsibility) is responsible for:

· preparing and reporting any suspicious transactions

· notifying the firm’s Senior Management

· ensuring the adequacy of the arrangements made for the awareness and training of staff

· reporting at least annually to the firm’s governing body on the operation and effectiveness of the firm’s systems and controls

· monitoring the day to day operation of anti-money laundering controls in relation to products, customers and the firm’s business model

· responding promptly to any reasonable request for information made by the FCA or other agencies.
We will report to the National Crime Agency (NCA) any transaction or activity that, after evaluation, we know or suspect, or have reasonable grounds to know or suspect, may be linked to money laundering or terrorist financing. This is done by means of a Suspicious Activities Report (SAR). Such reports must be made as soon as is reasonably practicable after the information comes to the MLRO. Our firm will permit the MLRO to have access to any information in the firm’s possession which could be relevant. The firm’s MLRO will consider each incident and determine whether it gives rise to knowledge or suspicion, or reasonable grounds for knowledge or suspicion. Any approach to the customer or to the intermediary will be made sensitively and by someone other than the MLRO, to minimise the risk of alerting the customer or an intermediary that a disclosure to the NCA may be being considered. When considering an incident, the MRLO will take into account any connected business or individuals.

When considering an incident, the MLRO will strike the appropriate balance between the requirement to make a timely disclosure to the NCA, especially if consent is required, and any delays that might arise in searching a number of unlinked systems and records that might hold relevant information. 

Given the need for timely reporting, we consider it prudent for the MLRO to consider making an initial report to the NCA prior to completing a full review of linked or connected relationships, which may or may not subsequently need to be reported to the NCA. 
If the suspicious activity concerns a transaction or multiple transactions that have not yet taken place, or funds that have been frozen, the MLRO will submit a Defence Against Money Laundering (DAML) SAR to the NCA. In the case of a DAML SAR, if the NCA provides us with ‘appropriate consent’ for the transaction to take place within the stipulated timeframe, we will have a defence against the money laundering offences under POCA. 
The manner of reporting will include a typed, paper-based submission on a standard form as well as the existing electronic submission method: the NCA’s web-based reporting mechanism (Suspicious Activity Report) SARs Online. 

Our firm will include in each SAR as much relevant information about the customer, transaction or activity as we have in our records. The law enforcement agencies have indicated that details of an individual’s occupation/company’s business and National Insurance Number are valuable in enabling them to access other relevant information about the customer. As there is no obligation to collect this information (other than in very specific cases), we may not hold these details for all our customers; where we have obtained this information, however, it would be helpful to include it as part of a SAR made by us. 

If, after consideration of the information available, the MLRO decides not to make a report to the NCA, the reasons for not doing so will be clearly documented and retained with the internal reports.

Anti-money laundering is a standing item at our Board/Senior Management meeting.   

[Name] reports details of SAR’s made to [the Board/Senior Management] in writing on a [state frequency] basis and MI relating to anti-money laundering is a standard report in the Board/Senior Management pack.
	B4 - Record Keeping


We will take copies of the documents used for verification whenever possible (e.g. when seeing a client in the office or where copying facilities are available).

Whenever copies of identification are taken in evidence these must be dated and signed “original seen”. 

Where a copy of evidence taken includes a photograph this will be certified that the photograph provides a good likeness of the client by writing on the photocopy “the photograph is a good likeness of the applicant”. 

Where a new residential address cannot be proved, because the address is only temporary or because verification evidence is not yet available, then the previous address should be verified. The current address should be verified as soon as practically possible afterwards.  Notes should be held on file to clarify the situation.
	B5 - Obligations for Compliance 


We all have a personal responsibility for working to the standards expected within this Anti-Money Laundering Policy. If you for any reason do not understand what is expected of you or feel that you are not able to comply with any part of the policy, please speak to your line manager. 

If at any time you feel that you are being asked to do anything that compromises your ability to meet the standards outlined in this policy or If you know or suspect that anyone is acting in breach of this policy you must report this. You can raise this with your line manager if you feel that this appropriate, alternatively you can discuss this with [insert name or role of appropriate employee].  You are also able to use the company’s Whistleblowing policy to report any concerns confidentially. 

Failure to comply with the Anti-Money Laundering policy may result in disciplinary action. 
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