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	History of changes to this document

	Version No.
	Location of change
	Description of change
	When

	1.0
	New document released
	
	09/2026



	Guidance notes for using this document

This document is a high-level template for a UK general insurance broker to help them with creating an information security policy.  It should be tailored to the firm’s activities, systems, risk profile, regulatory permissions, outsourcing arrangements and applicable legal and contractual obligations including:
· FCA requirements and guidance applicable to the firm’s systems, controls, governance, outsourcing, record-keeping and operational resilience;
· UK data protection law, including the UK GDPR, Data Protection Act 2018 and Data (Use and Access) Act 2025;
· relevant contractual, insurer, delegated authority and data-sharing requirements; and
· proportionate cyber security good practice, including guidance from the National Cyber Security Centre.

Before adopting the policy, the firm should complete all placeholders and confirm that supporting IT arrangements, records and procedures exist and operate in practice. In particular, the incident-reporting details in section 10.1 should include a clear and workable out-of-hours route so that serious incidents can be escalated without delay; the contact details and escalation arrangements should be maintained, communicated to relevant personnel and tested periodically. 

This document is a template only and must not be adopted without appropriate review and tailoring to the firm’s specific circumstances. Firms should obtain specialist IT and information security advice, and legal advice where necessary, to ensure that the policy is suitable, complete and compliant with all applicable requirements.

When personalising this document, you should:
· Review all text and amend and adapt as appropriate
· Delete or adapt (as appropriate) text in Blue. 
· Text in Green is for guidance only and should be deleted along with this guidance note before use (including the ‘History of changes to this document’ below) 
· Update the contents page with correct page numbers before issue. 

All relevant personnel should receive or have direct access to this policy and any supporting procedures relevant to their role and should receive appropriate information security and data protection training.

Once implemented, the effectiveness of this policy should be reviewed at board, partner or senior management level, as appropriate. The review should consider legal and regulatory developments, changes to threats and good practice, security incidents, testing and assurance results, and changes to the firm’s systems, services, suppliers and risk profile.
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[bookmark: _Toc508094466]

[bookmark: _Toc242774786]1.    Policy purpose and objectives
1.1    	This policy sets out how [Insert Company Name] (‘we’, ‘us’, ‘our’ or ‘the company’) protects its information, technology services and the information entrusted to it by customers, employees, insurers, introducers, suppliers and other parties. It establishes high-level principles and responsibilities for maintaining confidentiality, integrity and availability and for reducing the likelihood and impact of security incidents.
1.2	We will apply proportionate technical and organisational measures, taking account of the nature, scale and complexity of our business, the sensitivity of the information we hold, its reliance on technology and the potential harm to customers and to our company.
1.3	The objectives are to:
· protect information against unauthorised access, use, disclosure, alteration, loss or destruction;
· maintain reliable systems and recover services and information within business requirements;
· manage cyber, technology, people, physical and third-party risks;
· meet applicable legal, regulatory and contractual obligations; and
· promote secure behaviour and clear accountability throughout the company.
[bookmark: _Toc242774787]2.    Scope
2.1	This policy applies to all directors, partners, employees, temporary workers, contractors, consultants and other persons who access our information or systems. It applies to information in any format and to all company-owned or company-managed devices, applications, networks, cloud services, premises and communication channels.
[bookmark: _Toc242774788]2.2	Third parties must comply with relevant requirements through contractual terms, due diligence and oversight. Where a stricter legal, regulatory, contractual or insurer requirement applies, the stricter requirement takes precedence.
2.3	The policy is also designed to work in conjunction with the following company policies:
· Data Protection Policy
· Acceptable use of IT, communications and information systems policy
· Breach and Issue management Policy
· Document Record and Data Retention Policy
· Risk Management Policy
· Complaints policy and procedures
· Add any other relevant policies/personalise as appropriate]
3.    Legal and regulatory context
3.1      We will identify and meet the information security requirements that apply to our activities. These may include:
· the UK GDPR, the Data Protection Act 2018 and the Data (Use and Access) Act 2025, including the requirement to use appropriate technical and organisational measures to protect personal data;
· the Financial Services and Markets Act 2000, applicable FCA Principles and Handbook requirements, including proportionate systems and controls, governance, outsourcing, record-keeping and financial crime controls;
· FCA operational resilience requirements where our company is within scope, and relevant good practice where it is not;
· the Computer Misuse Act 1990 and other applicable cybercrime legislation;
· contractual confidentiality, insurer, delegated authority and data-sharing requirements; and
· [bookmark: _Toc242774789]payment card security requirements where cardholder data is handled.
[bookmark: _Toc242774790][bookmark: _Toc242774792]4.    Governance and responsibilities
[bookmark: _Toc242774791]4.1      The [Board/partners/senior management] is/are accountable for information security and will approve this policy, set risk appetite, ensure adequate resources and receive proportionate reporting on material risks, incidents, control weaknesses and remediation.
[bookmark: _Toc242774793]4.2      [The Head of IT/other role] owns the security framework, coordinates risk assessment and incident management, maintains supporting standards and reports material matters to senior management.
[bookmark: _Toc242774794]4.3      The [Data Protection Officer/Lead/Representative] advises on personal data privacy and protection compliance and assesses whether incidents require notification to the ICO or affected individuals.
[bookmark: _Toc242774795]4.4	Managers and system or information owners must identify assets, approve access, implement controls, review risks and ensure issues are remediated.
4.5	All personnel must follow this policy, protect credentials and equipment, complete training and report suspected weaknesses or incidents immediately. Deliberate or negligent non-compliance may result in disciplinary action and, where relevant, termination of contract or legal action.
4.6      The [IT function/managed service provider] will ensure that systems are assessed against our security requirements; security configurations, updates, backups and protective controls are implemented and monitored; users receive appropriate technical support; and security concerns are recorded, investigated and escalated. Installation, maintenance, repair and material configuration changes may be carried out only by authorised persons.
5.    Information security risk management
5.1     	We will maintain a proportionate process to identify, assess, treat, monitor and report information security risks. Assessments will consider threats, vulnerabilities, existing controls, likelihood and potential impact on customers, individuals, operations, finances, regulatory obligations and reputation.
5.2     	Risks will be assigned to named owners and treated by avoiding, reducing, transferring or formally accepting them within approved authority. Material risks and overdue actions will be escalated to senior management.
[bookmark: _Toc242774796]5.3     	Security risk assessments will be performed at planned intervals and before significant changes, including new systems, cloud services, outsourcing arrangements, acquisitions, office moves and material changes to data processing.
[bookmark: _Toc242774797]5.4      We will maintain proportionate records of important information assets, systems, devices, services, owners, locations, dependencies and suppliers. Information will be classified according to sensitivity and business impact, for example [Public, Internal, Confidential and Highly Confidential], and handled accordingly throughout its lifecycle, the classification of information will be recorded in a [Data Asset Register and Record of Processing Activities].
5.5	We define handling requirements for each classification of information as outlined in the table below. 
	Classification
	Meaning
	Examples
	Minimum handling expectations

	Highly Confidential
	Information requiring the highest level of protection and access limited to specifically authorised persons.
	Bank and payment data; passwords and encryption keys; security configurations; merger or acquisition plans; legal cases; disciplinary matters; sensitive claims information; and information received under strict confidentiality obligations.
	Named access only; strong authentication; encryption where appropriate; controlled copying and disclosure; secure storage and disposal; and enhanced monitoring or approval.

	Confidential
	Private or commercially sensitive information restricted to persons with a legitimate business need.
	Customer and policy records; employee records and payroll; quotation and underwriting data; insurer and supplier agreements; financial information; business plans; intellectual property; and trade secrets.
	Role-based access; approved storage and transfer methods; protection from casual viewing; secure disposal; and no use of personal email, storage or unauthorised devices.

	Internal
	Information intended for use within the company and, where authorised, affiliated organisations or service providers.
	Internal emails, staff communications, policies, procedures, meeting papers and operational guidance.
	Use approved business systems; share only for legitimate purposes; and do not publish externally without authorisation.

	Public
	Information approved for public release where disclosure will not harm the company, another party or an individual’s rights.
	Approved website content, brochures, marketing material, public statements and published vacancies.
	Release only through approved channels and by authorised persons, with appropriate content approval.



5.6	Unless otherwise determined, unlabelled information will be treated as Internal. A collection or aggregation of information will be classified according to the most sensitive information it contains. Information owners must review classification when content, use, recipients or risk changes.
6.    Access control and secure use
6.1     	Access to information and systems will be based on business need, least privilege and, where practicable, segregation of duties. Access must be authorised, recorded, reviewed periodically and removed or amended promptly when roles change or engagement ends.
[bookmark: _Toc242774798]6.2	Unique user accounts must be used. Shared and privileged accounts will be restricted, controlled and monitored. Multi-factor authentication will be enabled for remote access, cloud services, privileged access and other higher-risk services wherever supported and proportionate.
6.3	Passwords and authentication credentials must meet our approved standard, must not be shared, and must be protected from disclosure. Suspected compromise must be reported immediately.
[bookmark: _Toc242774799][bookmark: _Toc242774800]6.4	Company systems and information must be used lawfully, securely and primarily for authorised business purposes. Personnel must not bypass security controls, install unauthorised software, connect unapproved devices, use personal email or storage for company information, or transfer information through unapproved channels.
6.5	Remote working must use approved devices, services and secure connections. Screens and conversations must be protected from unauthorised viewing or hearing, and devices must not be left unattended without appropriate safeguards.
6.6      Devices must use automatic screen locking after a period of inactivity set by the us. Personnel must lock screens whenever equipment is left unattended. Access changes for joiners, movers and leavers must be communicated promptly so that accounts and permissions can be created, amended, suspended or removed without undue delay.
7.    	Technical and physical security
7.1	We will implement layered controls appropriate to our risks. These will include, where relevant:
· secure configuration and removal or disabling of unnecessary accounts, services and software;
· documented vulnerability and patch-management arrangements, including the use of supported software, timely application of security updates and patches according to risk, defined timescales, appropriate testing, monitoring and escalation of failed or overdue updates, and the replacement or isolation of unsupported technology;
· firewalls, secure network configuration and protection of wireless networks;
· malware protection, email security, web filtering and controls against phishing;
· encryption of portable devices and sensitive information in transit and at rest where appropriate;
· central logging, monitoring and alerting proportionate to the company’s environment;
· regular vulnerability assessment and proportionate security testing;
· backups protected from unauthorised alteration or deletion and restoration tests at planned intervals; and
· secure disposal or sanitisation of equipment and storage media.
[bookmark: _Toc242774801]7.2	Office, communications and records-storage areas will be protected by proportionate entry controls. Visitors will be managed appropriately, and confidential papers and screens will be secured when unattended.
7.3	We consider alignment with recognised good practice, including the NCSC Cyber Essentials controls, taking account of our size and risk profile.
7.4      We will maintain an inventory of relevant hardware, software and information-processing services, including ownership and lifecycle status where appropriate. Equipment must be protected in use, storage and transit. Lost or stolen devices must be reported immediately so that access can be disabled, credentials reset and remote locking or wiping initiated where available.
7.5      Only authorised and appropriately licensed software may be installed. Security flaws will be assessed promptly and affected software or services may be restricted or withdrawn until risk is reduced. Removable media and files received from external, or cloud sources must be scanned for malicious code where technically appropriate, and use of removable media must be restricted, encrypted and approved according to risk.
8.    	Data handling and secure communications
8.1  	Information must be collected, accessed, shared, retained and disposed of in accordance with its classification, our data protection and records requirements, and any insurer or contractual restrictions.
8.2	Before sending confidential or personal information, personnel must verify the recipient, use an approved communication method and apply encryption or other protection where appropriate. Particular care must be taken with payment instructions, bank details, identity documents, health information, criminal offence data, claims material and information about vulnerable customers.
[bookmark: _Toc242774802]8.3      Approved verification and authentication procedures must be followed before payment or bank details are changed, or customer information is discussed or amended in accordance with our sales and administration procedures. Sensitive information must not be discussed where it may be overheard or displayed where it may be seen by unauthorised persons.
8.4	Retention periods will be defined and records securely deleted or destroyed when no longer required, subject to legal, regulatory, claims, complaints, financial crime and contractual needs.
8.5	Before information is sent outside the company, the sender must consider its classification, the recipient, the transmission method and the consequences of loss or misdirection. Highly Confidential or Confidential information must use an approved secure method, with encryption, password protection, secure portals or equivalent safeguards where proportionate. Passwords or access details must be communicated separately using a different channel.
8.6	Personnel must check addresses, recipients, attachments and access permissions before sending information. Bulk communications must protect recipient details, and links to shared information must be restricted to the intended recipients and expire or be removed when no longer needed. 
8.7	Paper records or physical media containing Confidential or Highly Confidential information must be securely packaged and addressed to a named recipient. Tracked, signed-for or specialist delivery should be used where justified by sensitivity or risk. The outer packaging should not reveal sensitive contents, and receipt should be confirmed where appropriate.
9.   	Suppliers, outsourcing and cloud services
9.1	Information security risks arising from suppliers, delegated service providers, software providers, cloud services and other third parties will be assessed before appointment and throughout the relationship, in proportion to the service and information involved.
[bookmark: _Toc242774803]9.2	Due diligence and contracts will address, where relevant, confidentiality, access control, security standards, data location, use of subcontractors, incident notification, vulnerability management, business continuity, audit or assurance rights, return or deletion of information and orderly exit.
9.3	We remain responsible for meeting our legal and regulatory obligations when activities are outsourced. Critical or material suppliers will be subject to enhanced oversight, documented contingency arrangements and periodic review.
10.  	Security incident and personal data breach management
10.1    All actual or suspected information security incidents, including phishing, malware, lost devices, misdirected communications, unauthorised access, data loss, payment diversion and service disruption, must be reported immediately using [insert reporting route].
10.2	We will maintain and test an incident response plan covering triage, containment, evidence preservation, investigation, recovery, communications, decision-making and lessons learned. Responsibilities and escalation thresholds will be defined, including engagement with insurers, suppliers, legal advisers and specialist support where appropriate. Note: Firms may wish to include this in their Business Continuity Plan. 
[bookmark: _Toc242774804]10.3	Potential personal data breaches will be escalated promptly to the [Data Protection Officer/Lead/Representative]. We will assess risk to individuals, document our decision and, where required, notify the ICO within 72 hours of becoming aware and inform affected individuals without undue delay where the threshold is met.
10.4	Regulatory, law-enforcement, insurer, customer and contractual notifications will be made where applicable. Only authorised persons may communicate externally about an incident.
11.  Business continuity and resilience
11.1	Information security will be integrated with business continuity, disaster recovery and, where applicable, operational resilience arrangements. We will identify systems, information, people, premises and suppliers required to deliver important or critical business activities.
[bookmark: _Toc242774805]11.2	Recovery priorities and recovery objectives will be documented and aligned with customer, regulatory and contractual needs. Continuity and recovery arrangements, including backup restoration and alternative working methods, will be exercised at planned intervals and after material changes.
12.  People security, awareness and training
12.1  	Appropriate screening and contractual confidentiality requirements will be applied to personnel according to role and risk. Security responsibilities will be included in induction, role changes and exit processes.
[bookmark: _Toc242774806]12.2	All personnel will complete information security and data protection training on joining and at planned intervals. Training will address relevant threats such as phishing, social engineering, account compromise, payment diversion, secure handling of customer and claims information, remote working and incident reporting.
12.3	Higher-risk roles, including administrators, finance personnel, senior managers and staff handling sensitive customer information, will receive additional role-based training. We may conduct proportionate awareness exercises and will use results to improve controls and training, not as the sole basis for disciplinary action.
12.4	Personnel must not disclose, copy, reproduce, publish, transfer or use Confidential or Highly Confidential information except for an authorised business purpose, as required by law or with prior approval from the company. This duty applies during and after employment or engagement and includes information held by the company on behalf of customers and other parties.
12.5    Nothing in this policy prevents a person from making a protected disclosure or otherwise reporting a concern where permitted by law. Concerns should be raised through the company’s [Whistleblowing Policy/Breaches and Issues Policy] where appropriate.
13.  Monitoring, assurance and exceptions
13.1  	We will monitor compliance with this policy and the effectiveness of its controls through proportionate management information, access reviews, vulnerability and patch reporting, backup and recovery results, supplier assurance, training completion, incident trends and independent review where appropriate.
[bookmark: _Toc242774807]13.2	Suspected non-compliance or control weaknesses must be reported and addressed according to risk. Material matters will be escalated to senior management and tracked to completion.
13.3    Any exception to this policy must be documented, risk-assessed, time-limited and approved by [insert approving role]. Compensating controls and an expiry or review date must be recorded.
14.  Policy review and approval
14.1 	This policy will be reviewed at least annually and sooner following a material security incident, significant business or technology change, regulatory development, audit finding or change in the company’s risk profile.
14.2    The policy owner will maintain supporting standards and procedures and will present material amendments for approval by [Board/partners/senior management].
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