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1. 
Introduction and Risk Appetite
The nominated Senior Manager responsible for preparing this Risk Assessment is [insert name/job title] who holds the Senior Management Function/s (SMF) SMF1/SMF3.
The Board has established a low-risk appetite for financial crime and zero tolerance for deliberate involvement in money laundering, terrorist financing, fraud, bribery, corruption, or sanctions breaches, this means that any risk identified as being moderate-high must be subject to further risk mitigation strategies. 
The purpose of this document is to clearly outline and record the risks associated with our business being used to further financial crime in relation to:
· Fraud Prevention
· Anti -Money Laundering and Terrorist Financing 
· Financial Sanctions 
· Anti Bribery and Corruption 
We do this by considering our inherent risk exposure and evaluating the reasonable preventative measures that we have established to mitigate those risks, gauging their effectiveness and determining any further mitigating actions. 
A significant mitigating factor in our financial crime risk is the combination of cultural awareness and staff vigilance. To maintain an effective control environment, we implement comprehensive policies and procedures outlining our approach to financial crime prevention and provide targeted training for all employees on relevant aspects of financial crime relevant to their role —including the behaviours we expect of all of our employees in accordance with the FCA conduct rules. We are committed to fostering a safe, open workplace, encouraging, and enabling staff to meet compliance expectations and report any concerns confidentially under our Whistleblowing policy.
[Insert name/role] is the Senior Manager responsible for the firm’s policies and procedures for countering the risk that the firm might be used to further financial crime and for ensuring that appropriate escalation and investigation procedures are in place including the controls for clear triage, evidence preservation, case management and the procedures for reporting known or suspected financial crime to the appropriate authorities on behalf of the firm. For the avoidance of doubt any such matters must be escalated to the [board of directors/partners] without delay at the time of their occurrence.
We also outline the mechanisms in place to ensure the continued assessment of control effectiveness of the high dependency controls outlined in this assessment, drawing insights from the firm's management information and any proposed changes to our business plan. The scope of this assessment encompasses all operational aspects of our services, ranging from client onboarding, premium transactions and after sales services and includes all jurisdictions in which we operate.
2. Business Overview 
[Insert firm name and any trading names] is authorised and regulated by the Financial Conduct Authority (FCA). Our Financial Services Register number is [insert FRN]. Our permitted business is [provide an overview here of the firms FCA permissions]
[Provide a general description of the products/customers/distribution channels the firm deals with and Jurisdiction of operation.] 
3. Legal and Regulatory Requirements 
As a general insurance broker operating in the UK, we are subject to a range of legal and regulatory obligations designed to prevent financial crime. Primarily under the oversight of the Financial Conduct Authority (FCA) we are required to maintain appropriate systems and controls to prevent, detect and report financial crime to the relevant authorities, which includes having in place proportionate ‘risk based’ prevention measures under the guidance of the FCA’s Financial Crime Guide. In addition, we are also subject to various legislative requirements including:
· Proceeds of Crime Act (2002)
· The Terrorism Act (2000)
· Bribery Act (2010)
· Sanctions and Anti Money Laundering Act (2018)
· Fraud Act (2006)
· [Economic Crime and Corporate Transparency Act (2023)] – Note that you will only be in scope of this Act if you meet at least two of the following criteria - more than 250 employees; more than £36 million turnover; more than £18 million in total assets.

4. Risk Rating Methodology and Rating 
Our approach to risk assessment is based on consideration of the inherent exposure within our business model to key financial crime risk factors, layered with our assessment of how effective our controls are in practice. Our assessment is based on a combination of quantitative and qualitative measures including monitoring activity, management information review and discussions with key operational stakeholders to determine our residual risk position. Our findings are also evaluated against industry best practice and relevant regulatory guidelines to determine any new or emerging risks. 
[Firms should provide a brief overview of their governance framework here, for example whether they operate a’ three lines of defence’ model, reliance on any third-party consultancy arrangements and any relevant committees into which financial crime monitoring/audit activity is reported.] 
We scale our inherent risk exposure and control effectiveness using the below definitions which are then mapped against a defined risk rating scale to determine the residual risk position. Any residual risk of a moderate or high nature requires additional action to bring the risk within our low-risk appetite.
Definitions
	Inherent Risk Exposure 

	
	Control Effectiveness

	Rare
	Minimal exposure - rare occurrence
	
	Strong 
	Controls are well designed and consistently applied

	Limited
	Limited exposure to high- risk factors in business model 
	
	Optimisation required 
	Controls are operative but not optimal, minor improvements are required.

	Possible
	Some higher risk factors in business model
	
	Weak
	Controls exist but are insufficient or inconsistently applied
 

	Significant
	Higher risk factors apply to a significant proportion of business
	
	Absent
	Controls are ineffective or non-existent.



	Residual Risk Rating Table
	Inherent Risk

	
	Rare
	Limited
	Possible
	Significant

	Control Effectiveness
	Strong
	Low
	Low
	Low
	Low

	
	Optimisation Required
	Low
	Moderate 
	Moderate
	High

	
	Weak
	Moderate 
	Moderate
	High
	High

	
	Absent
	Moderate
	High
	High
	High



Note:-  We have provided a sample rating scale which is specifically designed for the assessment of financial crime risk, considering exposure and control effectiveness. You must however, ensure that the definitions and rating scale meet your firms requirements, for example if you already have defined probability and impact scales within your risk management framework or use a different control effectiveness rating for compliance monitoring activity and you would prefer to apply this methodology for consistency, then you should replace the above with your preferred method and amend the assessment accordingly – Firms are responsible for deciding which rating is most appropriate. 

5. Executive Summary 
Note: Although the risk assessment report usually begins with the Executive Summary, firms may find it easier to populate this section last as it should bring together any key developments and learnings that have been identified in the rest of the assessment. 
Include here a summary overview of the important main points of the wider assessment and ensure that key actions and overall conclusions are signposted within the report and brought to the forefront. The summary of key finding should provide stakeholders with a quick snapshot of the most pressing weaknesses or risk areas. You may wish to categorise or order these based on severity allowing the reader to immediately gauge where the most attention may be needed.
Key Points to focus on: 
· Current risk position (either overall or per section)
· Reference and signpost to key proposed action plans in improving controls or addressing control weaknesses
· A brief overview of any changes to financial crime risks since implementation/last assessment i.e. what work you have done, and key actions taken. 
· Highlight any new/ emerging risk factors that have been identified since the previous assessment.
· Reference whether there have been any internal audits carried out or independent reviews by third parties and summarise findings. 
· Highlight key achievements, challenges and any significant incidents and concerns along with steps to mitigate them. 
· Highlight any proposed business changes/developments that are likely to impact the future suitability of the financial crime controls in place including reference to scalability, resource, technology etc. 
· Regulatory interactions specifically regarding or impacting financial crime – i.e. details of any contact with the regulator outside of normal reporting/returns etc. 
6. 
Inherent Risk Assessment 

6.1 Fraud
We consider that we have a generally higher inherent risk of being exposed to fraud than other financial crimes, this is because fraud can present itself in many different ways and can include both internal and external perpetrators. The motivation and opportunity to commit fraud is driven by a number of external economic and social factors in addition to our internal control environment and furthermore continues to evolve across many different typologies. 
In taking a proportionate risk-based approach, this assessment considers the broad fraud typologies to which our business model is most vulnerable to rather than anticipating every possible fraud scenario, however we continue to monitor internal trends, industry best practice, and regulatory guidance in identifying any new and emerging threats in this area. 
Note: in our opinion it is difficult for any firm to justify an overall limited inherent exposure to fraud as it occurs in many different forms and can involve different parties such as employees, agents, suppliers, customers, and unknown criminal parties. Therefore, firms should approach each type of fraud they are exposed to as a separate risk factor by determining the inherent exposure for each of these typologies separately, typically, this will however allow firms to then rate their residual risk position collectively based on internal/external fraud risk. 
	Risk Factor (fraud typology)
	Category
(Internal/External)
	Description 
	Inherent Risk

	False Accounting /defrauding creditors
	Internal
	The risk that internal staff deliberately manipulate books and records to conceal losses, theft, insolvency, or improper payments, leading to inaccurate management information and/or misleading financial reporting.
	[insert rating]

	Misrepresentation
	Internal 
	The risk that staff provide false, incomplete, or misleading information (by statement or omission) to influence a decision, resulting in customer, insurer, or regulatory detriment.
	[insert rating]

	Falsification of documents 
	Internal
	The risk that staff create, alter, or use forged documents (e.g., invoices, receipts, contracts, client files, or evidence) to support a false transaction or narrative, conceal misconduct, or obtain an improper benefit, resulting in financial loss and/or regulatory and reputational harm.
	[insert rating]

	Embezzlement 
	Internal
	The risk that staff dishonestly misappropriate firm or client assets (including cash, premiums, refunds, or other property) for personal gain, causing financial loss and potential regulatory and reputational harm.
	[insert rating]

	Insider collusion
	Internal
	The risk that two or more staff (or staff working with third parties) conspire to bypass controls, conceal wrongdoing, or facilitate improper payments or theft, making detection more difficult and increasing potential losses.
	[insert rating]

	Unauthorised disclosure of data
	Internal
	The risk that staff improperly access, share, sell, or leak confidential or personal information (e.g., client data, policy details, payment information) without authorisation, enabling fraud and causing legal, regulatory, and reputational harm.
	[insert rating]

	Theft or misuse of client funds/premiums
	Internal
	The risk that staff steal, divert, delay, or otherwise misuse client money (including premiums and refunds), for example by manipulating payment instructions, timing, or reconciliation, resulting in client detriment and regulatory breach.
	[insert rating]

	Tax Evasion
	Internal 
	The risk that staff facilitate or conceal tax evasion (directly or by assisting others), for example by falsifying records, misclassifying transactions, or withholding information, leading to criminal, regulatory, and reputational consequences.
	[insert rating]

	Claims Fraud 
	External
	The risk that claimants or third parties submit false, inflated, staged, or otherwise dishonest claims (including forged evidence) to obtain an improper payout, increasing loss ratios and creating regulatory and conduct risk.
	[insert rating]

	Application fraud
	External
	The risk that applicants provide false or misleading information at onboarding to obtain cover, better pricing, or access to services, resulting in unsuitable business, unpaid premiums, or future fraudulent claims.
	[insert rating]

	Ghost Broking 
	External
	The risk that criminals pose as our firm to sell fake, invalid, or altered policies, collect premiums, and leave customers uninsured, causing financial loss, complaints, and reputational damage.
	[insert rating]

	Identify and digital fraud
	External
	The risk that criminals use digital channels, synthetic identities, manipulated documents, or compromised devices to impersonate customers, create fake accounts, or conduct transactions, leading to financial loss, data compromise, and operational disruption.
	[insert rating]

	Account takeover
	External
	The risk that fraudsters gain unauthorised access to a customer’s account or policy portal (e.g., via stolen credentials), then change contact or payment details, request refunds, or manipulate cover, resulting in customer detriment and losses.
	[insert rating]

	Phishing 
	External
	The risk that customers or staff are deceived via email, phone calls, or text messages into disclosing credentials or authorising payments/changes, enabling impersonation, payment diversion, or account takeover.
	[insert rating]

	Bogus debt
	External
	The risk that fraudsters present false or inflated debts, invoices, or demands (e.g., pretending to be suppliers or creditors) to induce the firm or customers to make illegitimate payments.
	[insert rating]

	Payment diversion scams
	External
	The risk that criminals intercept or impersonate legitimate counterparties to redirect premium, refund, commission, or supplier payments to accounts they control (e.g., via changed bank details or spoofed emails).
	[insert rating]

	Policy manipulation
	External
	The risk that customers or third parties exploit processes to improperly change policy details (e.g., backdating, mid-term adjustments, cancellations, or refunds) to obtain an unfair advantage or trigger illegitimate payments.
	[insert rating]

	Credit/debit card fraud
	External
	The risk that criminals use stolen or compromised payment card details to pay premiums or obtain refunds, leading to chargebacks, losses, and potential customer harm.
	[insert rating]

	[insert any other fraud typologies which the firm is particularly exposed to]
	
	
	



Fraud Control Environment
Fraud typologies frequently overlap and may be perpetrated by customers, third parties, or employees. Our approach is therefore to implement a layered control framework across people, process, and technology, supported by monitoring and effective incident response. The controls below summarise our high dependency controls:
· We provide employees with our Fraud Prevention Policy and provide training on fraud prevention relevant to the employee’s role [insert period].
· Risk-based customer due diligence and verification (see Section 6.2).
· [Insert here any system controls the firm has in place to identify potential red flags.]
· We maintain a record keeping policy and secure CRM system for which controls are restricted ensuring that customer details/transactions cannot be deleted and audit trails can be preserved. 
· Secure payment Processes [i.e. monitoring unusual payment patterns and restrict refunds back to the original payment method to mitigate exposure to credit/debit card fraud].
· File reviews are carried out [insert period] which enables us to identify falsification of documents and misrepresentation risk [firms should also note here if quality monitoring/file reviews are carried out focusing on higher-risk activities and potential red flags].
· We carry out pre-employment screening and ongoing vetting proportionate to role risk (including reference checks and, where applicable, fitness & propriety assessments).
· We provide all employees with our code of conduct outlining acceptable and non-acceptable behaviours in accordance with the FCA conduct rules, supported by breach recording and disciplinary procedures.
· We provide a safe space for employees to raise concerns confidentially via our whistleblowing policy. 
· Our internal remuneration structures are designed to avoid incentivising inappropriate behaviour and are supported by both quantitative and qualitative performance metrics as outlined in our remuneration policy. 
· Segregation of duties across key stages [e.g., quote/bind, amendments/cancellation, refunds, supplier creation, payment release, and reconciliation) to reduce embezzlement, insider collusion, and false accounting risk].
· Robust client money controls [e.g. segregated trust/client accounts where applicable, timely posting, daily/regular reconciliation, independent review, and prompt resolution of breaks to prevent theft/misuse of client funds and false accounting].
· Accounting and Reconciliation integrity controls [e.g. controlled journal posting, maker-checker approvals, evidence requirements, management review of suspense accounts, write-offs and manual overrides, approval authorities and financial limits, secure refund, and cancellation processes to prevent false accounting/defrauding creditors risk].
· Third-party due diligence and onboarding controls for all agents, introducers, appointed representatives, outsource and other third-party suppliers. 
· Contract review and approval processes that include fraud and data security clauses, audit rights, and service-level expectations.
· [Branding Control – i.e. controls to monitor misuse of firm name, domain spoofing, impersonation on social media.]
· Data Security Policy and risk assessment: (including for example):
· Access controls and least-privilege permissions including  joiner/mover/leaver processes, privileged access management, and periodic access reviews to support unauthorised disclosure of data and insider fraud.
· Security monitoring and logging of sensitive actions with alerts and investigation workflows. (e.g., export of client data, bank detail changes, bulk document downloads), 
· Anti-phishing controls: staff training, email security controls (filtering, spoofing protections), call-back/verification procedures, and scripts for high-risk requests (supports phishing/vishing/smishing and payment diversion).
· Customer account security: e.g. Multi Factor Authentication (MFA), session controls, password standards, device and location anomaly detection and account lockout rules to prevent account takeover and identity/digital fraud).
· Strong authentication for customer self-service portals (e.g., multi-factor authentication, step-up verification for changes to email/phone/bank details) to reduce account takeover and policy manipulation (if applicable)]
· Data loss prevention (DLP) measures for email and file sharing, and encryption for sensitive data at rest and in transit (supports unauthorised disclosure of data). 
· [Claims fraud controls –  (e.g. clear fraud indicators, triage rules, referral to specialist investigation, and evidence validation including document authenticity checks, consistency checks, and supplier verification). (If applicable)]
· [Controlled use of third-party claims suppliers (if applicable) (e.g. approved panels, due diligence, and performance oversight to reduce inflated or staged claim risk.)]
· [Insert any other fraud prevention controls the firm has put in place]

Note: If a firms arrangements include appointed representatives or outsource/delegated authority arrangements, they should note here the controls in place to ensure that appropriate checks are carried out, for example whether agents are contractually required to comply with the firms fraud prevention policy or similar equivalent and what action the firm takes to assess the suitability and effectiveness of these arrangements.

6.2  Anti Money Laundering (AML), Terrorist and Proliferation Financing. 
Note:-  The sample text below assumes most SME insurance broking firms have a limited inherent risk exposure and that higher risk factors are possible but not prevalent in the business model. If your firm has significant exposure to high-risk factors, you should adjust the summary and rating accordingly. Conversely, if high-risk activities are negligible or absent, you should also reflect this in your assessment.
General insurance brokers are not subject to the Anti-Money Laundering Regulations (2017) as the majority of general insurance products do not deliver sufficient functionality to be the first choice of vehicle for money laundering activity due to their limited ability to facilitate the moving or disguising of funds. Furthermore, we do not typically provide goods or services that could be repurposed for military or weapons of mass destruction programs and therefore consider our risk exposure to proliferation financing to be rare. 
Nevertheless, certain customers, products and transactions naturally pose a heightened inherent risk exposure of money laundering and terrorist financing, and we may also identify ‘red flags’ when completing our standard customer qualification process which include suspicious or unusual behaviours, transaction patterns and requests that identify higher risk factors. [Whilst probability may increase with these transactions, we generally have a small exposure both in terms of the number of transactions that high risk factors would apply to and the amount of premium handled in such transactions.]
Note: For context, it may be useful to support this assessment with an overview of how many ‘higher risk’ alerts were identified during the previous 12 months where enhanced due diligence was applied, subsequent referral for senior management investigation and how many Suspicious Activity Reports (SAR’s) were actually made. 
In determining our overall risk profile, we have considered key areas of our business model relating to our customer base, products, geographical reach, and delivery channels and have concluded that we have a [limited/possible] inherent risk exposure to such activity as outlined below:
Note: When completing the table below,  inherent risk rating is based on the exposure to AML occurring before controls are in place– therefore an overall reduced exposure to a higher risk activity would likely reduce the overall inherent risk rating to ‘possible’ whereas if the customer segment accounted for a large proportion of the brokers book this would likely represent a significant exposure and increase the inherent exposure risk to ‘Significant’. To support the assessment firms may wish to include an indication of the volume of business affected where available. 
Remember at this point we are looking at the inherent exposure before controls; it is only once control effectiveness has been assessed that the residual risk position can be determined which is outlined in Section 8 of this document. 
You need only include risk factors which are relevant to your business model, you can delete any factors that do not apply or leave them in for future reference and state that they are not currently relevant to your business model. 
	Risk Factor
	Description
	Inherent Exposure Rating 
(see Section 4)

	Due diligence applied 

	Standard Customers
(Individuals and SME Commercial customers)
	[Provide a description of the overall customer base relating to lower risk activity, it is useful to provide the % of your customer base representing consumers and SMEs with simple commercial structures along with supporting context, for example you may wish to reference:

· Individual consumers and SME commercial customers generally, present a lower risk due to UK residential status/incorporation and simple owner/controller structures reducing the risk of hidden beneficial owners.
· We typically deal with customers who are employment-based or with a regular source of income from a known source which supports the activity being undertaken; (this applies equally to pensioners or benefit recipients, or to those whose income originates from their partners’ employment).
· We are required to complete a thorough customer fact find when quoting for insurance for risk rating purposes which also serves to establish legitimate insurable interest.
· The requirement for premiums/refunds to be paid via an established UK bank account, which are also subject to banking AML controls therefore reducing the ability to introduce illicit cash into the system. 
· You do not control the full flow of money as premiums collected are passed to the insurer and claims payments made to a customer are subject to a formal claims handling and investigation process carried out by the insurer which limits opportunities to manipulate or conceal funds.

	e.g. Limited
	Standard

	Corporate customers 
	There is a risk when dealing with larger corporate entities and trusts due to complexity of ownership arrangements including multiple subsidiaries, layered holding companies or overseas entities which can make it more difficult to identify the ultimate beneficial owners and controllers of the business, giving rise to the risk that illicit funds could be channelled through insurance placements to obscure the origin. There is also an elevated risk that such customers could be involved in higher industries or operating in higher risk jurisdictions. 
	e.g. Possible
	Enhanced

	PEP’s
	PEP’s include senior political figures, judges, military officials and executives of state-owned enterprises and any close family and associates. These persons pose a greater financial crime risk due to their position. 
	e.g. Rare
	Enhanced

	Suspicious/unusual transactions 
	We define suspicious or unusual transactions within our AML policy and this includes any customer that displays suspicious or unusual behaviour including unusual frequency of mid-term adjustments or cancellations that appear to have no valid reason, where a customer is unable or unwilling to provide information about their ownership structure or proof of identify when asked  or where the person is known to have criminal associations including where a customer discloses previous information relating to financial crime convictions. 
	e.g. Possible
	Enhanced

	Cash Transactions
	Cash transactions pose a greater risk of money laundering, particularly in relation to higher value premiums, however these are rare and, in most cases, prohibited above [insert limits and any other controls]. 
	e.g. Rare
	Enhanced

	Third Party Transactions 
	We do occasionally receive requests from a customer for payments to be made via a third party which can pose a higher risk as this can obscure the source of funds. This can include payments routed through individuals, affiliates, or other unrelated third parties without a clear rationale. 
We prohibit payments made by third parties where there is no clear relationship with the client or justification for the payment arrangement. Where there is reasonable justification, the payee is subject to due diligence as well as the customer and any payment must be made via a UK bank account. 
	e.g. Rare
	Enhanced

	Standard general insurance products 
	Provide a description of the overall product offering relating to lower risk activity and supporting context for example you may wish to reference:
· Most general insurance products such as motor, property and liability provide risk transfer i.e. they do not store value or generate returns; there is therefore minimal scope to use these products to layer or integrate illicit proceeds into the financial system. 
· Premium transactions are generally of low value, on average premiums do not rise above [insert amount] 
· Products do not typically involve complex or high frequency transactions, policies are generally straightforward, with fixed premiums and defined terms limiting opportunity for structuring or disguising illicit activity.
· General insurance products are not designed for quick cash movement or withdrawal; transactional patterns are more predictable making unusual activity easier to spot. 
	e.g. Limited 
	Standard

	Higher risk product lines 
	State here if the firm deals with any higher risk products, ideally to give context this should include quantitative metrics i.e. the number of policies/GWP or percentage of the firm’s overall book that this business reflects. If the firm deals with more than one high risk product line, then it may wish to include a separate entry for each. 

 Higher risk products may include:
· Marine
· Aviation
· HNW
· Trade credit
· Cyber

The firm should articulate the risk in terms of exposure to:
· multi-jurisdictional transactions
· layering/complex/ rapid transactions
· Shell companies 
· Frequent changes in vessel ownership/mgt. 
· Heavy use of brokers leading to fragmented understanding of beneficial owners
· Movement of sensitive goods and materials i.e. sanctions evasion
· High value transactions
· Cryptocurrency

	[insert rating]
	Enhanced

	Geographical 
	Provide a description of the jurisdictions in which your firm operates, for many firms this may be restricted to the UK only or other low risk jurisdictions such as the EU which operate with strong financial and legal systems to ensure that AML regulations are enforced effectively. 
If you do engage in overseas transactions you will need to highlight jurisdictions the firms deals in that are known for weak AML/CTF regulations or other significant risk factors, often guided by sources like the FATF's grey and blacklists or those identified by European Commission as having strategic deficiencies etc. you should also take note of prohibitions and the exact source of the considerations why, e.g. North Korea, IRAN and Russia and sanctions that are placed on them. 

For context you should  indicate what proportion of business this accounts for and where countries are accepted even though presenting high risk but are essential because of the business model of the firm.
	[insert rating]
	Enhanced

	Delivery Channel
	Provide an explanation of your delivery channels, you may wish to provide volume of transactions for context along with an explanation of the risk exposure for example:

· Face to face and telephone-based channels allow direct contact with the customer which makes it easier to detect unusual responses/ requests via a human interface. 
· Only simple, standard general insurance products are distributed via on-line channels, we do not transact complex commercial or higher risk product lines in this way.
· Standard on-line portals process payments via secure, regulated financial institutions. 
· You may have built in alerts etc. built into on-line platforms which allow automated checks to be undertaken. 
	[insert rating]
	Enhanced

	[Insert any other risk factors relevant to the firm]
	
	
	



AML Control Environment 
Without reasonable customer onboarding controls, we could unknowingly leave ourselves open to an unquantified exposure in dealing with higher risk customers or transactions, we provide employees with our Anti Money Laundering Policy and provide accompanying training relevant to the employee’s role [insert period]. This sets out our requirement to apply standard due diligence checks before the sale of any insurance product in order for the risk to be appropriately assessed and rated. Enhanced due diligence is carried out for any customers, products or transactions that have been identified as higher risk enabling us to identify transactions where Senior Management escalation and investigation may be required as follows:

Note: Firms may further categorise their due diligence arrangements depending on the risk, for example ID&V checks may be sufficient for a consumer arrangement whereas for PEP’s or commercial organisations this may include additional elements, if firms’ due diligence arrangements differ to those outlined below, the table should be adapted accordingly. 
	Standard Due Diligence
	Enhanced Due Diligence*


	· Fact Find/statement of fact/proposal form to confirm personal information, residency, legitimacy, suitability, and insurable interest
· Sanctions Check (including firm and directors for commercial SMEs)
· Credit Check
· Companies House Check
· [Insert any other onboarding checks which are completed as standard for all customers] 


	· ID and verification (ID&V) checks as appropriate including:
· Checking govt. issued ID
· Obtaining a copy of a recent utility bill (within the last three months)
· Verifying electoral register 
· [insert any other electronic KYC checks undertaken i.e. biometric verification]

· Commercial organisations, PEP’s, and high-risk products
· Obtaining company structure information 
· Checking all directors and beneficial owners (ID&V/sanctions) 
· Checking proof of ownership (insurable interest) 
· Checking proof of funds (i.e. HNW, PEP’s)
· [Insert any other details about firm’s enhanced due diligence procedures/measures i.e. adverse media screening for PEP’s]
· 


*Enhanced due diligence procedures are also applied when high-risk factors or unusual/suspicious indicators are triggered during the life of the policy.
Note: Firms should also state here what checks are undertaken at renewal and in the event of a claim (if the firm has delegated claims authority). 
Note: If a firms arrangements include appointed representatives or outsource/delegated authority arrangements, they should note here the controls in place to ensure that appropriate checks are carried out, for example whether agents are contractually required to comply with the firms AML policy or similar equivalent and what action the firm takes to assess the suitability and effectiveness of these arrangements.
6.3 Financial Sanctions 
Note: Although there is no formal stipulation regarding the timing or method of sanctions checks, it is our recommendation that firms screen all clients. Flexibility may be applied concerning the frequency of these checks and whether they are conducted manually or through automated processes; accordingly, sample wording in this section reflects this approach. If a firm elects not to perform checks on every client, the wording below should be amended as appropriate and accompanied by a reasonable justification for the alternative procedure.
We have zero-tolerance for operating in violation of financial sanctions legislation and understand that dealing with or making funds available to a designated person on the sanctions list and failing to report confirmed matches of designated persons is an offence. Exposure to a designated person can arise at any point, we therefore adopt a comprehensive approach to sanctions screening which forms a vital part of our standard customer due diligence process ensuring that every client is screened against the sanctions list at various touchpoints throughout the client lifecycle as follows:
· Onboarding 
· Mid Term Adjustments and cancellations subject to payment or refund 
· Renewals 
· Claims 
· [insert any other controls – for example if the firm operates continual checking or checks at predetermined intervals]
Sanctions checks include Individuals and for commercial organisation this includes the firm itself and also directors/partners and any other beneficial owners of >25% shareholding for any group entities. 
Financial Sanctions Control Environment 
We provide employees with our Financial Sanctions and PEP’s Policy and provide accompanying training relevant to the employee’s role [insert period].

Detail here:
· Whether the firm undertakes checks manually or via automated systems and how checks are tested/calibrated (if automated state who the provider is and how frequently the provider updates the sanctions information it is making available).
· Whether the firm places any reliance on third party checking throughout the chain and what justification it has for this.
· Process for verifying potential matches and what the firm would do if a near-match or a positive match was identified.
· Whether the firm’s distribution arrangements include sub agents or appointed representatives, they should note here the controls in place to ensure that appropriate checks are carried out, for example whether agents are contractually required to comply with the firm’s financial sanctions policy or similar equivalent and what action the firm takes to assess the suitability and effectiveness of these arrangements. 
Note: For context, it may be useful to support this assessment with an overview of how many potential matches were identified during the previous 12 months and how many of those subsequently resulted in confirmed OFSI reports.
Note: If a firms arrangements include appointed representatives or outsource/delegated authority arrangements, they should note here the controls in place to ensure that appropriate checks are carried out, for example whether agents are contractually required to comply with the firm’s Financial Sanctions and PEP’s Policy or similar equivalent and what action the firm takes to assess the suitability and effectiveness of these arrangements.
6.4  Anti Bribery and Corruption
Note:-  The sample text below assumes most SME firms have a limited inherent risk exposure and that higher risk factors are possible but not prevalent in the business model. If your firm has significant exposure to high-risk factors, you should adjust the summary and rating accordingly. Conversely, if high-risk activities are negligible or absent, you should also reflect this in your assessment.
In determining our overall risk profile, we have considered key areas of our business model relating to the majority of our customer base, products and services, geographical reach and delivery channels and have concluded that we have a [limited/possible] inherent risk exposure of bribery and corruption as we operate primarily/only in the UK general insurance market and do not engage in overseas business or public sector contracting. Our exposure to politically exposed persons (PEP’s) or clients operating in high corruption risk industries is rare.
We do however consider that our business model, particularly broker commission models and the nature of arrangements between intermediaries and insurers does expose us to some heightened risk factors as outlined below:
Note: Remember at this point we are looking at the inherent exposure before controls, it is only once control effectiveness has been assessed that the residual risk position can be determined which is outlined in Section 8 of this document. 
Note: You need only include risk factors which are relevant to your business model, you can delete any factors that do not apply or leave them in for future reference and state that they are not currently relevant to your business model. 
	Risk Factor
	Description of Risk
	Inherent Risk Rating (see Section 4)

	Broker remuneration arrangements 
	The risk that commission, fees, overriders, or contingent remuneration (e.g., volume/retention bonuses) create conflicts of interest and incentives to improperly influence placement or service decisions, including offering/receiving improper benefits to secure or retain business. Risk is heightened where payments to introducers/ARs or other intermediaries are not transparent, proportionate, justified and appropriately approved. All parties with whom we deal with in the insurance chain are however subject to high standards of regulation under the Financial Conduct Authority. 
	e.g. Possible

	Procurement and Tender Processes 
	The risk that the firm’s selection of, and spend with, suppliers (e.g., IT, lead generation, marketing, facilities, outsourced services) is influenced by improper inducements, conflicts of interest or kickbacks, resulting in overpayment, inappropriate supplier appointment, regulatory breaches, and reputational harm. Risk can also arise where suppliers are used as conduits for improper payments (e.g., inflated invoices, sham consultancy, or sponsorship arrangements).
	e.g. Possible 

	Public Sector or large corporate RFP Tenders
	The risk that participation in formal tenders (including public sector or large corporate RFPs) creates opportunities for improper influence, bid-rigging, facilitation payments, or inappropriate gifts/hospitality to decision-makers or evaluators. There is also a risk of using third parties (consultants/introducers) to obtain confidential tender information or to channel improper payments.
	e.g. Rare

	Staff Vetting checks (inc. F&P where applicable)
	The risk that inadequate pre-employment screening and ongoing vetting (including Fitness & Propriety where applicable) allows individuals with a propensity for unethical behaviour, conflicts of interest, or vulnerability to bribery/corruption to hold roles where they can influence placement decisions, supplier selection, payments, or approvals.
	[insert rating]

	Employee Remuneration Arrangements 
	The risk that sales targets, commissions, and bonus structures for employees incentivise inappropriate behaviour, including offering/soliciting improper benefits to win or retain business, steering clients to maximise personal reward, or bypassing controls. This also includes the risk of reward linked to insurer relationships or volume targets that could encourage conflicts of interest and conduct risk.
	[insert rating]

	Gifts and Hospitality 
	The risk that gifts, entertainment, travel, hospitality or other benefits (including non-cash benefits such as training, hospitality at sporting events, or preferential access) are offered or accepted to improperly influence business decisions (e.g., insurer placement, supplier selection, referrals) or create a perception of undue influence, resulting in bribery and corruption exposure.
	[insert rating]

	Large placements 
	The risk that high premium/value placements, complex programmes, or strategically important accounts increase pressure on staff and third parties and create opportunity for improper inducements (e.g., enhanced hospitality, side agreements, inflated fees) to secure placement, preferential terms, or renewal, including increased exposure to conflicts of interest.
	[insert rating]

	Agents and Appointed Representatives
	The risk that agents and appointed representatives (ARs) act as associated persons and offer, request or accept improper benefits to generate business, influence placement decisions, or secure preferential treatment, including the use of introducer fees/commissions as a conduit for bribery. There is also risk of inadequate oversight of third‑party conduct, conflicts of interest and local market practices, which could expose the firm to liability and reputational harm under the Bribery Act.
	[insert rating]

	Mergers and Acquisitions
	The risk that acquisitions, investments, business sales, or integration activities introduce bribery and corruption exposure through the target’s historic conduct, third‑party relationships, books and records, or operating footprint (including higher corruption-risk jurisdictions or sectors). There is also risk that time pressure or incomplete due diligence results in undisclosed improper payments, problematic introducer/consultant arrangements, or ongoing control weaknesses being inherited post‑transaction.
	[insert rating]



Anti Bribery and Corruption Control Environment
We are committed to maintaining high standards of ethical conduct in all our dealings with customers and other counterparties underpinned by the following controls:
· We provide employees with our Anti-Bribery and Corruption Policy and provide accompanying training relevant to the employee’s role [insert period].
· We maintain a conflicts of interest policy and register which is reviewed by Senior Management [Insert review period], this includes our arrangements for identifying, managing and disclosing conflicts of interest where necessary and considers our arrangements in relation to insurer remuneration as well as other conflicts such as the disclosure of personal relationships. 
· We undertake fair value assessments on the products that we distribute to ensure that any remuneration we receive is fair and proportionate and does not result in products becoming poor value for their intended target market. 
· Our internal remuneration structures are designed to avoid incentivising inappropriate behaviour and are supported by both quantitative and qualitative performance metrics as outlined in our remuneration policy. 
· Any gifts or hospitality offered or received are subject to maximum thresholds and approval processes. 
· We have robust recruitment procedures including minimum standards for staff vetting and fitness and propriety checks for senior managers, non-executive directors, and certified employees. 
· We do not enter into any arrangements with third parties unless there is a valid commercial reason for doing so, this rationale is recorded and accompanied by suitable due diligence to ensure that the counterparties with whom we deal are fit and proper including: 
· insurers
· agents
· outsource arrangements 
· suppliers
· introducers
· appointed representatives. 
· We provide all employees with our code of conduct outlining acceptable and non-acceptable behaviours in accordance with the FCA conduct rules supported by breach recording and disciplinary procedures.
· We provide a safe space for employees to raise concerns confidentially via our whistleblowing policy. 
· [Insert any other specific controls the firm has in place]
Note: If a firms arrangements include appointed representatives or outsource/delegated authority arrangements, they should note here the controls in place to ensure that appropriate checks are carried out, for example whether agents are contractually required to comply with the firms Anti Bribery and Corruption/Gifts and Hospitality/Conflicts of Interest policy or similar equivalent and what action the firm takes to assess the suitability and effectiveness of these arrangements.

7. Control Effectiveness – Self Assessment 
Our aim is to take a holistic approach to financial crime prevention ensuring controls operate collectively and seamlessly to prevent financial crime across a spectrum of risks. As many controls are relevant to the management of more than one financial crime risk factor, in this section we have identified our key high dependency controls and the mechanisms in place for monitoring their ongoing effectiveness which includes drawing insights from our firm’s monitoring activity and operational management information. 
The control effectiveness rating is an important factor used to determine our residual risk position (see Section 8).
	Control
	Area(s) Supported
	Assessment 
	Effectiveness Rating  
	Observations/Risk Gaps 

	Example 
	[AML/Sanctions/Anti Bribery/Fraud]
Note: Each control may support multiple areas or in some cases all areas. 
	[for each control provide a brief description of how/when this works in practice including any reliance on systems/third party suppliers and the checks that are regularly undertaken to ensure accuracy, effectiveness and consistency via management information, system testing, compliance, and quality monitoring activity.]

	[insert effectiveness rating – see Section 4]
	This section must be completed if the control effectiveness rating is less than strong. 

	Financial Crime Policies 
	
	Firms may wish to list each financial crime policy separately, particularly if these are subject to different review periods or to be clear where there are deficiencies with only one policy for example. 
	
	

	Financial Crime Training inc. AML, Fraud, Financial Sanctions, Financial Crime etc.
	
	Firms may wish to list each type of training separately to be clear where there are deficiencies with only one area of training  for example.
	
	

	Staff code of conduct and COCON training
	
	
	
	

	Standard Customer Due Diligence (sales process)

	
	
	
	

	Sanctions Checking 
	
	
	
	

	Enhanced Customer DD
	
	
	
	

	Configuration of CRM/automated  systems (audit trail preservation and ‘red flag Indicators’)
	
	If the firm uses more than one system, it should list these separately. 
	
	

	Investigation and reporting Procedures 
	
	
	
	

	Third Party DD and approval
	
	Firms may wish to list different types of DD separately for example third party suppliers, sub agents, appointed reps., outsourcing etc.
	
	

	Contract review and approval
	
	If the arrangements differ between contracts, then these should be listed separately for example insurer/agency contracts, supplier contracts etc. 
	
	

	COI Policy and register 
	
	
	
	

	Commission Monitoring and fair value assessments
	
	
	
	

	Gift and Hospitality policy and register
	
	
	
	

	Staff vetting/contracts 
	
	
	
	

	Fit and Proper checks for SMF’s, NED’s and certified roles. 
	
	
	
	

	Segregation of Duties 
	
	Record here the arrangements in place to ensure that no one person can negotiate, bind, and account for transactions. This may include structural controls such as different individuals/departments or sign off/approval processes.
	
	

	Whistleblowing 
	
	
	
	

	Remuneration Policy 
	
	
	
	

	Data Security Policy 
	
	
	
	

	Data Security Risk Assessment
	
	
	
	

	Data Protection Training 
	
	
	
	

	Data Security Risk Assessment 
	
	
	
	

	Accounting and Reconciliation Controls
	
	
	
	

	Client Money Controls
	
	
	
	

	Secure payment processes
	
	
	
	

	Branding Controls
	
	
	
	

	Claims Fraud Controls 
	
	Where a firm has delegated claims handling authority it will likely have various controls which may need to be listed  separately. 
	
	

	[Enter ay additional controls the firm has in place or should have in place]
	
	
	
	



Note: the firm may use a combination of its compliance monitoring, internal audit, and regular management information review to determine the control effectiveness for example this may include:
· The status of remedial/mitigating actions relating to fraud prevention measures.
· Compliance monitoring/audit reports – it is important that the report references any findings and actions identified from any monitoring/audits conducted since the last risk assessment was completed, even if these have subsequently been completed.
· Staff expenses and gifts and hospitality registers.
· Transactional data (i.e. fraud alerts, new business or claims declinatures due to fraud prevention controls, unusual cancellation patterns, refund volumes and overrides, frequent changes to contact/bank details). 
· Quality assurance monitoring results.
· Training and competence reports.
· Results of testing and calibration for automated checks.
· Breach and Fraud investigation reporting.
· Client money and financial reports
· Third Party Monitoring Reports
· Independent control testing and periodic reconciliation reviews (including thematic reviews of manual journals, suspense accounts, and write-offs) to identify false accounting and embezzlement indicators.
· Incident and near-miss reporting with trend analysis to identify emerging typologies and control weaknesses.

8. Business Wide Risk Assessment (BWRA) - Residual Risk Position 
The below register shows the overall residual risk position of each financial crime element within this assessment, taking into consideration the inherent risk exposure and the effectiveness of controls in place. Where the residual risk remains above low, additional actions are required to mitigate the risk within our low tolerance appetite. These actions are detailed in Section 9 of this risk assessment. 
Note: We recommend in assessing the overall control effectiveness rating that you should base this on the lowest control rating of any of the required high dependency controls, alternatively if you are able to narrow down any control weaknesses to a specific risk factor only, then you may wish to record that risk factor separately underneath the category to which it relates so as not to negatively impact the rating of the category as a whole. 
	Category
	Inherent Risk
	Control Environment  
	Overall Control Effectiveness
Rating 
	Residual Risk
Rating
	Observation Risk/Gaps

	Anti Money Laundering 
	Low/Possible 
	· AML Policy inc. suspicious indications and cash handling limits 
· AML Training 
· Standard Customer Due Diligence (sales process)  
· Enhanced Customer Due Diligence 
· Quality Monitoring (file audits)
· Escalation and reporting 
· [enter any additional controls identified] 
	
	
	

	Sanctions 
	Low/Possible 
	· Sanction Policy 
· Sanctions Checking 
· System testing and calibration
· Quality Monitoring (file audits)
· Escalation and reporting 
· [enter any additional controls identified]
	
	
	

	Anti Bribery and Corruption
	Low/Possible 
	· Anti Bribery and Corruption Policy 
· Anti Bribery and Corruption Training 
· Conflicts of interest policy and register 
· Fair value assessments 
· Remuneration policy 
· Gifts and hospitality policy and register
· Pre-employment screening and ongoing vetting proportionate to role (inc. F&P where applicable)
· Third‑party Due Diligence 
· Third party contracts 
· Code of Conduct and disciplinary processes.
· Whistleblowing Policy 
· [enter any additional controls identified]
	
	
	

	Fraud (Internal)
	Possible 
	· Fraud Prevention Policy
· Fraud Prevention Training 
· Segregation of duties 
· Robust client money controls 
· Accounting integrity controls 
· Configuration of CRM system (permissions and audit trails).
· File reviews/quality monitoring 
· Pre-employment screening and ongoing vetting proportionate to role (incl. F&P where applicable).
· Code of conduct, breach recording, disciplinary processes, and whistleblowing arrangements.
· Investigation and reporting procedures
· [enter any additional controls identified]
	
	
	

	Fraud (External)
	Possible 
	· Fraud Prevention Policy
· Fraud Prevention Training 
· Risk-based customer due diligence and verification (sales/onboarding checks).
· Configuration of CRM/automated systems (red-flag indicators).
· Secure payment processes 
· Data security 
· Third-party due diligence
· contract review/approval 
· Branding controls 
· Claims fraud controls (if applicable)
· Investigation and reporting procedures 
· [enter any additional controls identified]
	
	
	



9. Actions 
	Action Required
	Action Owner(s)
	Target Completion Date
	Commentary/Status


	

	
	
	

	

	
	
	

	

	
	
	

	

	
	
	



10. Approval and Review 
The board has reviewed and approved this financial crime risk assessment and confirms that it accurately reflects the firm’s exposure to financial crime risks, including money laundering, terrorist financing, proliferation financing, sanctions, bribery, corruption, and fraud risks. 
The Board is satisfied that the policies and procedures and controls described in this document are appropriate for the size, nature and complexity of the firm’s business and are designed to ensure compliance with applicable UK regulatory requirements. 
This assessment will be reviewed at [Annually/insert other period] or more frequently where there are material changes to the firm’s business activities, risk profile, or regulatory environment. 
	Approved by:

	
	Date of Approval:
	

	Signature:
	
	Next Review Date:
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